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Abstract

As industries are increasingly adapting to new technological trends for data collection and production
efficiency, they are fulfilling the description of being part of the industry 4.0 (I4.0) paradigm. This swift
development has led to unforeseen consequences concerning managerial and strategic aspects of security. In
addition, threats and sophisticated attacks have increased, emphasizing a greater demand for information

security management in the industrial setting.

For smaller industrial manufacturers, information security management is not always available due the cost
of resources, placing them in a challenging position. In addition, I4.0 introduces the area of OT/IT
(Operational Technology and Information Technology) convergence, which is often heavily complex,
creating the need for cross-competence. Furthermore, consequences from cyber attacks in the production
domain can be catastrophic as they may endanger the safety and health of personnel. Thus, smaller
manufacturing industries need to utilize existing resources to enable the prerequisites of managing security
issues that may come with I4.0. Structuring and effectivizing the communication of security issues is needed
to ensure that suitable competence can address security issues in a timely manner. The aspects of
communication and competence are not addressed by current security standards and frameworks in the

industrial context, nor are they equally applicable for smaller industrial organizations.

This study aims to contribute to the research field of information security in 14.0 by investigating how
security vulnerabilities should be communicated at a smaller manufacturing industry that does not have an
information security management system. The framework is based on a traditional incident response
information flow and was designed at a Swedish manufacturing industry through the narrative of OT or

production personnel.

Key words: IT, OT, Convergence, Risk Communication, Vulnerabilities, Manufacturing Industry,

Industry 4.0, Information Security
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1. Introduction

In this chapter, the problem area is presented along with the research gap and the research question, the
objective of the study, and the delimitations. To clarify the chapters and its contents in the thesis, a thesis

outline is included.

1.1 Background

Industries are increasingly moving towards industry 4.0 (I4.0) a term which encompasses new technologies
such as Internet of Things, cyber physical systems, artificial intelligence and machine learning (Frank et al.,
2019). These technologies enable a competitive advantage by minimizing costs and making processes more
efficient (Prinsloo et al., 2019; Saucedo-Martinez et al., 2018). These technologies also allow for a closer
relationship between the two traditionally separated domains of operational technology (OT) and
information technology (IT), where the OT used for enabling industrial processes has a closer integration
with traditional information sharing technology (Murray et al., 2017; Pereira et al., 2017). However, as the
increased digitalization and convergence of the two technological domains has enabled for greater

productivity, new issues concerning information security have emerged.

The two domains, OT and IT, differ widely in terms of culture and technology. OT often has operational or
physical effects, whereas I'T revolves around the technology enabling distribution of information (Felser et
al., 2019; Garimella, 2018). Seeing this from an information security aspect, there has also been a clear
distinction between OT and I'T’s security priorities. Within information security, confidentiality, integrity,
and availability (CIA-triad) are factors to help guide security efforts in protecting information and systems
(Alhassan & Adjei-Quaye, 2017). OT prioritizes availability over confidentiality, as the need for having
industrial processes online is preferable than ensuring confidentiality for collected data. IT, on the other
hand prioritizes confidentiality over availability, as the nature of the data may be much more sensitive. Other
differences between the two concerns hardware lifetime, geographic location, and span of updates (Benias &
Markopoulos, 2017; Figueroa-Lorenzo et al., 2020; Murray et al., 2017). Consequently, there is a mismatch
between the two areas, and the use of IT in the industrial context has caused cyberattacks to become more

common and the threats have become more sophisticated (Ervural & Ervural, 2018).

To manage the risks of such cyberattacks and threats, strategic tools like frameworks and standards are often
used. However, the standards applicability and usage in 14.0 is lacking (Breda & Kiss, 2020). They are also
perceived as complex, bureaucratic, and challenging (Culot et al., 2019). For strategic tools such as
information security management to be effective, they need to incorporate a holistic approach where all
parties in an organization are involved (Felser et al., 2019). Although, this may prove challenging in the
context of 14.0 due to its technological complexity and heterogeneity, and cultural differences (Fonseca,
2018). The convergence has led to the need of cross-competence (Felser et al., 2019), and personnel in the
production area need better information security awareness training for them to understand security aspects
(Yaacoub et al., 2020). However, for the organizations that do not have the resources to enforce larger

information security measures, resorting to efficient communication is ideal (Todericiu & Fraticiu, 2013).



Efficient communication includes the aspect of adequately relaying the understanding of the security issue
(Nurse etal., 2011). Furthermore, having a suitable form of communication is critical since consequences of
security incidents in a production domain can be catastrophic. Consequences may claim or harm the lives of
personnel, causing down-time of industrial processes or affecting product quality that leads to tremendous
financial deficit (Asghar, 2019; Prinsloo et al., 2019). Furthermore, improved information security
communication is needed to ensure that the parties involved understand the importance and meaning of
security (Culot et al., 2019; Ervural & Ervural, 2018; Topa & Karyda, 2019). This is especially crucial in 14.0
where the teams of OT and IT are working closer with each other and security issues may be shared between
the two domains (Ehie & Chilton, 2019; Kipper et al., 2021).

To achieve a more secure infrastructure it requires effective communication between the OT and IT teams
allowing them to share their knowledge to better understand and address threats and risks (Culot et al.,
2019). If they are not able to relay their understanding of security concerns to each other, vulnerabilities
may be left unaddressed (Nurse et al., 2011). Security flaws in I4.0 do not solely revolve around technical
aspects, but rather around strategic aspects where there is a greater need for procedures and guidelines to
address potential security breaches (Culot et al., 2019). Currently, frameworks and practices enabling
management of vulnerabilities and threats concern the active identification and remediation by
cyber-security professionals (CRR Supplemental Resource Guide, Volume 4: Vulnerability Management,
2016; Wheeler, 2011). Thus, non-cybersecurity personnel are not given the prerequisites of efficiently
communicating security vulnerabilities that have been identified. For organizations that have not
incorporated an information security management system, they may have resorted to ad hoc security
solutions, causing vulnerabilities or risks not to be appropriately addressed (Wheeler, 2011). Efficient
communication between defined roles and the aspect of time are mainly considered in the practice of
incident response management (Cichonski et al., 2012; Karabulut et al., 2015). This emphasizes a need for
an adapted framework that enables structured and efficient communication of security issues between

technical teams in 14.0 to ensure that they are adequately addressed.

1.2 Research Gap

In the field of cybersecurity of 14.0, several studies have been conducted regarding its technical flaws and
methods. However, there is a clear shortage of research for organizational adaptation to security
implementations in OT/IT convergence. For example, Bhaharin et al. (2019) stated that the multiple
technological studies conducted in the field of I4.0 are not sufficiently comprehensive due to their
negligence of non-technical aspects. Some of these aspects concern human factors such as how teams are
meant to communicate efficiently to enable a common understanding of security. Several studies have
highlighted these challenges (Culot et al., 2019; Ehie & Chilton, 2020; Felser et al., 2019). However, none of

these studies produced a solution that addresses the communication issues.

Therefore, there is a need to further research how the organizational difficulties of communicating security
in the 14.0 paradigm can be addressed, and to find reasons why it is challenging to make security a common

understanding to the main actors.



1.3 Research Question

To manage security related issues such as vulnerabilities, the practice of vulnerability management is often
enforced. However, vulnerability management mainly concerns actively scanning and searching for
vulnerabilities (Wheeler, 2011), overlooking the aspect of reactive management of identified security

vulnerabilities. As such, the research question for this thesis is as follows:

How could security vulnerabilities be communicated between the teams of OT and IT to apply

appropriate security controls in 14.0?

1.4 Objective

For smaller manufacturing industries that do not have the resources to incorporate an information security
management system, such as the industrial organization that participated in this study, it is critical that they
have the prerequisites to communicate security to the most suitable personnel that may address them. The
convergence of OT and IT that has come with 14.0 emphasizes this need further as the domain is heavily
complex and competence requiring, and since the threats and attacks targeting industrial organizations are
increasing. Therefore, the objective of this study is to produce a framework that addresses communication
challenges of security between the departments in the OT and IT domains of a manufacturing industry.
This objective will enable for the investigation of how security vulnerabilities are meant to be

communicated, and which personnel are involved to address security vulnerabilities.

1.5 Delimitations

The conducted research was directed towards decision making personnel that did not have a dedicated
information or cyber security role. The investigation of communication was also carried out from the view
of an incident response flow diagram, excluding the consideration of other types of communication
frameworks. Lastly, the study mainly concerned security vulnerabilities from the OT domain, whereas it

excluded the aspect of identifying issues in the IT domain that may be related to the production area.

1.6 Thesis Outline

In Chapter 1, the problem area, research topic and objective of the study is introduced. In Chapter 2, the
theoretical foundation is presented. relevant literature such as security communication issues in 14.0 and
communication of vulnerabilities are reviewed. In Chapter 3, the research methodology and the
motivation for its use are described. The chapter also includes the data collection, analysis, and information
about the study's respondents. In Chapter 4, the applicability of a proposed model of the artifact is
reviewed. In Chapter 5, the design process and results are presented in combination with the discussion
towards the new insights and areas. Finally, in Chapter 6, the conclusion of the study is presented with a

summary of previous and future research.



2. Theoretical Foundation

In this chapter, the domain differences between OT and IT, security challenges in I14.0, strategic

information security tools, risk and vulnerability management, and competence management are presented.

2.1 Differences between OT and I'T

In the era of 14.0, traditional manufacturing and industrial practices are becoming increasingly automated.
Industrial systems and processes must meet stakeholder’s requirements and businesses have to adjust their
practices to correspond to market demands (Givehchi et al., 2017; Lampropoulos et al., 2019; Pereira et al.,
2017). Market competition has resulted in an increase of interconnection of devices and systems, regardless
of geographical location (Givechi et al., 2020). New technologies are introduced to the industrial setting,
like machine-to-machine communication, industrial Internet of Things, cloud computing, big data,
machine learning, and artificial intelligence. These technologies enable better mobility, flexibility, and

interoperability of industrial operations (Benias & Markopoulos, 2017; Pereira et al., 2017).

Industrial networks and systems which have been traditionally physically and logically isolated, are adopting
and implementing more aspects of IT, due to the changing customer and competitive requirements. OT
and IT domains also have different requirements in terms of performance, reliability, operating systems and
applications, risk management and security (Pereira et al., 2017). Murray et al. (2017) states that OT and IT
domains differ in characteristics, see Table 1. OT prioritizes safety, security, reliability and availability over
the IT field’s confidentiality and integrity (Murray et al., 2017; Pereira et al., 2017), causing the increasingly
intertwined disciplines to collide as to which attributes should be prioritized and managed (Benias &
Markopoulos, 2017; Murray et al., 2017). This prioritization from OT has led to integrity and
confidentiality to be second hand choices; producing security related concerns. Sivri and Oztaysi (2018)

states that the convergence of OT and IT brings with it new challenges, especially regarding cyber security.

Traditionally, industrial control systems have had specialized hardware, propertiarity code and standards,
poor cryptography protection. They have been operating in a benign and closed environment; therefore,
security and robustness has been forsaken (Benias & Markopoulos, 2017; Hoffman et al., 2016). Benias and
Markopoulos (2017) note that many organizations and security practitioners assume that the corresponding
networks are physically isolated and secured, which is not always the case in the I4.0 era where everything is

increasingly interconnected.



Table 1: Differences in Functionality and Need between OT and IT (Felser et al., 2019; Garimella, 2018; Mosteiro-Sanchez et al.,
2020; Murray et al., 2017; Tuptuk & Hailes, 2018).

orT IT

CIA priority Availability Confidentiality

Integrity Integrity

Confidentiality Availability
Hardware lifetime | 10-15 years 3-5 years
Geographical Remote Local
location
Tolerance to issues | Critical Non-essential
Securing Asset Data
Updates Seldom Often

With the incorporation of Internet of Things technology in the manufacturing industry, converging OT
and IT, cyberattacks have become more common and the threats have become more sophisticated (Ervural
& Ervural, 2018). Previous security risks in the OT area were not considered as critical due to the absence of

interconnectedness and use of Internet of Things (Prinsloo et al., 2019).

2.2 Security Challenges in Industry 4.0

Khan & Gouvia (2017) present a list of common attacks and vulnerabilities in industrial infrastructures. A
vulnerability can be anything that is considered a weakness that may be exploited to achieve some form of
effect (Proag, 2014). Most of the vulnerabilities in industrial infrastructures align with the characteristics
identified in Table 1 where, for instance, confidentiality is not sufficiently prioritized in the OT domain,
such as the design of network protocols neglecting encryption showing data in plain text (Khan & Gouvia,
2017). These types of vulnerabilities may be exploited by attacks such as network sniffing, where
unencrypted data can be collected through the network, or an unpatched vulnerability may be targeted by a
threat agent, possibly enabling control of the asset. The cyberattacks targeting OT components are similar
to IT attacks, factors such as probability, technique, attack vector, and intent may differ. Industrial devices
are often compromised due to the lack of updates and patches, lack of security in mind for designing
industrial control systems, large number of connected devices to industrial networks, and lack of physical
and virtual isolation between networks (Benias & Markopoulos, 2017). It is vital that the threats are
addressed with the best suitable controls that mitigates the risk of having assets exploited. This especially
applies to the context of 14.0 as a threat agent may exploit a vulnerability that enables them to traverse
between domains, which essentially means that industrial organizations already have a greater attack surface

with the convergence of OT and IT.

With OT being physical and logical isolation from the IT infrastructure and the internet, industrial
automation and control systems developed limited cyber security capabilities (Calvo et al., 2016). These
systems are meant to enable or support production automatization for manufacturing industries where

devices through the production process are controlled (Carlsson, 2017). Due to the lack of security design,



there are different types of common vulnerabilities for industrial automation and control systems. Calvo et
al. (2016) present four different categories of common vulnerabilities for industrial automation and control
systems. These vulnerabilities were categorized as Security Management Policies and Procedures, Hardware
and Software Platform and Applications, Network Configurations, and Protocols. The examples provided for
each category further indicates that industrial automation control systems can have severe vulnerabilities,
some of these examples were: lack of log collection for auditing, non-existing access controls, improper
memory management coding. However, these examples are common security challenges but not explicitly

for all industrial automation and control systems

Industries develop their own solutions using new technologies and techniques, making them attractive
targets for technology and information theft. Pereira et al. (2017) notes that with 14.0 increases the
likelihood for industries to be targeted by more advanced and sophisticated attacker groups. Advanced
persistent threats are often well-funded and sometimes state-sponsored, which allow them to execute
sophisticated cyberattacks. In addition, the advanced persistent threats tend to use zero-day attacks which
are previously unknown vulnerabilities being exploited (Ahmad et al., 2019). These types of threats could
cause severe consequences where they could impact industries in the critical infrastructures sector. This

could result in disruption of operations, stealing sensitive data about customers and products.

2.3 Security Communication Issues in Industry 4.0

The knowledge and expertise differences cause security implementations to not be fully defined or
understood (Ehie & Chilton, 2020). This is especially worrisome due to the integration of the Internet of
Things and cyber physical systems. The convergences of OT and IT have become more apparent in recent
years, both for working practitioners and in the academic field. Kipper et al. (2021) stated that competencies
in the 14.0 must be improved and diversified. Technical knowledge and behavior developments must match
the ongoing convergence of the disciplines. Technological knowledge refers to the understanding of
hardware and software, but also the awareness and knowledge of security issues. Behavior development
refers to adaptability to situations and to be more interdisciplinary (Kipper et al., 2019). Technical
knowledge and behavioral developments are necessities when working in environments which are
constantly changing. I4.0 organizations could review their organizational structure and find where
cross-functionality can be implemented (Bousdekis et al., 2019). Cross-functionality could enable better
communication through the organization, involving multiple parties and contributing for a more holistic

approach to addressing security issues.

It is not uncommon that top-level management do not fully understand the consequences, or the
functionality of security measures, thus making the measures implemented to be less effective (Bhaharin et
al., 2019; Ervural & Ervural, 2018; Topa & Karyda, 2019). The lack of participation and involvement are
due to different reasons; they may not possess the right characteristics that enable them to understand
security risks, or their organizational roles do not require them to do so. Culot et al. (2019) mentioned that
some managers' perception of general cyber security applicability in other areas than IT are regarded as
unnecessary and that it may conflict with business goals. The information security practitioners lack a
common general understanding of both OT and IT domains in order to apply efficient security
mechanisms. In addition, OT and IT are often specialized personnel and individuals with managerial roles

that do not always see eye-to-eye on what constitutes a security issue.



Security does not only concern the security practitioners in regard to technical and nontechnical issues,
rather, security must be part of the organization’s culture. Organizations do not usually focus on both these
aspects, it is preferred to have individuals with managerial roles that understand their significance (Culot et
al., 2019; Ervural & Ervural, 2018). However, many organizations, especially smaller ones, do not have the
resources to appoint roles that handle security matters solely. When that is the case, security matters might
not be understood or addressed adequately, which impacts security components such as security policies,
risk incident responses or disaster recovery plans negatively, or the implementations themselves may be

narrow in terms of fully addressing threats. This is mentioned by Bhaharin et al. (2019, p. 4):

Although existing models and frameworks provide useful guidance in the study of security
bebaviours, they are complex and they address an issue separately. In reality, security
management requives a holistic view in developing an information security culture, where

security babits as a part of the organization.

As mentioned by Felser et al. (2019), having a shared knowledge and understanding of security is greatly
needed in the I4.0 setting. The organizational governance that enforces security in OT and I'T needs to work
in unison where they are easy to use with each other. The additional training that is needed for the field of
14.0 does not only rely on security, but also requires general technical knowledge and understanding of both
OT and IT; enabling personnel with cross-functional competence. However, as added by Ehie and Chiltion
(2019), many organizations fail to do this. The aspect of how I'T and security should be integrated has often
been misunderstood. Therefore, the implementation of how I'T components could affect the OT domain

needs to be understood before greater managerial decisions are taken.

As the reviewed literature states, the convergence of the OT and IT domains does not only provide value
creation, but also reforms the organizational infrastructural interconnectedness, creating new issues of
addressing security. Bhaharin et al. (2019) stated that security management needs a holistic approach to the
organization. However, based on the differences of OT, IT and top-level management, it remains a
challenge, see Table 2. OT and IT teams do not share the same level of knowledge and insight into each

other's areas.

Table 2: Differences between the Three Main Organizational Levels for Organizations in 14.0.

Operational Technology Information Technology Top-level management
Process enabling and workflow Service enhancement, cyber security and | Organizational progress, costs and
connectivity managerial tasks
Lack of security competence Lack of OT competence Lack of security and technical
competence
Hardware centered security System and human centered security Organizational adaptation to security

The top-level management is involved with purchases and strategic aspects of applying security. However,
there may be a knowledge gap where they do not possess the technical understanding that may be required
to make certain managerial decisions. Their perception of security may conflict with the security needs of

the organization, where security is considered an impediment to business operations, rather than value



creation. The identified differences between the organizational levels may conflict with applying the suitable

security measures.

2.4 Standards

Standards act as guidelines on how organizations should conduct work and how procedures are meant to be
carried out. Standards play key roles in managing and certifying information security at an organization.
These standards are often generic and have broad scopes, resulting in security practitioners not paying
enough attention to differences between organizations and their unique situational security requirements
(Siponen & Willison, 2009; Wagner et al., 2020). In the studies conducted by Ehrlich et al. (2019) and
Wagner et al. (2019), they reviewed some of the most common industrial security standards. In total, they
reviewed five standards: IEC 62443, ISO/IEC 27000 series, ISO/IEC 15408, VDI/VDE 2182, and NIST SP
800-82. The purpose of these standards is to enable or improve security management. For instance, the
ISO/IEC 27000 series contains multiple standards for how to approach information security, and more
precisely to deal with risk management and auditing (Ehrlich et al., 2019). The IEC 62443 family highlights
network and system security. The standard provides guidelines on how to segment assets and resources to
increase the security (Ehrlich et al., 2019). However, standards are not always one-size-fits-all. A shared
characteristic of all of the mentioned standards is that they contain multiple sections, tools, parts and
models, which can be challenging to use and keep track of, especially since standards tend to have vague

descriptions and generalizability (Culot et al., 2019).

Kuusk et al. (2013) identified challenges from OT and IT convergence that would entail organizational
governance and the alignment of OT and IT standards. The applicability and implementation of security
standards in the industrial domain may differ significantly depending on the size of the organization
(Wagner et al., 2019). Some of the mentioned standards are more applicable for larger organizations, making
it more challenging for smaller organizations to implement them. This issue often results in smaller
industrial organizations hiring external cyber security personnel that do not understand the attributes and
characteristics of the domain (Wagner et al., 2019). This makes the move into 14.0 a challenging task for

smaller industrial organizations.

Many standards have been developed over the years, which includes various methodologies, techniques,
checklists, and assessment tools. However, the recommendation and checklists will likely become obsolete
due to the rapid development of technologies (Culot et al., 2019). Breda and Kiss (2020) state that
standards are slightly falling behind the development of technology and with it. In the work written by
Radanliev et al. (2020), the I4.0 paradigm is reviewed to find flaws based on chosen technological trends.
Implemented security controls are only efficient if the given risk is fully understood and based on the
complexity of the 14.0 paradigm, the multiple areas of different expertise and knowledge makes this a
challenging task.

The convergence of OT and IT leads to a more interconnectedness in the organization and through the
supply chain. However, this can lead to risks not being fully understood and it can become more
challenging to mitigate the new risks that emerge with the interconnectedness. It would also require new
guidelines and methods of conducting the work; dedicated standards or frameworks that enable
communication throughout the levels of organizations to facilitate information security management in the

converged domain.



2.4.2 ISA 95/IEC 62264

The ISA 95 / IEC 62264 standard provides clarification of business processes and manufacturing processes,
and tools, models and recommendations for how an enterprise resource planning system can be integrated.
The standard also provides a common terminology for the context and components of manufacturing
industries (Batchkova et al., 2017). The IEC 62264 is the international updated version of the ISA 95
standard (Johnsson, 2004). The common terminology provided by ISA 95 / IEC 62264 enables a unified
language of processes and manufacturing related components that is usually not understood by actors

coming from another sector (Batchkova et al., 2017; Johnsson, 2004).

The automation pyramid, there are traditionally five layers, see Figure 1. The foundational layer is the
functionality level which concerns the production process. This layer is referred to as level 0. Layer 1
includes the hardware that is used to enable the process such as sensors and actuators. Layer 2 refers to
systems that control processes and devices such as data acquisition systems and internet gateways. Layer 3
consists of operations and controls such as manufacturing execution systems. The last layer, layer 4,
concerns enterprise resource planning where operations management and production scheduling takes

place (Batchkova et al., 2017; Johnsson, 2004; Nagorny, 2012).

Layer 4

Enterprise
Resource Planning

Layer 3

Manufacturing Execution System

Layer 2

Supervisory Control And Data Acquisition /
Human Machine Interfaces

Layer 1

Programmable Logical Controllers

Layer 0

Sensors and Signals

Figure 1: ISA 95/IEC 62264 Automation Pyramid (Batchkova et al., 2017; Johnsson, 2004; Nagorny, 2012).

With the depiction of the manufacturing industry layers, the types of technologies, processes and systems
can be categorized to be within the layers to facilitate their description and meaning. The IEC 62264/ISA
95 standard is described to be applicable to multiple types of individuals that are trying to understand the

manufacturing industry (Johnsson, 2004).



2.5 Risk Management

Risk management is a structured process that helps organizations understand the surrounding details about
risks. That helps the organization assess what the risk is, who is affected by it, the vulnerability, likelihood
and potential consequence of it. By understanding the details associated with the risks, more adequate
mitigation strategies can be implemented. Risk management provides better judgement to address risks with
consideration of organizational risk tolerance and acceptance level (Wheeler, 2011). For assessing and
managing risks it can be done in different ways, since each standard has their own risk management process,
such as ISO 27005, IEC 62443, OCTAVE Allegro, etcetera. Traditionally, risk management describes how
risk assessment, risk mitigation, and evaluation of a solution towards risk should be conducted (Chen,
2009).

In Figure 2, a risk management process is described. The first step of risk management often is to conduct a
resource profiling which includes activities such as identifying assets and categorizing them based on their
risk sensitivity. The second step is to initiate the risk assessment where threats, vulnerabilities and risks are
identified for the assets. The components mentioned in the second step are also subjected to analysis and
assessment to better understand their importance and specifications (Wheeler, 2011). Thereafter, in the
third step, the decision of how to mitigate the risk consists of accepting, avoiding, transferring, or mitigating
the risk. The following steps are documentation of the decisions for the risk, following through with the
decision, validating the controls to ensure they mitigate the risk, and lastly, the control is continuously
monitored (Wheeler, 2011).
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Figure 2: Information Security Risk Management Process (Wheeler, 2011).

With OT/IT convergence, risks from the IT domain can traverse and become applicable to the
manufacturing area through inherent security flaws and vulnerabilities (Prinsloo et al., 2019; Tupa, 2017).
This has led to the identification of new types of categories of risks due to the new vulnerabilities and
threats, such as Manufacturing Process Management, Maintenance, Operation Methods and Tools Used,
Machines and Manufacturing Technologies, Human Sources, and Machine Environments (Tupa, 2017).
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2.4.1 Vulnerability Management

Vulnerability management concerns the process of identifying, analyzing, and managing vulnerabilities. It is
a crucial component for applying appropriate security controls for risks as it depends on understanding the
vulnerability that may be exploited (CRR Swupplemental Resource Guide, Volume 4: Vulnerability
Management, 2016). The activity of vulnerability assessment requires the criticality and importance of the
vulnerability is defined. However, regarding the difference between risk assessment and vulnerability
assessment, the identification of vulnerabilities and their rating is based on general knowledge and
understanding (Wheeler, 2011).

To facilitate the management and understanding of a vulnerability it can be assigned a value based on a
severity and likelihood scale (Wheeler, 2011). Thereafter, the vulnerability can be categorized to portray its

importance. The qualitative severity scale consist of the following categories (Wheeler, 2011):

% Low: A vulnerability that does not enable direct exposure but is still considered unaligned with

recommended practice.

R
*%

Moderate: May enable unauthorized activities. May lead to a negative effect of service

performance.

K72
0’0

High: May cause limited access to system or application, causing possible denial of service for a

limited number of users.

2
*%

Critical: May allow for complete control of a system or application, causing possible outage or

causing issues of the same magnitude.

In correlation with the severity scale, the vulnerabilities may also be assigned a likelihood values consisting of

similar levels as the severity scale (Wheeler, 2011):

R
%

Negligible: The requirements to exploit the vulnerability are close to impossible for a threat agent.

R
%

Low: There are security controls implemented that would make it unlikely for the vulnerability to
be exploited.
% Moderate: The vulnerability has a chance of being exploited, but there are security controls in

place that would prevent such exploitation.

R
*%*

High: There is a greater chance that the vulnerability will be exploited where security controls are
insufficient.
% Very high: The exploitation of the vulnerability is close to certain where the vulnerability is

publicly exposed.

The scales provided for both the likelihood and consequence are not meant to be specific to ensure that they
fully captivate the dimensions of the identified vulnerabilities. These scales are general, and should be

adapted to the preferences and needs of the organization (Wheeler, 2011).

Wheeler (2011) emphasizes the need for a workflow, like the one seen in Figure 3 for dealing with the results
from alerts and vulnerability scans. Alerts of larger identified vulnerabilities may also come from public
announcements. Vulnerability scans may be conducted internally regarding organizational assets with tools

such as Nessus or Nmap (Bacudio et al., 2011).
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Figure 3: Vulnerability Management Workflow (Wheeler, 2011).

Figure 3 describes the steps required to filter out the less ‘crucial’ vulnerabilities from the most critical ones.
The first step is to exclude vulnerabilities with low or moderate severity levels. Thereafter, the vulnerabilities
are filtered to see to what degree they could impact any organizational assets. The next step is similar to the
initial one of excluding further risks with the value of low or moderate. The final stages concern risk
management of understanding the risk and producing an appropriate security control (Wheeler, 2011). The
workflow is meant to manage a larger number of vulnerabilities with adequate remediation strategies, where

individual detected vulnerabilities would not benefit from this workflow.

2.6 Risk Communication

Risk communication concerns the process of communicating information of the meaning of a risk, its
likelihood, consequence, and possible mitigation strategies. The process of managing and addressing
security risks or vulnerabilities can be just as important as the communication of it. If communicated
security issues such as risks or vulnerabilities are not understood by the receiver, the receiver may
inadequately manage it (Nurse et al., 2011). Risk communication is a concept that may be used in the
context of health and natural disasters (Alaszewski, 2005; Nurse et al., 2011). Risk communication has one
of three goals (Nurse et al., 2011): changing or advancing knowledge and attitudes, changing risk-relevant
behavior, and lastly, facilitating cooperative conflict resolution and decision making. Risk communication is
an activity that may be used to facilitate cyber security management and the collaborative actions required

for addressing cyber security issues.

The information in the risk message conveyed to the receiver can be communicated differently depending
on the risk. The risk message may be one of three types; numericals, verbal, and visual. Each type has a
weakness and strength. For instance, the numeric value resulting from the risk assessment must be
interpreted correctly; it expects the receiver to have the needed mathematical understanding to interpret the
risk message (Nurse et al., 2011). However, it would have the benefit of accurately conveying the risk level.
For the verbal type, it enables the conveyer to show emotions and to emphasize the risk more explicitly,

although it may be subjective where the conveyer and receiver do not share the same understanding of words
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or terms that are used. Lastly, the type visual can be shown through graphs and diagrams which provides an
understanding through visual means. However, the format from the risk messages may be too complex or
the visual cues might be used incorrectly, such as through inappropriate colors, figures, and graphs. This

could negatively affect the reader’s understanding of them (Nurse et al., 2011).

Nurse et al. (2011) highlighted different design factors for systems that are designed to facilitate risk
communication: the system must have a defined goal to what is communicated and why and how the risk
should be communicated. The system must take into account the different types of individuals using the
system, since they may have different knowledge levels and perceptions of how the system will work. Nurse
et al. (2011) further added that the system itself must be very simple, and require minimal cognitive load,
and it needs to be adapted to the current setting and context. Wheeler (2011) emphasizes similar points
when it comes to risk communication, that when it comes to defining the consequence and likelihood scales
where they may be different depending on the context of usage. For instance, if the communicated risk is
deemed to be severe, what is done towards the risk would be favorable for the communicator. Therefore, the
system should portray the activities that are taken based on the decision taken from the communicated risk
(Nurse et al., 2011).

2.7 Incident Response Management

Incident response management concerns the practice of responding to an event that has negatively affected
organizational resources, often through affecting one of the components of confidentiality, integrity and
availability (Cichonski et al., 2012). As stated in NIST Special Publication 800-61 (2012), risk management
provides securing organizational assets to mitigate risks to an acceptable level. Whenever a vulnerability is
exploited it is often referred to as an incident. It is imperative to respond swiftly when an incident occurs,
otherwise the damage will escalate as time progresses (Karabulut et al., 2015). Therefore, efficient

communication s critical where involved actors of the incident are informed about what has happened.

Sharing information and coordinating with teams allows for more efficient management of incidents. The
more that is known about the incidents, the better the understanding and action can be taken to address
them. Information sharing can also be conducted by an outsourced service for dealing with the incident
(Cichonski et al., 2012; Karabulut et al., 2015). The response activities must be planned out beforehand
when an incident is known. This would provide more efficient coordination between affected teams and
involved actors (Cichonski et al., 2012). The efhiciency also aligns with the time dependency to address the

incident, since any delay in the incident response may cause further impact.

The relationship between the coordinating teams can be divided into three categories, team-to-team,
team-to-coordinating team, or coordinating team-to-coordinating team. The team-to-team structure
enables for communication and collaboration of technical incident responders. The teams in this
relationship usually do not have any authority over each other and can share information, resources, and
knowledge to help resolve incidents (Cichonski et al., 2012). The team-to-coordinator relationship involves
more reporting as it may involve an external organization. This relationship enables better tactical decisions
as the management of resources can be directed towards the most urgent areas. The final relationship,
coordinating team-to-coordinating team often concerns the strategic collaboration between two

organizations (Cichonski et al., 2012).
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In regard to coordination and efhicient communication, IIROC (2015) published an incident response

management guide including general recommendations and guidelines for dealing with incidents, see Figure

4. The guide included a flow diagram depicting general roles and teams for cyber security events. The flow

diagram is meant to enable more efficient coordination and management of the incidents (IIROC, 2015).
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Figure 4: Cybersecurity Event and Incident Flow Diagram (IIROC, 2015).
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As seen in the diagram, there are three main areas with the colors of blue, yellow and red; Detect and
Report, Assess and Decide, and Respond. These areas are the standard practices of incident response
management where the incident must initially be detected and analysed, and thereafter addressed with
appropriate measures such as containment, removal and recovery. Lastly, like mistakes, incidents are also
meant to be a learning experience for an organization, where they can reflect upon what has occurred and

what could have been done to avoid it (Cichonski et al., 2012).
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3. Research Methodology

The chapter begins with a description of how the research was conducted, followed by a short review of
design science research methodology (DSRM) and the methodological research structure. The method for
collecting and analysing empirical data is explained and justified. Lastly, information about the respondents

that participated in the study is presented.

3.1 Qualitative Approach

Qualitative research is used to gain in-depth insight and understanding about a specific issue and details
surrounding it (Ahmad et al., 2019). In this study, the management and communication of security for
relevant departments in the technical domains in 14.0 needed further investigation. In addition, the problem
area needed a thorough investigation of the respondents’ work experience and security understanding. This
provided good prerequisites of producing an artifact that addresses the communication and management
issues experienced by the respondents. It also enabled better understanding of why security is challenging to

communicate, and to define them more clearly.

The study initiated with a deductive approach, where the problems from Section 2.3, Security
Communication Issues in Industry 4.0, were identified and confirmed with the respondents. Thereafter, the
study maintained an inductive approach to investigate further into how the respondents communicate
security, and why they have such an approach. The focuses were more on understanding the dynamics in
play and focuses on the individuals experiencing the problems. This aligns with a qualitative study, where
the research accumulated information and insight towards the problem to generate ideas to address them
(Ahmad et al., 2019). Since the use of adapted information security measures in 14.0 is relatively limited in
terms of research, an explorative and inductive approach was best suited to characterize the main issues and
to produce an artifact that addresses them. Thus, the study maintained an inductive and qualitative

approach of investigating how communication of security could be conducted in a production domain.

3.2 Research Structure

For this study, inspiration was taken from Design Science Research (DSR) as it encompasses an iterative
investigation to produce an artifact based on a thorough investigation of the problem area in combination
with theoretical works (Hevner, 2007). The artifact that this study aimed to create was a framework that
potentially could address the security communication challenges in 14.0. To create this framework,
traditional DSR enables continuous investigation into the problem areas to obtain insight and to produce
requirements (Hevner, 2007). This was considered suitable as it aligned with a qualitative approach and
would enable suitable prerequisites of understanding the context of I4.0 and how communication is
problematic. Furthermore, as mentioned in the research gap, the area of communicating security between
roles in 14.0 is close to unexplored where most of the current information security literature and studies
address technological challenges. Therefore, applying an approach that is inspired by DSR is the most
suitable approach as it allows for a thorough review of the problem area, which is a key characteristic of
DSR.
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Figure S: Design Science Research Cycles, (Hevner, A Three Cycle View of Design Science Research, 2007).

As seen in Figure 5, the environment and knowledge base are included in the process of designing the
artifact. In this study, the components of the environment were mainly the employees at the organization
that participated in this study. The knowledge base was the theoretical support of best practices for
communicating security which is included in Chapter 2, Theoretical Foundation. The employees and
theoretical support enabled for the design of the artifact and the evaluation of it. Hevner (2004) mentions
the importance of having an efficient evaluation technique towards the artifact. Therefore, during each
design iteration, the artifact was subjected to structural testing, also referred to as white box evaluation

(Hevner, 2004).

The study had a problem-centered approach where the problem was identified by reviewing literature in the
area of industrial information security. These issues concern the security communication challenges in 14.0,
and can be found in Chapter 2, Theoretical Foundation. Thus, the study had an initial deductive approach,
where the findings describing the problem provided the initiative for investigating the area further through
confirming the issues with the respondents. However, as described in section 3.1, an inductive approach was

maintained throughout the study.
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The initial step of the study was the applicability, which had the objective of assessing the incident
response flow diagram found in Section 2.7 (p. 14). In the applicability review, the respondents participated
in an analytical optimization evaluation of the incident flow diagram as an artifact for communicating
security vulnerabilities. This evaluation enabled the demonstration of the incident response flow diagram's
structure to highlight its characteristics and potential usage scenarios for communicating security to specific
roles (Hevner, 2004). The feedback provided by the respondents concerned the usage of a similar artifact
and the possibility of having it enable communication of security vulnerabilities between the relevant

departments of the OT and IT domain.

The first iteration included a rough and initial design of the artifact, which was based on the theoretical
findings and results from the interviews with the respondents from the applicability review. Considering
that there were only two design iterations in this study, and due to the experimental structure of the artifact,
the evaluation had to be effective and comprehensive. Therefore, the artifact was put through a stress
tolerance test to examine its feasibility. To ensure that the respondents were aware of the artifact’s design and
concepts, they participated in a review of the artifact and its components before the evaluation. This was to
ensure that the respondents gained an understanding of the functionality and general usage of the artifact

before testing its feasibility with real examples.

The review started with showing the artifact to the respondents, and explaining its purpose to ensure that
the respondents understood its goal and usage. Since the artifact is meant to enable communication
between departments and teams, it included relevant roles for managing security vulnerabilities. Therefore,
the roles that were included and the reasoning behind their inclusion was explained to the respondents.
Afterwards, each activity in the artifact was inspected, from the start to the end. Even though this review
was dominated by the researcher informing the respondent of the artifact and its components, it was used as

an evaluation opportunity. The respondents were informed that they were to halt the review if they deemed
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it to be incomplete or unfitting in any way. Besides enabling for an initial evaluation, the review further

ensured that the respondents understood the artifact.

After the brief review of the artifact, the structural white box evaluation began. This is an evaluation
technique mentioned by Hevner (2004), and it allows for testing the artifact and evaluating the components
capability of processing input. In this evaluation, the respondents were given four different examples of
security scenarios that acted as the input. The artifact was reviewed with one example at a time. To ensure
that the examples were realistic and likely to occur in a production domain, the examples were based on
categories of common security vulnerabilities for industrial automation and control systems. The examples
were formulated to be suitable for the context of the artifact, enabling more realistic input from the
respondents where they were asked how they would manage such an example and how their thought
process would look like. For creating a system or artifact for risk communication, Nurse et al., (2011)
emphasizes that a comprehensive evaluation is needed. This further indicates the need for an effective
evaluation method to produce an artifact for communicating security vulnerabilities. In addition, to ensure
that the respondents were able to provide as much insight as possible, they were informed to halt the

evaluation process if they deemed any part of the artifact to be unclear or incorrectly designed.

In the second iteration, the respondents participated in a similar review of the artifact as in the first
iteration. The review started with showing the respondents the new design of the artifact. Thereafter, the
new design and its features were explained to the respondents and the process and general information flow
in the artifact were reviewed. Thereafter, four new examples had been created to enable structural white box
testing. The examples were categorized based on different types of common security vulnerabilities for
industrial automation and control systems, similar to the first iteration. This was to ensure that there was a
consistency of retrieved feedback from the respondents throughout the two design iterations. Although,

new examples were created to further test the feasibility of the newly applied design.

Since the artifact concerned the management of security vulnerabilities, and since none of the respondents
partaking in the design process had an information or cyber security background, a validation of the final
artifact was carried out by an information security specialist. Thus, during the final stage of the study, an
independent information security manager at a separate Swedish manufacturing industry reviewed the

artifact.

3.3 Data Collection and Analysis

The data collection method was carried out through semi-structured interviews via video calls with the five
participating respondents. These were conducted with the purpose of getting to know the respondents and
what work role they had. Each of the four respondents that participated in the development of the artifact
were interviewed three times. The first interview concerned the applicability of the incident response flow
diagram. The findings from this interview is included in Chapter 4, Applicability. The second and third
interviews concerned the use and evaluation of the artifact. The findings from these interviews are presented

Chapter 5, Results, Analysis and Discussion.

19



The fifth respondent acted as a validator of the artifact to provide insightful feedback regarding its use case.
The interviews averaged around 30-45 minutes and the questions asked were exploratory in nature and
follow up questions were asked whenever deemed appropriate. Questions that were asked during the first
interview were for example: Did the respondent know about terms like 14.0, had they experienced domain
differences between OT and IT, what were their thoughts about standards, how is the managerial
involvement about security matters. The answers from these questions indicated that they experience issues
concerning communication of security. The second and third interviews were concerned with the design
process by mapping out the communication flow that came with the detection and management of security
vulnerabilities. The goal of the remaining questionnaires was to investigate current communication paths at
the manufacturing industry, how the vulnerabilities are handled by each involved actor, how the

information relayed is accurate and how it reaches the correct destination.

The final validation of the artifact took 45 minutes and was done with one respondent from a separate
manufacturing industry. In the interview, questions were asked about the respondent's experience in the
industrial domain and if the final artifact could be beneficial to support the decision-making process from

involved actors.

3.3.1 The Respondents

In this study, four employees from Industry Corp, and one employee from a separate manufacturing
industry participated. Most of the participants from Industry Corp had managerial positions or higher in
different departments related to either OT or IT. The respondents from Industry Corp were selected based
on their work role and tasks, they were then categorized depending on what organizational level they
belonged to. The categories of respondents were OT-personnel, IT-personnel, OT-operations support, and
process automation IT-personnel. Their different roles were meant to provide unique insight towards the

respective work environment.

The purpose was to better understand the respondents general perception of security and how they
communicate cyber security events at the OT level, horizontally between departments and vertically in the
organization. Since the majority of the respondents were considered to be in the middle-management level
of the organization, their role made them suitable since they are often the receiver of reports in regard to
most security events, including cyber security. When a security event would occur, the respondents would
for the most part only handle the issue depending on its severity. Furthermore, reviewed literature advocates
the involvement of the organization in producing security solutions, whereas their unique role of having
technical competence in the middle-management and a general managerial role made them ideal for

participating as respondents.
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Figure 7: Hierarchical Depiction of the Departments and the Roles of the Respondents.

As seen in Figure 7, the hierarchical positions and departments of the four respondents at Industry Corp are
depicted. Three of them were in charge over their respective areas and were deemed to be in the
middle-management level of the organization. The fourth respondent assumed the role of a coordinator.
The fifth respondent that participated in this study worked at a separate Swedish manufacturing industry as

an information security manager.

% Production Manager: The respondent is in the mid 50’s and is responsible for production

operations.

R
%

IT Manager: The respondent is in the mid 50’s and is responsible for continuous IT operations

and telephone infrastructure.

R
*

OT Maintenance Manager: The respondent is in the mid 40’s and is responsible to ensure that

operations are running as intended and without interruptions.

2
°%

Automation I'T Coordinator: The respondent is in the mid 40’s.
% Information Security Manager: The respondent is in the mid 30’s.

Mentioned in section 1.5, Delimitations, the respondents that partook in the design process were not

designated information or cybersecurity practitioners.

21



3.3.2 Thematic Analysis

Thematic analysis is a method for systematically identifying and organizing text into themes across a certain

data set. It allows insight into patterns and allows researchers to make sense of a collective/shared meaning

or experiences (Braun & Clarke, 2006). This method of analyzing data helps detect meaningful information

in regard to the investigated research topics (Braun & Clarke, 2012). In this study, the thematic analysis was

used to identify insightful statements made by the respondents. These statements were categorized into

suitable themes. The purpose of the interviews is twofold: The first involves confirming the problem areas

identified in the literature, and the respondents general perception of security and how they communicate

cyber security events. The second involves the creation and design of the artifact, where the artifact evolved

through each iteration with the respondents. The following steps are proposed by Braun & Clarke (2006)

for conducting a thematic analysis:

1.

3.

4.

Familiarizing yourself with the data

This step involves immersing yourself in the data and getting acquainted with it. In the study, this
included listening to audio of the interviews, transcribing, relistening, and writing down comments
while conducting the interviews, and looking at the body language and facial expressions of the

respondents.

Generating initial codes

Codes is the systematic analysis of data which can be interesting for the research topic. Codes can
provide a summary of a portion of data or describe the content of it. Codes can also be used to
interpret the data to give it more context. This was done by transcribing and picking out interesting
sentences from the respondents, as well as taking notes during the interviews. Since the native
language was Swedish, transcribing the interviews was done carefully in order to capture the

respondents statements. These codes were then categorized into different themes.

Search for themes

A theme is meant to capture something important about the data in relation to the research topic.
A recognizable pattern or meaning is usually generated from the data. This phase involves going
through the code generated from the data and finding areas of similarity. The data gathered from
the interviews were categorized into different themes. These themes were chosen based on the

statements of the respondents in the semi-structured interviews.

Review potential themes

This process refers to the relation between developed themes; the quality of the coded data and the
entire data set. This phase concerns the review of the quality, checking the extracted coded data and
exploring whether the themes are just relation to the data. This was accomplished by reading the
transcripts multiple times, and by looking beyond what the respondents were saying and
understanding the sentiment behind the answers. It is common when asking particular questions
that the respondent answers multiple questions, so their statement can be applicable to more than

one theme.
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5. Defining and naming themes
The step is about extracting and presenting data. The process involves naming the themes,
presenting the uniqueness and what is special about the themes. The meaning behind the name of
the themes should tell the story of what the data will be about. The codes and quotes were
thoroughly thought out regarding their placement. If some coded data were not consistent with the
themes and did not contribute with any critical information, it was removed to avoid thinly

motivated themes with low data enrichment.

6. DProducing the report
From informal writing of notes to the formal process of analysis and writing the report. The order
of themes should be logically and meaningfully connected. It should be convincing, clear and
relevant in regard to the research question. This was done by embedding references in the

transcribed text from the scholarly field that was connected to the themes.

The themes that were extracted from the thematic analysis were: Applicability Feedback, ISA 95/IEC 62264
Automation Pyramid, General Artifact Feedback, Area of Responsibility, Classification, Competence, and
The Artifact’s Applicability and Functionality. These themes are the subsections in Chapter 5, Results,
Analysis and Discussion, where the respondents’ answers have been analysed and categorized according to
their statements. The themes provided insightful feedback to what the respondents thought about the
artifacts communication paths and activities in the first and second interview iteration. The thematic
analysis showed the identified problems identified in the literature related to the manufacturing industry,
and the respondents general perception of security and how cyber security events are communicated. The

result of the thematic analysis has been presented in Chapter S, Results, Analysis and Discussion.

3.3.3 Data Anonymization

Since the data collected from the organization and respondents could be deemed sensitive, the decision was
made to sanitize the data through anonymization. The goal of anonymization is to alter the data so it can no
longer be identified directly or indirectly by any of the participants or outsiders. Besides protecting the
organization and the respondents, a benefit from the data anonymization was that respondents could freely
speak their mind during the interviews. To refer to the comments made by the respondents, they were given
pseudonyms based on their work role. The manufacturing industry where four of the respondents were
employed is called Industry Corp throughout the study, and the work title of the respondents will be an

umbrella term that ecompasses multiple managerial positions.
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4. Applicability

In this chapter, the feedback from the respondents are presented. The respondents participated in
semi-structured interviews to determine if the incident response flow diagram presented in Chapter 2,
Theoretical Foundation could be used for communicating and managing security vulnerabilities. This was

done to determine if the flow diagram could serve as foundation for the artifact.

4.1 Applicability Feedback

The incident response flow diagram from IIROC (2015) was shown to the respondents, as well as an
explanation on how the model can be used in a more proactive manner to secure an asset before a detected
vulnerability is exploited. All the respondents thought this could be useful to communicate security

problems more efficiently. The respondents made the following comments:

This model could be useful to more efficiently communicate security problems. By looking at
what is already on the IT-side and trying to mold and adopt it, this would create good
synergies between OT and IT. - The IT manager.

The model seems logical for when a cybersecurity problem is discovered at the bottom and

maust be communicated upwards. - The OT maintenance manager.

This type of model could be useful to facilitate the communication for security work. When a
security vulnerability is discovered, it is important to know who should be contacted. - The

production manager.

In the context of 14.0, the IT manager believed the model could be especially useful. However, the
respondent stated that when it came to security incidents, the process of handling security events for OT
and IT should be as similar as possible. The production manager emphasized that when a vulnerability is
discovered, it should be clear who should be contacted. Currently, if a security issue were to become the
production manager’s responsibility, the respondent would contact the one that is most likely affected by
the security issue, and is in the position to address it. The OT maintenance manager elaborates on the

communicational path described in the above statement:

Cybersecurity problems that come from the bottom, usually go through one of the designated
coordinators for the specific department, but sometimes the employees solve the problem on

their own.

The OT maintenance manager said that it might not be necessary to be directly involved if a security event
has been discovered. However, the respondent would like to be notified about the event. The respondent
continues to say that it has happened that the information about incidents have not reached the respondent,
which does not usually happen. With the model in mind, the OT maintenance manager stated that a

coordinator would probably be needed. However, the respondent also added:

1f we would have an information security department which personnel could report directly to
if there is a security problem, then it might be the best choice to go there. We could probably do

that even today, you do not always have to go through the coordinator, as mentioned the
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employees take their own initiative since we do not prefer when it is too complicated around

bere.

The IT manager believed that the model can definitely be beneficial for understanding security risks, it
probably happens that employees do not perceive a risk to be an actual risk. The I'T manager mentions that
it might be useful to have someone or something explaining why it is a security risk and the consequences it

could lead to.

The production and the OT maintenance managers also stress the importance of having the ability to
understand that a security risk has been found, as well as the consequences it could have. The OT
maintenance manager believes that the model could contribute to the understanding of security risks. The
production manager states that it can be hard to determine the magnitude of a security risk by yourself, the
best course of action is to ask for help. Someone with experience that can assess what has happened and if it

has led to any consequences.

In summary, using the incident response flow diagram as a foundation to the artifact has received positive
feedback. There are indicators of how it could benefit structure in ensuring that security vulnerabilities are
communicated to the needed competence or role. The applicability review also highlighted the current view
of security and how it is currently experienced and managed from the OT perspective. This view also
confirms what the production manager mentioned in the Appendix A section where IT is regarded to be
more formal and structured whilst OT is more practical. Therefore, the incident response flow diagram was

chosen as the foundation for the research artifact.
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5. Results, Analysis and Discussion

In this chapter, the design process of the artifact and the results are presented. First, the two iterations are
reviewed with the thematic analysis in the evaluation, followed by a presentation and validation of the final
artifact. The initial iteration contains a rough redesign of the reviewed model in the previous chapter, the
incident response flow diagram. The second iteration proposes a more detailed and suitable artifact. In each

iteration, the design features are explained, with an evaluation and analysis at the end.

S.1 Iteration 1

This section concerns the redesign of the incident response flow diagram where it took its initial design.
Further down in this section, the design of the artifact is presented with an explanation of its structure and
findings from the respondents. The evaluation of the artifact is reviewed with different examples of

common types of vulnerabilities for industrial automation and controls systems.

5.1.2 Design

The initial design of the artifact included key components from the original incident response flow diagram
such as the columns for roles, information flow and highlighted activity areas, see Figure 8. The narrative of
the artifact is from the production area. A reason for this is since during the applicability stage, the

production manager said the following when asked if security issues have ever been mismanaged:

1t happens but it is rare. But if it depends on that we generally have a low security level on
these kinds of things... Well you understand what I mean. It can be a part of the problem,

that we are a bit naive and believe that “this is no danger, who is interested in us”.

This emphasized further structure to communication in the OT domain, since security may not be regarded
as a concern, a artifact could possibly help regulate the management of security vulnerabilities. This also
aligns with addressing the problem area of needing better security management in the industrial domain. In
addition, it is also suitable due to the increase of threats and attacks towards the industrial domain. An
indicator that the IT-department were not in an equal need of an artifact that facilitates communication of

security issues was the following comment made by the IT-manager:

We on the IT side already bhave our incidents so to say, there already are emergency incidents
and the usual, and so we have cyber attack incident management tools and specifications on

how roles are meant to work.

Culot et al. (2019) emphasized the issues of standards where their complexity makes them challenging to
use. This sentiment was shared by the production, IT and the maintenance managers in Appendix A, where
standards are often too generic or complex, making them difficult to follow. Therefore, focusing on a
specific narrative aligned with the requirements of the respondents by not producing a too complex artifact.
It also enabled the prerequisites of designing an artifact for risk communication by focusing on keeping it

simple and easy to use (Nurse et al., 2011).
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As seen in Figure 8, there are five different roles. As the OT maintenance manager stated in the applicability
stage, cyber security issues are often resolved by the coordinators or employees by themselves. Therefore, the
first role is the technician or operator since they have direct contact with the assets and configurations. The
second role is the coordinator since there was a need of having a designated communicator of the
vulnerability. To avoid occupying the technician and halting their work tasks, a coordinator was deemed
more suitable to continue the management of the security vulnerability as they were considered to have a
more suitable role. As further described by the OT maintenance manager, the coordinator is the second in
line in the hierarchical structure of their departments, making them more suitable for communication as
they may have more contact or knowledge of the other departments. Vulnerabilities can be discovered by
the coordinator as well, however, in this case the coordinator would conduct the activities described for the
technician or operator, and thereafter proceed with their own flow of activities. The included roles in the

artifact and their description were the following:

% Technician/Operator: Personnel that encounters and deals with components directly relevant to

the production processes or supporting processes.

2
%

Coordinator: The supervisor or team manager for the technician or operator.

R
%

Automation IT: Department enabling I'T services to be operational for OT processes. Customizes
protocols and ensures that services such as data collection are operational.
% IT-department: Department responsible for maintaining the IT-infrastructure, including IT

services at production facilities.

During the applicability stage, the maintenance manager stated that security issues are most often managed
by the automation IT or IT-department. Therefore, the two final columns included them as independent
departments where the communication flow could reach them separately, and traverse in between.

Furthermore, their separation also enabled clarification of their distinction.
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Figure 8: First Rough Artifact Design of Communication of Security Vulnerabilities.

The flow of the diagram starts with the role of the technician or operator identifying a vulnerability. As the
production and the OT maintenance managers mentioned in the applicability stage, the chief and manager
of the department is not always informed of security matters that may arise which they may prefer. Thus,
the coordinator would also inform the chief of the department after the issue has been confirmed with
colleagues to be a real issue. The reasoning for confirming the vulnerability is because the production
manager emphasized a lack of security understanding in the production area, which indicates that security
issues may have been overlooked. In this case, confirming a vulnerability with colleagues would be preferable

for determining if it is an actual vulnerability or not. Furthermore, the vulnerability would be confirmed
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within the department as they most likely have the knowledge and understanding of the affected asset.
Other departments could be involved in assessing the vulnerability. However, this would conflict with
having an efficient communication process, and it may not be feasible to contact personnel from other
departments for each vulnerability. To address the interconnectivity that vulnerabilities may have in the

context of 14.0, the IT-manager said the following:

Are you familiar with level 1, 2 and 3 of systems? Level 1 is the lowest with the sensors and
PLCs. Level 2 is more of process automation, and level 3 concerns administrative systems and
such. Administrative systems are more ovders from process control systems and so forth. All of

a sudden you have level 3 and 4, which traditionally bas been a job for I'T...

The automation side or automation IT, they manage level 1 and 2, which includes
automation of production and IoT5s. These signals go through between these levels, and we

have these two departments and we invite them for joint operations when we are supposed to.

The IT-manager was referring to the ISA 95/IEC 62264 automation pyramid which is a figure used to
describe the different levels in a manufacturing for facilitating communication between different roles
(Batchkova et al., 2017; Johnsson, 2004). As stated in regard to the standard ISA 95/IEC 62264, its use and
applicability can be in any context within a manufacturing industry (Johnsson, 2004). Therefore, the
communication flow diagram also included the ISA 95/IEC 62264 automation pyramid to facilitate their
description of the security vulnerability. The automation pyramid could help describe the
interconnectedness of the vulnerability, where it may concern other levels of Industry Corp than the asset
with the vulnerability. Furthermore, as the IT-manager stated, level 1 and 2 are concerns of automation IT,
while 3 and 4 are traditionally IT’s. In addition, according to Nurse et al. (2011) visual tools such as the
automation pyramid may be used to emphasize security vulnerabilities where it could help portray the
part-to-whole  relationships. Therefore, the model was deemed to be useful for describing the

comprehension and scale of vulnerabilities, and was included as an activity in the artifact.

After related areas from the automation pyramid had been identified, the contact process began. Since the
automation pyramid was the only activity for identifying the suitable personnel, the selection of point of
contact was based on the given value of the automation pyramid. When the department was contacted, the
event of finding their own internal competence began. This was mentioned by the IT-manager during the
applicability stage, since whenever they were to be contacted in regard to a security vulnerability, they
identify their own competence needed to address this issue. The IT manager added that this process is
similar to the service desk, where the incident is categorized and thereafter a suitable competence is
identified to address the incident. Furthermore, the initial identification of suitable personnel for addressing
a security vulnerability cannot be specific as the coordinator is not in the position to determine such.
Rather, the initial identification narrows down to find the suitable personnel through finding the suitable
department first. For instance, if the production department identifies a vulnerability concerning network
configurations, the IT-department may be the initial contact point, in which the IT-department thereafter
would need to determine who in their department is the best suitable person to deal with the security

vulnerability. Thus, there are two points of identifying the suitable personnel.
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As the production and the OT maintenance manager mentioned, there are no distinct activities or thought
processes that are taken to identify the specific needed personnel in the department that has direct
responsibility over the security issue. Finding the suitable personnel is an informal process where the person
that has work tasks concerning the identified vulnerability is given responsibility over finding a suitable

solution. This caused the need for having a generic activity simply named as ‘Find suitable competence’.

After the needed personnel had been identified, the activity of investigating the vulnerability was included.
Some identified vulnerabilities may require further investigation to see if it has been exploited. Therefore,
the steps of reviewing any suspicious activities such as indicators of compromise were added. If any traces or
indicators of compromise were found, the I'T-department would follow up by committing to their incident
response protocol. The IT-department was deemed as the main role conducting incident response
procedures, even towards the production domain, since the IT-manager stated that it is their responsibility.
Furthermore, the activity of investigating for indicators of compromise was added even though some
vulnerabilities may not at all be susceptible to attacks that directly exploit the vulnerability, e.g., lack of
security policy. This activity is also not always feasible as it is time and resource consuming. However, since
the artifact was meant as an artifact, excluding the instruction to take precautionary actions was not

considered good practice.

In the scenario where no indicators of compromise were found, the vulnerability should be resolved by
finding a suitable security measure, which is also the end of scope for the communication artifact. The
objective of this study is to produce an artifact that enables structured and efficient communication, in the
inclusion of the activity of identifying a suitable security measure. However, when designing an artifact for
communicating vulnerabilities it is beneficial to enable transparency based on the decisions made of the

vulnerability (Nurse et al., 2011).

5.1.3 Design Evaluation

The goal of the evaluation was to see if the artifact contained suitable activities and roles, and if it was
applicable for different types of security vulnerabilities. Before conducting the evaluation it was crucial that
the respondents understood the design and components of the artifact. Therefore, a short walkthrough was
conducted with the respondents, from the start of the diagram to the end. The respondents were informed
that during this walkthrough they were to ask questions if any uncertainties would arise. The same applied if

there were any missing events or procedures that they would have taken.

The evaluation of the artifact was conducted through structured white box testing which is an evaluation
technique proposed by Hevner (2004). For conducting the evaluation, the respondents were presented with
four different examples that concerned four different categories of key vulnerabilities for industrial
automation and control systems. These categories were Network Configuration, Hardware and Software
Platform and Applications, Protocols, and Security Management Policies and Procedures (Calvo et al., 2016).
The examples were also categorized further based on attributes commonly used in the context of
information security; Confidentiality, Integrity, and Availability (Alhassan & Adjei-Quaye, 2017).
Although, there are other attributes that are of importance in regard to 14.0 such as non-repudiation or

authentication for ensuring secure data streams (Lezzi et al.,, 2018). As mentioned by Wheeler (2011),
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accountability is also a deeply needed attribute to ensure data is coming from a valid source. However,
considering the general applicability of the CIA elements, they were considered more suitable in this case.
Furthermore, since there were four examples, and the communication of the diagram has the narrative of
the production area, ‘Safety’ was added. Thus, the complete choice of attributes for further categorizing the

examples were Confidentiality, Integrity, Availability and Safety (see Table 3).

Table 3: Examples Given to Respondents for Artifact Evaluation in Iteration 1.

Example Category Attribute Given Example

1 Network Confidentiality | A technician noticies that sensitive data is not encrypted and is shown in
Configuration clear text through the network”

2 Hardware and Integrity “A technician notices that a device does not have any form of security
Software Platform measures such as privileges where anything may be altered or removed”
and Applications

3 Protocols Availability “A technician notices that network protocols can severely slow down the

network if further stress is added”

4 Security Safety “A technician detects and reports that there are no guidelines or policies
Management incase a machine becomes defect and may risk personnels safety”
Policies and
Procedures

The examples did not include technical specifications of the security vulnerability, but were rather
descriptive towards the event of identifying a vulnerability. This was to avoid overwhelming the
respondents, and because they have decision making roles. Furthermore, the information that a coordinator
would receive from a technician or operator would be second hand information, which would not contain

all of the required information.

Example 1 concerned network configuration while also being a matter of confidentiality of exposing
sensitive data in clear text. Example 2 concerned software settings of a hardware device that enabled any
personnel to affect the integrity of the information. Example 3 concerned a network protocol that posed a
risk towards the availability of the network where it would no longer be available if too much constraint on
the network was added. Lastly, as the model is carried out with a focus on the production area, example 4

has a safety focus where some industrial processes can severely harm or result in loss of lives.

For each example, the artifact was reviewed from the start of identifying the security vulnerability, until an
end was reached. As seen in Figure 8, the artifacts design includes the three highlighted areas of the original
incident response flow diagram, Detect & Report, Assess & Decide, and Respond. These were excluded in the
example that was presented to the respondents. The reasoning for this was that the areas were not of
importance or the focus of the artifact. Rather, it was considered important for the respondents to focus on

the activities and not to be distracted by abstract perimeters.
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ISA 95/IEC 62264 Automation Pyramid

The production manager was familiar with the automation pyramid in ISA-95, but not a frequent user of it.
The respondent stated that the automation pyramid could be helpful to see how far a vulnerability could be
extended to different areas than where it originated from, as well as finding suitable competence for certain
security problems. The OT maintenance manager recognized the lower levels of automation pyramid, but
had not used it for work purposes. The automation IT coordinator did not recognize the automation
pyramid, but believed it would facilitate the communication for coordinators when a vulnerability is
discovered. However, the automation I'T coordinator raised the concern that technicians or operators rarely
discover anything in regards to security problems. The same respondent thought that the automation
pyramid could definitely help to identify on what level the security problem originated from and how it
could impact other levels; whether a cybersecurity or a safety problem. The OT maintenance manager stated

the following:

1t is difficult to know who is responsible for various areas, and this is something they struggle
with on a daily basis.

This indicates that there is uncertainty as to who should be contacted when a security problem arises and
that there should be clearer designated responsibility for different types of security problems. The
production manager and OT maintenance manager believed that the automation pyramid would be useful
to identify what competence is needed depending on what level security problem resides on. When the
production manager elaborated on the decision making process for who to contact when a security problem

arises, the respondent answered:

1 foremost look at the security issue itself and what organizational affiliation the security issue
has. If it is on the PLC level, then the PLC team is contacted, if it is more on the IT level, then
the I'T-department is contacted.

The production manager stated that if automation IT would be the ones determining what competencies
are needed to solve a security problem, they would almost never contact the IT-department. They would
have solved the problem themselves, as long as it is under their jurisdiction. However, the production
manager said if the problem can not be solved by any individual departments, then they will cooperate. This
statement shows that the departments work very independently and only rely on another if they absolutely

need to.

Vulnerability Example 1 - Confidentiality
In the first example, the following vulnerability was about network configuration and was presented as
following to the respondents: “4 technician notices that sensitive data for the manufacturing industry is not

encrypted and can be clearly seen via network traffic”.

The production manager thought that it would not always be necessary to be contacted if a security
problem had been identified, it depends on the severity. Depending on the criticality, the problem could be
resolved without the respondent’s involvement, but what has been transpired should be brought to the

respondents attention in a timely manner.
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The production manager stated for this scenario, after confirming that the vulnerability is real, its
consequences and if it has impacted other levels, then the IT-department should be contacted since it is
about sensitive data. The reasoning behind this was that the respondent wanted to understand the severity
of the security problem and if it had spread from the process network to the office network. However, the
respondent believed that there should be more people involved since the security problem is about sensitive

data. To find the competencies suitable for dealing with the vulnerability, the production manager said:

1 would like to have a cross-functional team, from automation IT, technicians and perbaps

someone from I1. At least from the two teams mentioned first.

Even though the production manager wants to have a cross-functional team between the automation IT
and the technicians. The respondent was reluctant to involve the IT-department and would only seek them
out when it comes to severity control. The OT maintenance manager thoughts were more concerned with
learning from the scenario and applying the solutions from dealing with the security event into other areas.

The reasoning behind this was based on the following statement by the respondent:

A follow-up should be done, this should be a normal way of working, but there is not always
resources and time available. However, this should be a standard procedure for when a

security event has occurred.

The respondent emphasized that following up on security events should be common practice, but points to
the lack of resources and time available. This suggests that other areas should be improved, such as efficient
communication, better cooperation and coordination between teams. Where teams can share information,
resources and knowledge to help resolve the issue at hand. According to Cichonski et al. (2012),
coordination with other teams needs to be communicated and planned beforehand where they are aware of

how to deal with the situation.

Vulnerability Example 2 - Integrity
In the second example, the following vulnerability was about hardware and software platform applications
and was presented as following to the respondents: “A technician observes that a device does not have any

kind of security protection or security settings enabled”.

Both the production and the OT maintenance managers agreed that when a security protection or security
setting is disabled, the IT-department should be contacted immediately. The production manager was
concerned about the severity of the vulnerability, if it could spread to another network and/or impact others
devices. The respondent emphasized that depending on the criticality of the vulnerability, time was of the
essence and the correct contact person had to be contacted. The OT maintenance manager states that
sometimes a security problem has incorrectly been placed as the respondents responsibility. It can be
concluded from the OT maintenance manager's answer that there is a dilemma of knowing who should be
contacted regarding security issues sometimes. This dilemma can be seen in the Chapter 1, Background
where non-cybersecurity personnel have problems on how specific security vulnerabilities or threats should
be communicated, and whom it should be communicated to. This hinders security problems to be swiftly

resolved and could lead to severe ramifications, such as claiming or harming the lives of personnel, causing
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down-time of industrial processes; which could result in financial deficit (Asghar, 2019; Prinsloo et al.,
2019).

Vulnerability Example 3 - Availability
In the third example, the following vulnerability concerned protocols and was presented as following to the
respondents: “A technician notices that the protocols slows down the network traffic due to an increase in

network activity”.

Since the security problem was involving protocols and network activities, both respondents believed that
automation IT and the IT-department should be contacted. The reasoning behind this was given by the
production manager, who said that automation IT is responsible for the protocols, while the IT-department
is responsible for the network. The production manager believed that the security problem was around a
level 3 on the ISA-model, which is according to the model in the I'T-department domain, automation IT
should still be incorporated in the solution process. This indicates that there are moments where the
responsibility falls on both automation IT and the IT-department. The automation IT coordinator said
that there are times where both departments work together, but that one of them is responsible for the
matter to be resolved. When the OT maintenance manager and the automation I'T coordinator was asked if

the security problem could be solved any differently than shown in the model, the respondents stated:

1 do not know how it could be solved differently by taking another route in the model.
Sometimes, the ervors are showing themselves in strange ways, so it makes it hard to make the

connection that it might be an IT-issue. - The OT maintenance manager.

Regardless of the model, it would still have been confusing for the coordinators regarding who
to contact for solving this particular scenario. It could have bappened either way since it was
hard to say what was causing the problem. The case might have ended up in the wrong

instance either way. - The automation IT coordinator.

This highlights the complexity and the interconnectedness of systems, and how an increased delay in the
network could have a negative impact on the operation in the manufacturing domain. The OT
maintenance manager describes a similar scenario at Industry Corp, where they changed many different
components before they identified the cause of the problem. By not correctly identifying the root of the
problem, both resources and time were wasted, which the production and the OT maintenance manager
have mentioned that there is a shortage of in general. When the OT maintenance manager was asked if the
model could help the coordinator to identify the problem through the ISA-95 Figure, the respondent

reflected for a while before responding with the following statement:

The model might not be useful to belp the coordinator identify or classify the vulnerability all

the time. However, I do not know who could do this sort of assessment better.

This indicates that some security problems are more complex than others, and it can be difficult to pinpoint
where the problem resides. The OT maintenance manager is unsure if the model could have helped the

coordinator for this particular problem. However, it is worth highlighting that the respondent did not know
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if someone else could have done a better assessment. The implication of the OT maintenance manager

statement is that the model has to be restructured to better determine who is responsible for what areas.

Vulnerability Example 4 - Safety
In the fourth example, the following vulnerability related to security management policies and procedures
was presented to the respondents: “A technician observes that there are no guidelines or protection in case a

machine becomes defective and can expose employees to physical danger”.

The automation IT coordinator thought it would be someone from the production personnel that should
conduct the vulnerability assessment, since the case was about a unit in the production area that could cause
physical danger. From there it would most likely end up at the automation department, where they will
decide how to secure the unit to keep operation and maintenance going. The production manager and C
stated when there is a scenario where employees are exposed to physical danger, the process will be slightly
different and more steps have to be taken than illustrated in the model. The OT maintenance manager said
that the reports that have been submitted are about physical concerns mostly, the subject ranges from risk
reports, accidents, incidents and environmental accidents. Risk reports are when something could happen,
incident reports are when something has happened but no one was harmed, and accidents are when
personnel have been harmed. If a report is submitted, then the employee’s manager would be notified that a
report has been submitted. The production and the OT maintenance managers stated that when a report

has been submitted, someone will be designated to handle the follow-up from it.

The respondent’s answer about personnel safety is mirrored in Chapter 2, where manufacturing companies
prioritize personnel safety before anything else. This sentiment is reflected by the OT maintenance manager

who said that it is mandatory for employees to submit reports if anything has to do with personnel safety.

General Artifact Feedback

The OT maintenance manager said that what most likely determines if a vulnerability would be dealt by the
respondent directly, depends on its criticality. The respondent wanted as much information as possible to
base the decision on. It is hard to say how the process generally would look like, but it is understandable that
this type of process should be clearly defined, and there should be no question marks along the way. The

OT maintenance manager stated that:

1 think this model could add to that clarity which would be very good. It is necessary to have a
routine that works for managing various situations and not handle the situations as they
unffold. Unfortunately, this is how we bhandle many of the situations. We make it work, but it
is not in a coberent way across the departments. A vulnerability can be managed one way by
one department, but differently ar another department - This is not the way it should work.
That is why it would be good with more clarity on how certain scenarios should be handled, if

the path is clearly carved, then it is much easier to make the right decisions.

The production and the OT maintenance managers have both stated that even if there would be some

scenario that the model could not address correctly, such as identifying or categorizing a vulnerability, then
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the next step in the model would be taken. This would be done by first going to automation I'T and seeing if

they could identify the security problem, otherwise it would go to the IT-department.

5.2 Iteration 2

Based on the feedback provided from the evaluation of the artifact design in iteration one, the artifact was
redesigned. The findings from the design evaluation are presented with input from the respondents
categorized into the areas of the First Rough Artifact Design of Communication of Security Vulnerabilities;

Detect & Report, Assess & Decide, and Respond.

5.2.1 Design Feedback from Iteration 1

In the first iteration, the respondent evaluated the artifact’s design, how it was applicable for different types
of security vulnerabilities and the artifact’s general flow. The respondents’ answers have been placed into
three different categories, which are: Detect & Report, Assess & Decide, and Respond. The examples referred
to in the three categories refer to the given vulnerability examples in iteration 1 (Table 3). The feedback was

then used for this iteration to improve the design of the artifact.

Detect and Report

During the evaluation with example 1, the production manager added that depending on the vulnerability’s
severity, it could be important to contact the chief of the department. However, for vulnerabilities that are
less critical, there is not any need of contacting anyone supervisors. The production and the OT
maintenance managers said that even if the vulnerability is not that severe, they should still be notified
about the security problem at some point. The respondents thought that the current activities of
confirming the vulnerability with colleagues was needed to ensure that it is a valid issue and not a

misunderstanding.

Assess and Decide

The production manager further added, in regard to example 1, that the criticality of the vulnerability
would have enabled the activity of enabling joint operations with automation I'T and the IT-department in
order to investigate this matter further. The same production manager also added the concern for the
severity of the vulnerability during example 2 due to the networks the device possibly was connected to. The
type of vulnerability was also considered to be the larger determining factor on which department was to be
contacted. For example 2, both the production and the OT maintenance managers stated that if it concerns
security, it is up to the I'T-department to resolve the issue. The areas where departments already have some
form of responsibility over seemed to be consistent with additional comments made by the respondents. For
example 3, the production manager mentioned that if it concerns their own customized protocols, the
automation IT is responsible for resolving this issue. However, since it concerned the network, the

production manager believed that the IT-department may need to be involved.
Respond

For example 1, the OT maintenance manager added that after a security vulnerability has been addressed

there needs to be some sort of feedback to the person identifying the issue. This would make personnel
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more keen to report security vulnerabilities if they received information about how the matter would be
handled. However, as the respondent added, it is preferred but enforcing it is not always possible due the

lack of time or resources.
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5.2.2 Design

Information Security M.Sc.
Lulea University of Technology

The main design changes concerned the detection of related departments of the security vulnerability, the

technician’s actions towards identifying the vulnerability, and the choice of contact for communication

after the correct department has been identified, see Figure 9.
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Figure 9: Artifact Design based on Feedback Provided from Iteration 1 and Theoretical Support.
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As seen in Figure 9, the technician or operator would initially determine if the security vulnerability
concerns human safety. The OT maintenance manager mentioned that whenever a security vulnerability is
discovered, and if it may concern the safety of personnel, it must be reported to a safety management
system. This was also stated as a requirement since not reporting it would result in a violation of safety
procedures for Industry Corp. Therefore, regardless of security vulnerability, the artifact had to include the
review for potential harm to personnel. Thereafter, the responsibility of the security vulnerability is relayed

to the coordinator where they would be notified of the issue.

The production manager stated the importance for the coordinator of understanding the severity of the
vulnerability and what consequences it could result in. The respondent added that depending on the
vulnerability’s severity, different courses of actions might be taken, as well as to what degree the managerial
level is involved. The OT automation stated that when it comes to a vulnerability, it is important to assess
and depict accurately the severity of a vulnerability; what the consequences could be if the vulnerability is
realized. The I'T manager stated the following when asked about security vulnerabilities and why it is critical

to make a correct assessment:

An ervor that you do not act on here in the production area can spread to other departments
and have very large consequences. When everything is more or less interconnected, then you

maust act quickly before the severity can escalate further.

Thereafter, the coordinator conducts a detailed review of the security vulnerability to find the suitable
competence areas. The identification of related areas consisted of three key activities; identification of
responsible areas, automation pyramid, and vulnerability assessment, see Figure 10. Previously, the
production manager highlighted how the automation pyramid might be insufficient in terms of finding the
responsible department for dealing with the security issues. The respondent stated that in some cases the
automation pyramid would highlight layers concerning areas relevant for both the IT-department and
automation I'T-department. Therefore, further measures such as declaring ownership and responsibilities of

assets were needed to indicate who needed to be contacted to address the issues.

Contact IT-
department Concerns Contact IT-
layer 3 or 4 department
X . Severity and
defined Contact Automation S
o —> - c Contact Likelihood
Responsibility Automation IT Pyramid oncerns ontac

FreE —‘ layer 2 Automation IT| Scfle

Concerns

Vulnerability

Inform Chief of
department

None

Joint Operations
with IT and
Automation IT

Figure 10: Identification of Related Areas.

The responsibility areas list would include descriptions, ownership and contact details for departments that
have ownership or responsibility over an asset. This practice is often included in the concept of asset
management and is supported by various standards (Frolov et al., 2010; Woodhouse, 2003). The use of
labeling assets and declaring ownership is also a key activity of the information security risk management
process where the initial step is to conduct resource profiling (Wheeler, 2011). However, the goal of the list

would be to declare ownership on a general level and not to focus on asset sensitivity. Even though it may be
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beneficial and useful, it would only be suitable if Industry Corp had the resources to commit to a complete
information security risk management process. In addition, committing to defining such a list would align
with the current interest of Industry Corp where its usability is applicable to other activities than

responsibility of vulnerabilities.

The list would contain the description of areas that the departments are responsible for, and specified teams
in the departments and sub areas they are responsible for. To define this list, technical departments would
need to collectively reach an agreement of the included information and specifications. The list would not
only facilitate finding the needed competence faster, but also act as a supportive measure where the
coordinator may refer to the list in case of communicational pushback or hinder, i.., it would justify their
reason for contact. The granularity of the ownership list is yet to be confirmed as it is an initial design

suggestion for the respondents.

Even though the responsibility list would help identify which department is best suited for dealing with the
security vulnerability, the automation pyramid would complement the identification process where the
scalability and comprehension of the vulnerability is still needed to be mapped out. This is especially needed
in the context of 14.0 where there is a greater level of interconnectedness which may require other related
departments to be contacted to address the security vulnerability. Therefore, the activity of reviewing the

automation pyramid is still considered to be a valuable activity for the coordinator.

The automation pyramid provides a general overview of where some of the assets and processes are located
in the manufacturing industry (Batchkova et al., 2017). Thus, it is beneficial for acting as a tool for
describing the relationship and comprehension of some vulnerabilities. However, some vulnerabilities are
needed to be addressed by roles that are outside of their layers in the automation pyramid, e.g., cyber
security measures are mainly considered to be a responsibility of the IT-department, even though it may be
outside of layers 3-4 of the automation pyramid. After the related layers in the automation pyramid have

been identified, the security vulnerability is classified.

Previously, the production, IT and the OT maintenance managers have indicated that communicational
paths may differ depending on the severity of the vulnerability. Therefore, conducting a vulnerability
assessment was implemented as a suggestion to easier know who to contact depending on the severity of the
vulnerability. For this activity, the respondents were presented with three levels of consequence and
likelihood, which are the two metrics often used for determining the importance of a vulnerability (CRR
Supplemental Resource Guide, Volume 4: Vulnerability Management, 2016; Wheeler, 2011). Three levels
may be considered as insufficient for applying a justified classification. However, as the respondents have
emphasized, the artifact must be simple and easy to use. It should require as little as possible from the users
or its value may be lost, which is also emphasized by Nurse et al. (2011) and Wheeler (2011) where the
communicated risk value should fit the context. The presented scales are shown in Table 4. The respondents
were also informed that the scales were only a suggestion and that they were to provide input in case they

thought they could have been changed.
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Table 4: Vulnerability Assessment Scales with Severity and Likelibood.

Consequence Likelihood

Level Description Level Description

Low The vulnerability could have a limited effect that Unlikely | The vulnerability has a small chance of being
may not be noticeable exploited

Medium | The vulnerability could cause noticeable effect Probable | The vulnerability has possible chance of being
that may require time and commitment exploited

High The vulnerability may cause a catastrophic effect Certain The vulnerability will most likely be exploited
that will require large amount of time and
commitment

As previously mentioned, the levels used for the scales of severity and likelihood were meant to comply with
the needs of the respondents. The same applies for the given descriptions as they are general and do not
specify what sort of resource that may be affected, nor does it specify a probable time occurrence for the
likelihood. Furthermore, for risk assessments, the values from the severity and likelihood scales may be used
to calculate a risk value (Wheeler, 2011). This calculation would classify the communicated risk as
numerical (Nurse et al., 2011). However, to further align with the need of avoiding complexity, these were

excluded for the time being.

Based on the results from conducting the identification of related areas the coordinator would contact the
suited department to handle the security vulnerability. The departments, identical as to the previous design
of the artifact, would thereafter be determined with the specific needed competence to address the
vulnerability. To further investigate if this activity can be conducted in more detail to facilitate the

identification of the suitable personnel, the respondents were asked related questions.

The previous activities for responding to the security vulnerability remained the same except for ensuring an
information update to the original coordinator. The activities in the Respond area could potentially be given
more detailed activities. However, considering the scope and requirements of the artifact it could not be
made more detailed and too instructive besides addressing the communicational flaw and finding the

suitable personnel for addressing the security vulnerabilities.

5.2.3 Design Evaluation

The evaluation process was similar to the evaluation conducted in iteration one. The artifact was initially
reviewed with all of the respondents where each step in the information flow was explained and reviewed.
The respondents were also informed to halt the evaluation and initial review if they wanted clarifications or
had input towards improvements or changes. Before providing the respondents with any of the examples in
Table 5, they were asked how they would see the use of having an area of responsibilities for facilitating the
identification of the department to contact. In addition, they also provided feedback concerning the

proposed vulnerability assessment scales and the identification of the suitable personnel.
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Table 5: Examples Given to Respondents for Artifact Evaluation in Iteration 2.

Example | Category | Attribute Given Example

1 Security Confidentiality | “A technician notices that there is no encryption policy for industrial Internet
Management of Things devices”
Policies and
Procedures

2 Protocols Integrity “A technician notices that a protocol do not include a data signature

enabling for any device to be connected and relay spoofed data”

3 Network Availability “A technician notices that the network as a limited DHCP addyress pool in
Configuration which it will not support the connected devices”

4 Hardware and | Safety A technician notices that the parameters of an application can be changed by
Software anyone, and quite easily, which could cause harm to personnel”
Platform and
Applications

Area of Responsibility

The production manager believed that a list with areas of responsibility that includes a description of which
departments is responsible for what area is a good idea. The personnel do not have undefined tasks, it would
not be impossible to create a list that pointed to who or what department is responsible for what asset. The
respondent continues to say it would create more structure to at least have a list to go to when something
has happened. The lack of structure is shown in the OT maintenance manager's answer where they
currently are trying to define more clearly where the responsibility lies when it comes to certain assets and
situations. The respondent thought that it would be impossible to make a perfect list that has all potential
scenarios or security vulnerability taken into consideration. The OT maintenance manager elaborates on

two important reasons why the list should be generic in nature:

The list should be very general and overarching, it should be detailed but not roo detailed,

then it would probably be resilient towards activities that are not included in the list.

Since the production is running around the clock. It should not be the same person to contact

all the time.

Regarding the OT maintenance manager's last statement, the respondent believes that by having a
contingency plan on who to contact, the model could end up being too detailed. Furthermore, it will
require more maintenance and need to be updated more frequently. The automation IT coordinator
believed if there would be a list that clarified what entity is responsible for what areas, it would create less
doubt of whom to contact. The automation IT coordinator added that such a list would be greatly useful
for many organizations. This varies from organization to organization, but in the automation IT
coordinator’s experience, many do not know whom to contact when a security problem arises. The

respondent said the following about the need for such a list:
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I cannot understate the need for something like this, which will make it clearer for

coordinators whom to contact when a security problem arises.

When asked how the areas of responsibility were divided currently, the OT maintenance manager replied,
hesitantly, that the IT-department was responsible for: network, security, software, updates and licenses.
When asked about the areas of responsibility for automation IT, the production and the OT maintenance
managers answered that they are responsible for protocols, system and and software management, control
systems and PLCs, maintenance, network stuff, and troubleshooting. Even though both respondents could
name several responsibility areas for automation IT, the OT maintenance manager jokingly replied that it
still might be somewhat unclear what areas they are responsible for. The production manager firmly stated
that there would be no problem to know whom to contact if they have worked a longer period of time at
Industry Corp. However, the respondent stated that a list would be helpful for less experienced
coordinators. The OT maintenance manager and the automation I'T coordinator emphasized that the steps
in identification of related areas should be easy to conduct, otherwise it will run out in the sand because the

process is too complicated.

The automation IT coordinator believed that having a list of areas of responsibility would decrease the
chances of work orders being submitted to the wrong department. The respondent also believed that the
success rate of the list would depend on its accuracy. The list should be created by the automation IT and
the I'T-department since they should know what domains and work tasks they are in charge of. All of the
respondents voiced concerns about the granularity of the list, but everyone agreed that it should not be too
detailed. The automation IT coordinator suggested that it would be preferable to be able to search for what
department to contact depending on the vulnerability. So, if the vulnerability would be in regards to,
encryption, network, protocols, machines, servers, etcetera, you can search for those terms to know who is
responsible for them. The IT manager did not agree with the automation IT coordinator and believed it
could be a bit too granular and perhaps not always accurate. The I'T manager elaborated and said that the
IT-department delivers IT to the office and OT-side, and this is called IT-infrastructure. The equivalent
word for IT-infrastructure both for the automation IT is process application. The production manager

stated the following:

IT-infrastructure and process application, these two should be the main areas, it would be
clearer and many industries have this differentiation. It could be more granularly defined

after these two areas have been established.

The production manager said in case a vulnerability arises, the best thing would be to have a “one-page” on
the wall where personnel could see who to contact if something would happen - Easily accessible, clear and
easy to use. The respondents have mentioned how the artifact should be simple, easy to understand and not
be overwhelming for the coordinators. Nurse et al. (2011) describes when a system is designed to facilitate
risk communication, the system itself must be simple, and require minimal cognitive load, and it needs to be
adapted to the current setting and context. This aligned with what respondents have described during the

interviews.
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Classification

The production and the OT maintenance managers, as well as the automation IT coordinator said that it
was a good idea to classify the vulnerability based on consequences and likelihood. The production manager
and the automation IT coordinator stated that it would be necessary to determine the level of severity of the
vulnerability, since the urgency would depend on a case to case basis. The OT maintenance manager
thought that classifying the vulnerability in different levels would make it easier for the coordinator to make
an informed choice for reporting the vulnerability further. As described in Chapter 2, vulnerability
assessment is the identification of vulnerabilities and their rating based on general knowledge and
understanding (Wheeler, 2011). All respondents have voiced concerns about technicians, operators and
coordinators, if they have the security awareness that is necessary to identify a vulnerability and handle it
correctly. As Wheeler (2011) mentioned, a vulnerability assessment does not include more detailed methods
such as threat analysis or analysis of applicability. This makes a vulnerability assessment not too complicated

and not too time consuming to perforrn.

The production and the OT maintenance managers thought that the scales used in the vulnerability
assessment should be kept to a minimum, three and not more than five. This to keep the assessment as easy
as possible. In regards to the vulnerability assessment that the coordinator should conduct, it looks similar
to the risk assessment used for determining personal safety issues. The IT manager mentioned that the
PSI-model is used for assessing personal safety and it might be easy to use for when the coordinator will do a
vulnerability assessment. The OT maintenance manager proposed using green, yellow and red for coloring
the score’s severity. The production manager was more eminent about having less than five metrics for the

vulnerability assessment. The respondent used the following analogy:

1If you are going to the store to buy some groceries and you forget the shopping list, how many
items do you remember from the list? Three, maybe four? It should not be complicated to do
this kind of stuff.

The section differences between OT and IT in Chapter 2, depicts how the manufacturing industry prioritizes
safety and availability first and foremost, before confidentiality and integrity. When the respondents were
asked about which one of confidentiality, integrity, availability and safety should be taken more seriously,
they all said that safety comes first and availability second. The production and the OT maintenance
managers said that the most critical security vulnerabilities were the ones that could impact personal safety,
lead to production stoppage, and impact product quality. However, the respondent said that exposure of
sensitive data is a very serious matter too. The automation IT coordinator stated that classification is
something that always should be conducted, since it would determine what the coordinator thought of
about the severity of the security vulnerability. In a perfect world, all the respondents thought that this

process should be done for every vulnerability, but would not be feasible due lack of resources and time.
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Competence

The production manager and the automation IT coordinator stated that the artifact could be used to
support the coordinator’s decision making process for who should be contacted regarding the vulnerability.
However, the production manager thought that the coordinator should not have to know the level of
competency of the individual(s) that is needed to take care of the vulnerability - This should be someone
else responsible. The OT maintenance manager shared this sentiment and emphasized that it is an
important and difficult task to specify what level of knowledge a person should have. The production
manager and the automation IT coordinator said that this decision would steem from the coordinator’s
experience to be able to know who should be responsible for a vulnerability. The production manager
added also that depending on the severity of the vulnerability, the more accurate the coordinator’s decision
has to be. This responsibility should be automation IT or the IT-department. The automation IT

coordinator elaborated on his earlier answer about the coordinator’s experience and said:

The departments might be slightly more knowledgeable and can determine faster who should
be designated to take care of a security vulnerability.

The I'T manager said that they have a similar step where they identify competence needed for taking care of
the work order. The respondent stated that the step for identifying the correct competence to handle a
vulnerability is definitely needed, since different types of problems require different competence to solve
them. The usage of competence or competency is often used in the context of human resources for job
applications (Klink & Boon, 2003; Lundqyvist et al., 2011). It can be difficult for a coordinator to identify
suitable competencies for more severe vulnerabilities. Especially when they might not possess the general

knowledge to make well-made decisions regarding security vulnerabilities.

Vulnerability Example 1 - Confidentiality
In the first example, the following vulnerability concerning security management policies and procedures
was presented to the respondents: “A technician notices that there is no encryption policy for Internet of

Things devices”.

The OT maintenance manager thought it would be the IT-department's responsibility, but was not sure
since it was about policies. However, the respondent added the importance of communicating the policy to
the intended audience. The production manager was unsure who would be responsible for this scenario.
The respondent said since it was about policies, the quality department should be contacted, but in this
case, it would probably not go to them. When the production manager was asked if there should be

anything added in the artifact to address policy issues, the answer was:

I do not think it should be too granular and include more detailed steps surrounding the
activities in the model. The model should be very general, and not go into specific how to

exactly solve particular problems.
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Vulnerability Example 2 - Integrity
In the second example, the following vulnerability was about protocols and was presented as following to
the respondents: “A technician notices that the protocols do not include data signing so they do not know if it is

coming from a device on the network”.

The production and the OT maintenance manager, as well as the automation IT coordinator, agreed that
this scenario should be handled by the automation IT. The OT maintenance manager said that the
vulnerability would be on the process network and therefore should be in the automation I'T’s domain. The
respondent thought that the artifact seemed to work most of the time, but the respondent was concerned
that if a security vulnerability that would result in a deviation in the artifact was identified, it could be

troublesome. However, the OT maintenance manager added:

Nonetheless, as long as there exists a process where that deviation can be added, then the next

time it happens it will be dealt with correctly.

This would probably happen since it would be impossible to foresee every vulnerability that can impact
Industry Corp’s assets. If anything that would result in a deviation from the artifact, it should be used to

improve the current vulnerability management process.

Vulnerability Example 3 - Availability
In the third example, the following vulnerability was about network configuration and was presented as
following to the respondents: “4 technician notices that the network is configured with too few DHCP

addpresses”.

The production and the OT maintenance managers, as well as the automation I'T coordinator were unsure
which department should actually handle this scenario. The automation I'T coordinator believed that it
would depend on what type of hardware or network it was. The respondents said the following about the

scenario and what department should be responsible for the vulnerability:

In this case it should be a joint effort by the automation IT and IT-department to handle the

vulnerability. - The production manager.

In this scenario, it would be around level 3 or 4 on the ISA-model. So, I guess it would be

either automation IT or the I'T-department responsibility - The OT maintenance manager.

We are in charge of setting up the IP-addresses and locking them to the industrial units.
However, it is the IT-departments task to make sure those IP-addresses are available for being

set up. - The automation I'T coordinator.

However, the automation IT coordinator was not sure if this is the correct process and when asked if a list
would make this tricky situation clearer, the respondent stated that it would not be more confusing at least.
The answers given by the respondents shows that it is not always a clear cut case which department is or

should be responsible when a vulnerability arises, even though it is known where the vulnerability is in
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regards to. The automation IT coordinator raised a good point that the area of responsibilities could

depend on what type of assets the vulnerability has initially impacted.

Vulnerability Example 4 - Safety
In the fourth example, the following vulnerability concerning hardware and software platform and
applications was presented to the respondents: “A technician notices that the system allows an employee to

change the parameters on a device to dangerous levels that risk harming personnel”.

The automation IT coordinator contemplated whether the vulnerability was IT-departments’
responsibility, it would depend on the setting on the device or where the vulnerability was located, like the
production floor. The OT maintenance manager answered more confidently and said this would be on the
PLC level and automation I'T should be contacted. The respondent added that if the vulnerability belongs
to the automation I'T, they would conduct their own IR protocol for the vulnerability. This was referring to
the Figure 9 in iteration 2 phase, where if the vulnerability would be compromised it would go to the
IT-department, which was not the case. Both the OT maintenance manager and the automation IT
coordinator shared the sentiment that depending on where the vulnerability was located would probably
determine who is responsible for it. The automation IT coordinator emphasized that information given by
the technicians or operator to the coordinator should be detailed enough, so the coordinator can make a fair
assessment of the security vulnerability. Otherwise, it will be harder to determine who the area of

responsibility should go to.

The production manager was more concerned about the consequences the vulnerability could result in. The
respondent stated that when it is about personal safety, even if the likelihood is low, the consequences would
still be severe if the vulnerability was realized. The respondent believed that personal safety should always be

taken more seriously; it should always score higher when assessing the risk.

The Artifacts’s Applicability and Functionality

The production and the OT maintenance managers said that the most important thing is not to have an
artifact that is complicated or hard to understand, referring to their general experience about frameworks.
The production manager had a hard time seeing how the artifact could come in handy, at least for the
respondent. However, the respondent continued to say that for someone that is less experienced it would
definitely be more useful, especially from the technician or operator and the coordinator’s perspective. The
production manager believed that the artifact would probably support them in their decision making when
dealing with vulnerabilities. When asked if the OT maintenance manager believed if the flow of the artifact

should be different depending on the severity of the vulnerability, the respondent answered:

There does not have to be a shortcut or a different route, it can take the same path as any other

security problems. Since it is critical, it will just go faster through the whole process.
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The production manager had concerns about the model's functionality if a vulnerability would be
discovered, since it has not been tested in practice. The respondent elaborated that the artifact felt abstract
and they have their own way of handling things, which is something that has grown from the lack of

governance. However, the production manager added:

Houwever, there are not perbaps any advantages of working this way... If there is a clear
structure it would probably go faster in the end. There is a saying that if you put 80% into
planning, you only need 20% to do the work. Otherwise it will be the other way around.

The OT maintenance manager stated there should be a clear ownership of the submitted cases, so the cases
do not fall between the chairs, so to speak. The respondent believed that when it has been decided what to
do with a submitted vulnerability, the department should update the coordinator or the one that reported
the vulnerability about the outcome, even if the case is dismissed, the personnel will be more prone to
reporting a potential vulnerability since they know it is being taken seriously. The production manager

pointed out the importance of giving feedback to the ones involved submitting the vulnerability.

It is always good to reconnect to the affected personnel, the coordinator or all personnel
involved; what has bappened, what has been done and by who. People are in general very

curious and would like to know why a change has been done.

All the respondents have mentioned some way of reconnecting with the technician or operator,
and coordinator so they know what action will be taken regarding the potential vulnerability. As
the OT maintenance manager stated earlier, it might make personnel more keen to report on

potential vulnerabilities, thus, fostering a more secure working environment.
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5.3 Final Artifact

The final design of the artifact is presented in Figure 11 where its components are discussed and motivated
by previous evaluation from the respondents. It fulfills the design needs and requirements identified from
the respondents, whilst also addressing the problem of communication between teams of 4.0 that do not

have the support of an information security management system.

5.3.1 Design Feedback from Iteration 2

In the second iteration, the respondents evaluated the artifact’s design. The respondents gave feedback on
the artifacts’s applicability for different types of security vulnerabilities and the artifact’s general flow. The
respondents’ answers have been categorized into three different areas, which are: Detect & Report, Assess &
Decide, and Respond. Thus, The examples mentioned in the three categories below refer to given examples
in iteration 2 (Table 5). The feedback was then used for this iteration to improve the design of the final

artifact.

Detect and Report
The activities in Detect & Report were not addressed by any of the respondents during the evaluation with

the given examples. They deemed the activities to be logical, simple and suitable.

Assess and Decide

In regard to example 1, the OT maintenance manager claimed that this sort of issue should be dealt with
regardless if the connected devices are not of importance since it is an unavoidable issue. The respondent
hints towards the use of the likelihood scale where it can reach a severity level that has to be dealt with, even
though the consequences can be minor. However, for example 1, the automation IT coordinator added that
this will lead to the overarching area for IT and automation IT. This was also commented by the IT

manager in the initial review of the responsibility areas.

For the second example, the production manager claimed that if the security vulnerability concerns the
safety of personnel, it should automatically have a higher value from the vulnerability assessment. For the
vulnerability assessment of example 2, the I'T manager and the automation I'T coordinator mentions that
they may use a sort of risk assessment method in regard to personal safety. The I'T manager referred to it as
the PSI-model which stands for ‘Potentially Serious Incident’. The same respondent explained that the

model has 5 levels of likelihood and consequence which is used to calculate the criticality of the risk.

The production manager stated that in the case of the issue concerning policies such as example 4, the
P 8 g P P
quality management department would be involved. However, the respondent added that it would make it

too complicated as it includes steps that are seldomly used or concerned.

The IT manager mentioned that they use a very similar artifact where they determine the competence to
address incidents. The respondent mentioned that the service desk in the IT-department uses an incident
flow response diagram that includes the step of defining the incident and finding what type of competence

that was needed.
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For example 2, the OT maintenance manager believed that the automation IT would not include the
IT-department if indicators of compromise were found. The automation IT coordinator, who works in
automation IT confirmed that the department would conduct their own incident response. The
respondent further added that sometimes the production department may need to be contacted once more

incase of troubleshooting issues, which is not covered in the current design.
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Figure 11: Final Artifact Design.
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The Design

The model acts as a supportive measure for facilitating communication of security vulnerabilities that have
been identified in the production area of a manufacturing industry. Its structure and design is also
applicable for technicians and coordinators in the automation IT-department where the activities are not
unique to production personnel. The artifact would not be equally applicable for identification of security
vulnerabilities from the IT-department due to the existing security culture of IT and their current methods

of managing vulnerabilities.

The artifact shows how the technician or operator is meant to manage the security vulnerability from
identification to further relaying it. The coordinator is considered to be the main actor of the artifact where
they are responsible for conducting more complex and time consuming tasks, such as identifying the
suitable department to manage the security vulnerability, and doing a vulnerability assessment. Based on the
activities, which are described in greater detail in Appendix B, the coordinator will have gained the
prerequisites to identify the correct department. The contacted department thereafter conducts their own
competence identification to address the security vulnerability. Thereafter, the Respond area is reached,
where either the automation IT, IT-department or a collaboration between the two could adequately
respond to the vulnerability. Enabling transparency of all activities in the artifact where the main user, the
coordinator, can see what actions are taken based on the risk-based decisions that are taken is preferred for

systems that enable risk communication (Nurse et al., 2011).

Checking for indicators of compromise is not always possible nor available due to the lack of resources and
time. The same applies for the activity of identifying and applying security measures where in some cases
there are no suitable security solutions. These could have been given more activities to provide more clarity
and comprehension of the artifact. However, to make the model as simple as possible, the activities were
kept to a minimum. The activity of checking for indicators of compromise had to be included to avoid the
exclusion of the activity where such investigation may be critical. The artifact shows the further measures
that are meant to be taken incase of compromise where the department commits to their own incident
response protocols. If no compromise was detected, the person or people deemed to be suitable to address it
may identify the needed measure of resolution. In risk management, this part is usually referred to as the risk
mitigation where the risk of the vulnerability being exploited is given the needed mitigation plan (Wheeler,
2011). However, since the artifact is meant to be simple and require a minimal amount of resources, and
since it concerns the management and communication of security vulnerabilities, techniques to
appropriately conduct risk management through risk mitigation and risk evaluation were not part of the
scope of the artifact. Maintaining a simple design also aligns with the design requirements of risk

communication proposed by Nurse et al. (2011).

The main activity which is conducted by the coordinator is the identification of related areas. The goal of
this activity is to identify which department is needed to be contacted, and to identify the comprehension
and scalability of the vulnerability. In Figure 12, the activities are shown with a different selection of

activities.
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Figure 12: Identification of Related Areas Model.

The initial subactivity in the Identification of Related Areas Model concerns the identification of
ownership. Clear ownership and responsibilities over assets are something that Industry Corp strives for,
and it is a common practice for organizations to utilize supportive measures for asset management (Abdullai
et al,, 2017). However, full scale asset management is a resource and time demanding process where it is
meant to be continuously maintained which conflicts with the identified demand of having a minimally
resource demanding artifact (Frolov et al., 2010). In this context the ownership list would also describe areas
that are a responsibility to departments, such as IT is responsible for security, and not specifically assets. As
mentioned by the respondents in the design evaluation phase, the list of the areas and ownership would
require some form of granularity to ensure that it is not too complicated and easy to use. For the list to be
useful in this context, the departments and teams would need to have a joint meeting to discuss the types of
categories and their granularity for ownership, and who has ownership over what. For enriching the list and
facilitating the communication, the organization should include contact details for responsible personnel.
The determination of the department or team to contact would depend on the asset which the vulnerability

affects, and not the departments that may be affected by the vulnerability.

The second subactivity concerns the use of the automation pyramid which is found in ISA 95/IEC 62264.
The pyramid portrays the areas in a manufacturing industry which acts as a reference and communication
tool to describe the areas (Batchkova et al., 2017). Therefore, the model may support the identification of
related areas for the vulnerability, since 14.0 enables interconnectedness, a vulnerability may be directly
related to other areas which may be critical to include or notify (Mosteiro-Sanchez et al., 2020). The
automation pyramid would also support the cases of any ownership or responsibility not being related to

the vulnerability where the pyramid may identify the needed role or department.

The third subactivity refers to the vulnerability assessment. This activity was deemed to be a vulnerability
assessment and not a risk assessment due to the simplicity in the description of the vulnerability based on
general knowledge and understanding. As Wheeler (2011) mentioned, a vulnerability assessment provides a
general understanding of the severity of a vulnerability, and does not include more detailed methods such as
threat analysis or analysis of applicability. Therefore, the vulnerability assessment is qualitative where the
asset value, level of consequence and likelihood are determined by the coordinator and their personal
perception. This may be problematic as it may vary greatly depending on the coordinator conducting the
assessment. However, a qualitative approach is more appropriate for personnel that are not familiar with
such assessments, and where quantitative often include numerical calculations to determine a risk value.
The latter does not align with the context and requirements of having a simple and efficient assessment since

calculations can become too complex and requires values concerning losses and asset value (Wheeler, 2011).
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Furthermore, Wheeler (2011) mentions that for organizations that are not used to assessing risks, the

process has to be made very simple to avoid making it too overwhelming.

The main goal of vulnerability assessment activity is to separate communication paths to add more specific
activities based on the severity of the vulnerability, and to avoid doing resource demanding tasks for less
critical issues. Therefore, aspects such as the organizational risk appetite for determining the suitable
solution is out of the scope for this artifact. Table 6 shows the proposed likelihood and consequence scales.
As mentioned by Wheeler (2011), the scales are meant to reflect upon the organization's needs. The
respondents at Industry Corp requested simplicity, where there were few levels for both consequence and
likelihood. However, it is also crucial that the vulnerability is given the correct level of detail. In the risk
assessment standard suitable for smaller industrial manufacturers, VDI/VDE 2182, risk assessment scale
levels should not be less than three (Ehrlich et al., 2019). Therefore, to follow the example in VDI/VDE
2182, and the recommendation by Wheeler (2011), three levels were considered suitable. Wheeler (2011)
adds that the vulnerability assessment may produce a risk score, but it would be one-dimensional.
Therefore, conducting a vulnerability assessment is more suitable to gain a rough and simple understanding

over the severity of a vulnerability.

Table 6: Vulnerability Assessment Scales Currently Used for Industry Corp for Potentially Serious Incidents.

Consequence Likelihood

Level Description Level Description

Low The vulnerability could have a limited Unlikely The vulnerability has a small chance of
effect that may not be noticeable being exploited

Medium | The vulnerability could cause noticeable | Possible The vulnerability has possible chance of
effect that may require time and being exploited
commitment

High The vulnerability may cause a Certain The vulnerability will most certainly be
catastrophic effect that will require large exploited
amount of time and commitment

The level of consequence describes the magnitude of an impact, and the likelihood is the chance of it being
realized. The two levels of consequence and likelihood would determine the severity of the vulnerability,
which could be placed towards an acceptance matrix. In the context of the OT domain, safety and
availability are the two main concerns (Murray et al., 2017). This sentintiment was also expressed by the
production and the OT maintenance managers, which stated that if the vulnerability could impact safety
and availability it should always be taken more seriously and have a higher priority. Therefore, the
coordinator conducting the vulnerability assessment would need to determine what type of effect the
vulnerability primarily has in addition to the level of consequence and likelihood. In the cases of the
vulnerability concerning safety or availability, the coordinator would need to compare their determined level
of consequence and likelihood towards the matrix in Table 7. The same applies for the scenario of the

vulnerability concerning confidentiality or integrity. Therefore, two different matrices were produced to
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reflect upon the different actions depending on the related attributes (Confidentiality, Integrity, Availability,

and Safety), see Table 7 and Table 8.
Table 7: Safety and Availability Vulnerability Matrix.

Sagty Consequences
Availability
Unlikely Possible Certain
High Medium

Medium Medium Medium

Likelihood

Low Low Medium Medium

If the vulnerability concerned confidentiality or integrity, then the coordinator would use Table 8 to assess
the vulnerability, and if it concerned safety or availability, Table 7 would have been used. The difference of
the tables being the degree of tolerance towards the vulnerabilities. Throughout the study all the
respondents have expressed that the artifact should be easy to use and not time consuming. Thus, there are
only two separate tables, which also facilitates the assessment and scoring of vulnerability for the
coordinator. Two different vulnerability matrices could be interpreted as slightly more complex than just
having one table for the vulnerability assessment. However, the goal of this kind of vulnerability assessment
is to provide a general understanding of the severity of a vulnerability (Wheeler, 2011). Since the
vulnerability assessment is based on the coordinator's personal perception of what constitutes a security
vulnerability, the result can differ between which coordinator is conducting the assessment. The goal is to
have this process simple and not time consuming to conduct, as well as provide a better understanding of

the severity.
Table 8: Confidentiality and Integrity Vulnerability Matrix.

Confidentiality Con sequences

&

Integrit

gty Unlikely Possible Certain
- High Medium Medium
=
‘T.I Medium Medium Medium Medium
=
]

Low Low Medium Medium

Depending on the severity, the coordinator has to decide the areas of responsibility and determine
ownership of the vulnerability. If the automation IT or IT-department do not have to be involved, then the

coordinator will find the suitable competence for applying appropriate security measures. The production
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and the OT maintenance managers stated that many of the teams in the OT-environment are autonomous
to a certain degree and can handle lower security problems. If there is any chance that the vulnerability
might be compromised, then the vulnerability will be passed on to automation IT. In other cases when the
vulnerability has a higher severity, a joint operation between automation IT and the IT-department will
commence. The OT maintenance manager and the automation IT coordinator stated that this rarely
happens, nonetheless, due to the interconnectedness between systems, the vulnerability could impact

various levels of the automation pyramid.

The sub activity carried out in the process of identifying the related area concerns the need for investigating
the vulnerability for indicators of compromise. If vulnerabilities have been identified, it may be unknown
for how long they have existed. Therefore, it may be critical to investigate if they have been exploited
through finding indicators such as suspicious activity logs, hacker tools, or malware (Tounsi & Rais, 2018).
This activity is meant to support the scenario if no other department is needed to be contacted, where it
would be better if the automation IT took responsibility to investigate for any indicator of compromise

rather than the production department.

The activity of checking for indicators of compromise was also added as a default activity to the contacted
department. This activity cannot always be carried out for all identified security vulnerabilities, especially for
vulnerabilities with a risk score of low or medium. Furthermore, investigating every vulnerability is not
always possible due to the type of vulnerability, where some may concern vulnerabilities such as the lack of
policies or insufficient protocol coding. Although, it may be argued that such vulnerabilities have enabled
for exploits that could be investigated, but that would strive towards detailed risks rather than concerning

the vulnerability on a general level.

In the cases of having joint operations between different departments for dealing with a security
vulnerability, it may not always be a definite task. In some cases, the ownership may not be willingly taken,
which is why the list of ownership is also useful to justify responsibilities. However, in the cases where the
list does not specify ownership or responsibility, nor where any department willingly takes the
responsibility, the department responsible for the asset with the vulnerability needs to take ownership. If no
ownership is taken, the artifact would reach a dead end, halting the process of addressing the vulnerability

which is not a preferred outcome.

The artifact assumes the technician or operator to know what may be a security issue such as a vulnerability.
Without the fundamental understanding of security the artifact cannot be used. Therefore, the artifact
would be useful for technicians whenever they suspect something may be a security problem. This is
thereafter confirmed with colleagues to validate its authenticity. Although, the OT personnel require
security awareness training to be able to perceive such issues (Yaacoub et al., 2020). This was also confirmed
by the I'T manager and automation I'T manager where they suspected that the artifact could falter due to the

lack of security awareness.
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S.4 Validation of Artifact

To validate the artifact, an information security manager at a separate swedish manufacturing industry was
contacted. Firstly, the artifact was reviewed holistically where its entire use and applicable scenario was
presented to the information security manager. Thereafter, each individual activity was presented with its

explicit use and functionality.

The information security manager stated that the artifact would be most suitable for smaller organizations
due to its exclusion of cyber or information security personnel, but also due to its simplicity. The simple
design, information flow, and choice of roles instead of specific personnel, were claimed to be appropriate as
this sort of communication should not be complex or challenging to use. The respondent said that the
contact paths and the vulnerability assessment scales need to be as simple as possible to not overwhelm the
user of the artifact. This aligns with the risk communication recommendation presented by Nurse et al.

(2011), and by Wheeler (2011) in regard to giving inexperienced personnel simple assessment scales.

The two sub activities conducted by the coordinator role: Responsibility Areas and Automation Pyramid,
were given positive feedback to identify the needed competence. The respondent also stated that efficient
communication is needed in the OT domain due to the risk of personnel coming to harm. When the
respondent was asked if the artifact would have helped communicating security vulnerabilities to find the
most suitable competence at a manufacturing industry, the answer was: “Absolutely, but it would need to be
adapted to the organization to fit their needs”. The respondent referred to the need of changing the
vulnerability assessment scales to their need, but also the roles and departments for their own organizational

structure. The respondent also voiced some concerns of the artifact.

The information security manager suspects that the technicians or operators would not be able to actually
detect a vulnerability due to their lack of security understanding. The same concern has been shared by the
respondents at Industry Corp. The information security manager also voiced concern for production
personnel committing time to communicate security vulnerabilities where it would hinder them from
conducting or supporting production related activities. The respondent stated that activities that do not
directly contribute to the production should preferably not be managed by production personnel. The
respondent further added that the revenue for industrial manufacturers comes from the production, and
interfering with its processes by distracting personnel from their production related activities may be
problematic. This highlights another aspect of the problem for industrial manufacturers that do not have
the sufficient financial resources to enforce information or cyber security; smaller industrial manufacturers

may not have the time nor competence to address security vulnerabilities from the production domain.

In regard to the problem area, the information security manager claims that the greatest difference between
OT and IT is the level of knowledge and competence. The respondent further adds that cyber security has
become an IT responsibility, which is not always the case in 14.0. The respondent adds that the industrial
setting is becoming more sophisticated for each device that is being connected, which makes it a challenging
area to secure and keep track of. To implement security in the production and I'T domains, the respondent

claims that it should be done by a security department not involved with IT nor the production side since
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the security implementations are often biased towards usability rather than security. This comment further
empbhasizes a need for cross-functionality or cross-competence in the context of 14.0, not only to understand
the technical characteristics and differences of the areas, but also to ensure that the security implementations
are objective. In regard to the use of standards, the respondent mentioned that the standards can contain
some really good stages or components that are suitable for their organization, but the requirement of
having a certification can force them to do unnecessary activities. This requirement can come from the
top-level management, which the respondent claims to be challenging to communicate security with, since
they do not fully understand their details and importance. This further highlights the problem area of
top-level management involvement and their perception of security (Ervural & Ervural, 2018; Topa &
Karyda, 2019).
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6. Conclusion

In this chapter, the conclusion of the study is presented. In this conclusion, the conducted research is
summarized by including a description of what has been done, previous work that has been conducted in
the problem area, and challenges and issues that were experienced which may have conflicted with the

process of answering the research question.

6.1 The Conducted Research

The objective of this study was to produce a framework that addresses the challenges of security
communication in I4.0 while enabling further insight and understanding towards said challenges. The
artifact that was produced is a potential approach for Industry Corp to communicate and manage security
vulnerabilities reactively, rather than proactively which is the traditional approach of vulnerability
management. Thus, the research question presented in Chapter 1, “How could security vulnerabilities be
communicated between the teams of OT and IT to apply appropriate security controls in 14.0?, is answered.
The artifact proposes a way of how communication may be structured to address the complex area of 14.0
and the challenges that come with the OT/IT convergence. This study has also further investigated the
differences of the teams of OT and IT that makes the communication and understanding of security
troublesome, while giving insight to how a smaller manufacturing industry deals with security
vulnerabilities. Furthermore, different design features for communicating security vulnerabilities by
non-cyber security personnel at a manufacturing industry have been proposed. These may prove useful for
future security communication artifacts. The artifact has been validated via a respondent from a separate
manufacturing industry. The validation confirmed that the artifact seemed fitting to enable the
communication of security vulnerabilities for smaller manufacturing industries. However, its explicit

functionality and ability to enable appropriate management of security vulnerabilities remains unknown.

This study adopted a qualitative approach to provide new insights towards the problem area and the
different features included in the proposed artifact. The artifact could be applicable to other manufacturing
industries where the portrayed roles and departments can be replaced to fit the organization’s structure.
However, this study was explorative, where the objective of the interviews with the respondents was to
provide new insights towards the problem area and relevant factors. Thus, the aim of the study was not to
produce a generalizable artifact. Although, the artifact could be applicable to existing organizational security
awareness programs where OT personnel are briefed on how they are to proceed with the identification of

security vulnerabilities.

The produced artifact was most suitable as a supportive measure for the production personnel at industrial
manufacturers that do not have the necessary resources to enforce an information security management
system. The study was built based on findings in the problem area and through theoretical support for
enabling a risk communication system. The area of I4.0 is complex and concerns different technologies and
cultures between the two areas of OT and IT, which emphasises a need for communication and allocation
of competence to adequately deal with security issues such as vulnerabilities. This applied especially for

Industry Corp where the lack of resources emphasized utilizing the current resources, and since their
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departments were seldomly in contact with each other. Therefore, to communicate effectively with minimal
usage of resources, and to appeal to the personnel, the artifact had a flow diagram structure that clearly
depicts roles and activities. The identification of the needed competence would be supported through an
asset management construct of a list with ownership and responsibility areas, and through the use of the
ISA 95/IEC 62264 automation pyramid. The vulnerability would also be subjected to a vulnerability

assessment to outline the need of different measures to appropriately address it.

The artifact may conflict with an area it is trying to address, namely competence. The use of the artifact
requires a general security understanding where the technician or operator discovers a potential security
vulnerability. This prerequisite also applies for the coordinator that is meant to understand the vulnerability
in order to direct it towards the responsible department. For the industrial sector, regardless of the use of the
artifact, security awareness training is greatly needed for OT personnel (Yaacoub et al., 2020). This also
further indicates the need of ensuring information security maturity parallel to the incorporation of new
technology, especially for manufacturing industries that have processes or devices that may endanger

personnel.

There are several standards that attempt to clarify what roles are required for various security contexts
(Lundqpyist, 2011), but not how it would look like in practice. Different industrial manufacturers have their
own way of handling security vulnerabilities. By investigating how Industry Corp communicates security
vulnerabilities from a bottom-up approach, a clearer picture can depict how the communication flow
travels horizontally and vertically in the organization. This communication flow is often informal and there
is not a defined way of what to do and who to contact when a security vulnerability is detected. It depends
on the technician or operator that identifies and detects the vulnerability, and the coordinator that assesses
the vulnerability and decides how to handle it. Since Industry Corp has a finite amount of resources and
time, it becomes crucial for industries that do not have an information security management system
implemented, to make use of the resources available in the organization. This process has been mapped out
with the produced artifact that explicitly shows how the security vulnerabilities could be communicated by
the involved personnel, so it ends up in knowledgeable hands that could address the vulnerability so

appropriate and adequate response can be issued.

6.2 Previous Research

The study has included further confirmation that OT generally needs more security awareness training, as
mentioned by Yaacoub et al. (2020). The respondents indicated that the artifact may falter due to the OT
personnels lack of security understanding where they will not be aware what is a security flaw or
vulnerability. Considering that the artifact was adapted to communicate security vulnerabilities at a smaller
industrial organization without the resources to enforce an information security management system, there
are free sources for security awareness training. Although, the effectiveness of security awareness training has
proven to be dependent on continuous enforcement and adapted activities to reflect upon the needs of the
users which would demand more time and involvement (Tschakert & Ngamsuriyaroj, 2019). However, it
would be less resource demanding to enable security awareness programs than to enable an entire

information security management system. During the design process the respondents continuously
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emphasized the need for having a simple design to not make the assessment and communication of
vulnerabilities overwhelming. This is added by Nurse et al. (2011) where systems that are meant to facilitate
risk management cannot be complex or cause cognitive overload, and also mentioned by Wheeler (2011) in

regard to inexperienced personnel assessing risks.

For security management, Topa & Karyda (2019) mentions that artifacts or standards that contribute to
compliance of information security policies miss vital details such as culture aspects, values and individual
characteristics. These components have been shown through the respondents to be crucial for the teams of
OT and IT where their perception of each other and way of work are described as completely different. To
implement an information security management tool, the culture and the values of individuals have to be
considered. In regard to security management at Industry Corp, the IT-department had full responsibility.
According to AlGhamdi et al. (2020), this is common for organizations to have the IT-department
responsible for anything related to security, but as Culot et al. (2019) states, the area of 14.0 requires
cross-functional understanding in regard to cybersecurity. The need for cross-functionality was highlighted
by one of the respondents where it could be asserted through having a team with members of production,

automation IT and IT for facilitating technology implementations but also security management.

The qualitative study sought to gain a deeper understanding of what problems OT and IT personnel are
experiencing, such as problem areas, how security vulnerabilities are communicated, and how they perceive
the communication flow between departments and upwards. Their input that was provided through
semi-structured interviews also enabled for evaluation of the artifact where its design was continuously
changed. Since the artifact was based on the respondents input, it is customized to fit Industry Corp’s
organizational context and operations. This suggests that the artifact might not be as suitable for other
organizations, even if they are experiencing similar problems, they operate differently from each other. This
in turn will affect the generality and applicability for other manufacturing organizations to use the same

artifact.

6.3 An Opposite Approach

If this study were to be conducted in a quantitative manner with data collection methods such as surveys,
the empirical analysis would not have provided with important details or specifics that were crucial to its
design. For instance, the differences of the departments of OT and IT and their communication between
each other would be more challenging to understand with a quantitative approach. In addition, it would be
hard to evaluate an artifact and the uniquely proposed features that are meant to solve the identified issues.
Furthermore, the area deeply needed an investigation to further outline the needs and experiences by

personnel, and to confirm the problem findings from Chapter 2, Theoretical Foundation.

6.4 Future Research

The produced artifact has only been tested through evaluation and validation. Further research could
investigate the usage of the artifact in a practical setting where technicians and operators would use it to
address a fictive security vulnerability. Research could investigate how a similar artifact would work with

information or cyber security professionals where they need to involve the needed competence and

60



understanding. As Chapter 2, Theoretical Foundation, highlights, communication issues in 4.0 does not
only reside between the operational teams of OT or IT, but also in regard to the top-level management or
C-suite. Greater security implementations or concerns that must be authorized or reviewed by the C-suite
are also needed to be fully understood by them. Thus, further research could be conducted to investigate
how the top-level management could be involved to facilitate information security governance. The
communication themes mentioned in this study have also highlighted the importance of reaching the
suitable competence. As Kipper et al. (2021) mentioned, 14.0 requires a new set of competencies. Future
research could investigate which competencies are needed to enable the required cross-competence and
functionality mentioned by Bousdekis et al. (2019). Furthermore, in regard to competence, future
investigations can be conducted towards security awareness and training for OT personnel. This could be
done through an inductive and quantitative approach to identify possible requirements towards existing

security awareness theory that are unique in the industrial domain.
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APPENDIX A: Thematic Analysis of Transcribed Text

In this appendix, a thematic analysis of the problem confirmations that were initially conducted with the

respondents before the start of the study. The problems and their categories were defined in Chapter 2.

Domain Differences between OT and IT

All the respondents had different perspectives on how OT and IT were different. The I'T manager described
that the two domains have gradually changed over the years and how the IT-department works more closely
with the department responsible for automation processes. The production manager highlighted the

difterences between OT and IT with the following words:

IT has a more strict and functional structure where it is more formal and where OT is

something that is for more practical work.

IT was described to be more hierarchical in structure where information traverses vertically rather than
horizontal. In addition, in regard to security differences the respondent claims that there are more holistic
security solutions adapted to the IT, but not equally as much for OT. The respondent added that it makes it
challenging to understand who should be contacted for support when a security problem arises. These
claims align with the described differences in Chapter 2 of how the OT and IT areas differ, and how the
industrial interconnectedness is relatively new which has caused a lack of cybersecurity solutions for the OT

environment.

When the production manager was asked if a cross-discipline work role for OT and I'T would be beneficial
for security implementations, the respondent nodded in agreement and added that much information from
the control system is uploaded to a database which in turn is downloaded to the IT network. This shows
how ICSs enable interconnectedness and how someone with cross-competence could be beneficial for
gaining a holistic view of how the data is connected and how it is used in technical detail. This opinion was
also shared by the OT maintenance manager who mentioned that if the person advocating for a security
implementation only has an understanding for one specific domain, the implementation could potentially
neglect vital parts of the other domain, causing unforseen disturbances or effects. This highlights the
development and incorporation of technologies in the industrial area which affects the organizational
resources and structure to fit the newly produced needs. Which in turn also emphasizes a change to
information security management; the change of technological structure requires a new approach of dealing

with security in the area of 14.0

When it comes to the security of OT and IT, the IT manager believes it would be useful for personnel to
have general knowledge about each other’s work environment. The respondent refers to “The Automation
Pyramid” in ISA-95, where systems are divided from level 0 - 4. Where the level 0 - 2 is handled by the

automation department and level 3 - 4 have traditionally been managed by IT.

Even though the information goes between these levels, we have two different departments
taking care of their levels. When changes affect level 1 and 2, then we come together and

discuss them, otherwise we stay away from each other. - The I'T manager.
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This sentiment that many department prefer to keep to themselves seems not to be uncommon practice,
when the production manager was asked if there would be any information that could facilitate the security

understanding from OT- to IT-personnel, the respondent answered jokingly:
IT only has to know how to connect things. It is two different worlds.

The production manager clarified that they are two different domains and they work very differently. Even if

the respondent said it in a way that was meant as a joke, it does raise the question if there might be some

truth behind it.

Standards are Tedious and Obsolete

Security solutions have to be understood by all affected parties, the standards used to provide guidance for
good security behavior can sometimes be seen as nuisances, hindering the business objectives or operational
activities. All respondents mentioned that they have standards and guidelines in place for carrying out
certain work activities. The following answers were given by the production and I'T manager when asked

about the strategic tools and standards:

Standards can be very specific when performing one work task, but in other cases it is not.
Parts of the standard can become obsolete but still have to be followed. This can make people
less obligated to follow them. - The production manager.

I would like to adopt more best practices on how IT-infrastructure should be built and
designed. Organizations usually grow into these types of solutions, but are impeded by the

current architecture. - The I'T manager.

This shows that standards are perceived as complex and bureaucratic, this can be due to many reasons but
the more prominent one in this context would be the technology development; making current activities
more resource and time consuming if the standards/practices would to be followed. The same problem is
highlighted in Culot et al. (2019), where their respondent stated their concern that recommendation and
checklist would become obsolete due the technological development happening in the I4.0. The sentiment
from the IT manager is also displayed in Chapter 2 where standards and practices are usually not a

one-size-fits-all and many organizations grow into the solution.

Considering the technology development in the industrial environment, it is not strange that standards are
lagging behind, as well as addressing cybersecurity concerns. Even though many of cybersecurity problems
could be combated with technical security controls, it does not matter how good these controls are if not the
employees are aware of the security risks (Gardner & Thomas, 2014). This concern was voiced by the IT

manager about security awareness among personnel and the ability to detect a security problem

When asked about if Industry Corp followed any information security standards currently, the production
manager was unsure and did not think such a standard was related to the respondent’s work role. As
mentioned in Chapter 2, this traditional reasoning stems from seeing information security as a technical
issue and should be handled by the IT-department, which makes personnel believe that they are not part of

the general security in the organization. AlIGhamdi et al. (2020) points out that information security should
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be part of the organization’s culture and be addressed within and between the departments. The statement
from the production manager is consistent with the I'T manager's thought that security training is needed

for the personnel to better their security awareness and understanding.

Competence Understanding

It is important to efficiently communicate any security problems to quickly find a solution to whether the
problem may be. With the development of technologies for OT and IT in the manufacturing field, it
becomes necessary to have a general security understanding of both domains (Felser et al., 2019). When
asked if the respondent would have any problems understanding a cybersecurity problem related to OT, the

respondent answered:

When it comes to the technical aspect of cyber security, it is not that hard to understand. - The

production manager.

1 do not believe I have any problems understanding cybersecurity problems when it comes to
OT. These days, IT-infrastructure and OT is basically the same with modern process

automation systems; it is pure IT-infrastructure. - The I'T manager.

When it comes to cybersecurity problems regarding OT, there are no practical problems which

1 could point out that have been disconcerting. - The OT maintenance manager.

The IT manager response shows that implementation of I'T-infrastructure has become more prevalent for
OT. It is very much aligned with the core aspect of 14.0 which is characterized by process automation
systems. The I'T manager elaborates further that his general knowledge about OT does not need to be more

comprehensive than its current state, rather that the requirement that I4.0 brings with it will be different.

When the production and the OT maintenance managers were asked about if there would be anything
difficult to understand about a cybersecurity problem related to IT, both would either seek consultation
from another department, or rely on them entirely to handle the matter. The OT maintenance manager
explained that cybersecurity problems related to I'T were not the respondents’ field of expertise, and if there
would be any I'T-security problems, it could be sent to the data department. The respondent believed that it
might not be necessary to understand that problem in its entirety, since there were more knowledgeable
personnel that could take care of it. The production manager said there exist various security solutions, but
to make the correct assessment, a cross-functional group might come up with the best solution that prevents
it from happening again. This statement is much aligned with Bousdekis et al. (2019), where
cross-functionality should be implemented in the organization where it can. Allowing disciplinary teams to

work together, in areas regarding security, such a team could have a consulting role for managers.

To make an adequate decision regarding cybersecurity problems, the production and the OT maintenance
managers expressed that they both would like to understand what the consequences could lead to. The
production manager would like to know How, where, and when the problem could occur. The respondent
elaborated that it is important to know what has transpired, especially if it can have a cascading effect. The
economical impact would be interesting to know, because the solution has to be in relation to the security

problem’s potential severity. The OT maintenance manager did also mention the cost of the security
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solutions must be somewhat in relation to its impact. The respondent emphasized that when a cybersecurity
problem arises, the IT-department and/or the automation department should be contacted. However, the
OT maintenance manager does not believe it is necessary to be directly involved in the security event, but

would at least be notified about it.

The IT manager expressed that personally there is nothing difficult to understand about what the
consequences could be of a security problem. The respondent mentions that the IT-department is divided
into two teams (the server team and the network team), and the network team is in charge of security

training. The I'T manager continues saying:

The teams do not communicate with each other which impacts the holistic security work.
There is a need for a designated information security practitioner that could take the overall

responsibility for application and infrastructure to carry out systematic I'T security work.

This falls in line with aspects of information security governance and what could be expected by an
information security practitioner role. IT-security was perhaps not needed 5 - 10 years ago, but with the 14.0
and digitalization and automation, there has been a greater need for it in recent years. The I'T manager
alludes to the lack of resources and it is an economic decision, since Industry Corp is a manufacturing

company and not an I'T company.
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APPENDIX B: Flow Diagram of Final Artifact

In this appendix, the activities in the final artifact design is explained for each of the roles (Figure 11). This

was done to decrease misunderstanding about the activities.

Table 9: Activities and Description of the Final Artifact.

Column Name Activity Description

Function Cybersecurity Vulnerability | A weakness that could pose a threat to system, procedure, practices which could be
exploited or triggered by a threat source.

Technician/Operator Identified A possible vulnerability is detected by the technician or operator.

possible vulnerability

Technician/Operator Confirm vulnerability with | The vulnerability is confirmed with colleagues at the workplace to see if they share the

additional personnel same perception.

Technician/Operator | Can potentially harm If the detected vulnerability may cause harm to personnel the activity ‘Report to

personnel safety documentation system’ has to be committed to. If not, the activity ‘Report to
coordinator’ is committed to.

Technician/Operator Report to safety Industry Corp is legally obliged to report any potential accident that could lead to an

documentation system employee injury.

Technician/Operator Report to coordinator The confirmed vulnerability will be reported to the coordinator.

Coordinator Identification of related The activity contains the three steps where the coordinator will assess which area the

areas vulnerability concerns, if it could impact other areas, and an assessment of the
vulnerability.

Coordinator Responsibility areas First step, the coordinator will look at the assets and which area the asset is located in,
to determine who to contact regarding the vulnerability.

Coordinator Automation pyramid Second step, the automation pyramid would highlight layers concerning areas relevant
for both the automation I'T and the IT-department. The coordinator could make a
more informed decision who to contact to address the vulnerability.

Coordinator Vulnerability assessment Third step, the coordinator will perform a vulnerability assessment to determine the
severity of the vulnerability.

Coordinator Contact path After the identification is completed, the coordinator will either find suitable
competence if the vulnerability can be handled by a technician or operator, otherwise
the automation I'T or the IT-department will be contacted.

Coordinator Find suitable competence The coordinator will find suitable competence from the technician or operator to
handle the vulnerability.

Technician/Operator Identify and apply security | The technician or operator will apply the right security measure to handle the

measure vulnerability.

Coordinator Automation IT The automation I'T will be contacted regarding the vulnerability.

Coordinator IT The I'T-department will be contacted regarding the vulnerability.

Automation Coordination with I'T and If either automation IT or the IT-department believes a coordination between the

IT/IT-department Automation IT departments is necessary to handle the vulnerability, they will reach out to one
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another.

Automation Determine Ownership The department has to determine the ownership that explains who is responsible for

IT/IT-department the vulnerability.

Automation Find suitable competence The department will find suitable competence within their department to handle the

IT/IT-department vulnerability.

Automation Check for Indicators of The department will check if the vulnerability has been compromised.

IT/IT-department Compromise

Automation There are indicators of If there has been a compromise, the department in question will initiate IR protocol,

IT/IT-department compromise but if there has not been a compromise, the department will apply appropriate
security measures.

Automation Identify and apply security | The department will identify the source of the vulnerability closer and apply

IT/IT-department measure appropriate security measures to handle it.

Automation Inform coordinator The department will inform the coordinator about the vulnerability and how it has

IT/IT-department been handled (feedback).

Automation Initiate IR Protocol The department will initiate Incident Response (IR) protocol.

IT/IT-department

All END This activity refers to all END’s in the Figure 11, and represents when the

vulnerability has been addressed.
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