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ABSTRACT

Sensor networks are widely deployed around the world to measure different environmental
variables over time, this general acceptance lowered the cost of installing such systems, but
sometimes the requirement of the measuring makes it expensive or impossible to do. For instance,
deploying sensors in a hard-to-reach area or just measuring for a brief short of time. This is where
a new requirement is manifested namely automatic deployment of environmental sensor
networks adjusted to the particular requirements of the end user. There is extensive research in
IoT applications for environmental monitoring , autonomous robots and vehicles, context
awareness cloud computing , sensor implementation and sensor deployment strategies., but there
are missing proposals and prototypes of complete and autonomous systems that interconnect all
these topics focused on minimizing human intervention from a cloud-native platform. This paper
proposes a basic prototype of a cloud-native context-aware system that semi-autonomously
controls a line following robot for environmental monitoring as a first step towards Cloud-Native
Context-Aware Autonomous Robotics for IoT Applications. Areal-life experiment is made, having
aline follower robot transport a sensor to three rooms inside a university, measure environmental
variables such agemperature, dew point, pressure, humidity, altitude and illuminance and provide
recommendations for user comfort and energy savings, all of this in an semi-autonomous way
from a pure cloud backend. The performance and cost of the system is evaluated showing the
advantages of a cloud platform in terms of cost, scalability and capabilities including an analysis
of the latencies of the different requests. The proposed prototy pe also incorporates reaktime
sensor data analysis and provides personalized recommendations, resulting in a more efficient
and user-centric monitoring solution as well as an energy saving solution for building
management. This research proves that usingcloud as a tool to integrate different already well -
established systems under a simple architecture with easy to fulfill requirements is possible in
terms of cost, capabilities and deployment time and can be scaled into big management and
measuring systemsfor municipalities or buildings.
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INTRODUCTION

Tackling climate change isa pressing concern in every society,as it negatively affects more every
year the world that we live in. The world has, among others, aligned to protect the planet from
degradation with sustainable production and resource management to provide quality of live for
our generation and the next ones to come adopting the 2030 Agenda for Sustainable
Development (United Nations, 2015). In this agenda, 17 Sustainable Development Goals were set
and the goals 11 (Make cities and human settlements inclusive, safe, resilient and sustainable) and
12 (Ensure sustainable consumption and production patterns) are directly related to tackling
climate change. Energy efficient buildings align with these goals while providing comfort (or an
appropriate environment) while saving resourcestranslated into minimal energy consumption
and avoiding the waste of it (Gupta & Chakraborty, 2021).

Production of sensor nodes with low cost, low power and multiple funct ions is a reality since a
couple of years back (Delicato, et al., 2010) and this enabled their deployment in multiple

production systems or monitoring stations. In some cases, according to my professional
experience,the deployment of these systemsbecome unviable because ofthe high cost and time

spent during installation or operation of the system. For example,when physicalaccess toa certain
site is very difficult, when the measuring time is to be done over a short time or when there is a
need to recurrent measurements over different areas Another factor is that t he deployment of a

monitoring station takes plenty of time and resources (equipment and human teams need to be

moved to the site) to be implemented temporary only to be dismantled later, when the data

gathered fulfills its purpose.

Hence, environmental monitoring, air quality measuring or identifying micro -pockets of pollution
in a dynamic, fast and cost effective approach is heeded. Autonomous systems are required that,
with the help of robotics , IoT and Cloud Computing, can do a preliminary site surveys in the area
to scan the context, raise awarenessabout it and then automatically install and configure sensing
networks (sensors, gateways base stations, telecommunications equipment, etc.) to gather
relevant data according to the needs. Then, after a certain time, this same systers must be able
to dismantle the installed infrastructure to be later redeployed in the next needed location.

As this system tries to solve sustainable problems, it must be in line with their principles and be
resource efficient. Th at é s sheuidyhavée & cloud based back-end system that scalestheir
infrastructure according to every implementation with easy and global accessto the gathered
information to be later processed corresponding to the requirements of the final user.
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Rationale

There is extensive research in 10T applications forenvironmental monitoring (Liberata & Sinha,
2020), autonomous robots and vehicles (Ahangar, et al., 2021)and context awareness(Perera, et
al., 2014) Also, multiple solutions for cloud computing in loT (Botta, et al., 2016, sensor
implementation in agriculture (Farooq, et al., 2019)and sensordeployment strategies (Amutha, et
al., 2020) But there are missingproposals and prototypes of complete systems that interconnect
all these topics focused on minimizing human intervention or autonomy.

Aim And Objectives

This research aims todevelop afirst step prototype to prove that automatic deployment of sensor
networks using autonomous robot s from a cloud environment is possible.

To accomplish this aim, the next research objectivesand questions are going to be developed:

1 RO1:Carry out a literature review and survey the state of-the-art in automatic deployment
of sensor networks, algorithms and automatic deployment approaches.
RQ 1.1: How configuration and deployment can be done using autonomous
systemsfor [0T?
RQ 1.2:How is Context-Aware 0T data for processed?
RQ 1.3:Which cloud components can be integrated for autom atic 0T systems?

T RO 2: Develop a context-aware reasoning agent for environmental comfort to provide
indoor and outdoor recommendations .
RQ2.1:How effective is the agent providing recommendations after collecting data
RQ 2.2: How is the performance of the agent affected by different context
parameters and how can it be optimized to adapt to changes?

1 RO3: Develop aprototype of a cloud-based system for semi-autonomous deployment of
sensor networks for monitoring indoor climate in buildings for end -user comfort.
RQ3.1:How should the architecture of a cloud-native solution be constructed?
RQ 3.2:What performance does the cloud-based solution offer?
RQ 3.3:What advantagesdoes the cloud-native solution provide ?

Contribution Of Research

The goal of this thesis is to develop a prototype that can prove the concept that automatic
deployment of sensor networks with minimal involvement of human workforce is possible and
can be projected onto future endeavors.
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Research Methodology

This reseachwill adhere to the DSRM Process Model (Peffers, et al., 2007) in order to produce
high-quality research findings that will meet the objectives of the study . This approach comprises
six stages: problem identification, rationale for the study, clarification of the objectives, design and
development, product demonstration, assessment, and publication of findings.

Process fteration
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Figure 1 - DSRM Pro@ss Model (Peffers, et al., 2007)
The following steps can be recognized considering the research framework:

1. Setting initial goals and doing a thorough literature assessment, along with outlining the
key issues, research gapsand obstacles in the area of autonomous sensor deployment
that can help the prototype application work.

Establishing goals for the application's development.

Design and develop the application prototype tackling found problems.

Experimentation with the developed working prototype .

Evaluation of the prototype testing it with real data from sensors highlighting possible
limitations . Go back to step 2 for the next iteration.

6. Publishing findings of the research.

a bk wnN

Thesis Outline

This thesis will be separated into chapters. The frst chapter, there will be an introduction on why
this research is important and what are the motives behind it that impulse this particular are a of
investigation including the research methodology, the second chapter will be a contextualization
about the background of the different topics involved and related work in the form of a literature
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review, the third chapter is about the methods to implement and the devel opment of the
proposed algorithm for analyzing the data in the solution, the forth chapter is the analysis of the
results of the experimentation and the fifth and final chapter is going to be about the conclusions
and future work.
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BACKGROUND

Automatic deployment of sensors is a multi-discipline task that involves specific assignments to
achieve the final goal that is deploying a whole technological infrastructure with minimum human
interaction or autonomy.

The mayor disciplines involved in this whole process are Cloud Computing, loT, Sensor
Deployment, Context Awareness and Automatic Deployment.

Cloud Computing

According to the National Institute of Standards and Technology (NIST)(National Institute of
Standards and Technology, 2011) cloud computing is a model that gives access to a shared
pool of configurable computing resources by ubiquitous, convenient and on -demand network
access. These computing resources can be networks, servers, storage applications anesrices
that should be provisioned fast and with minimal management effort or interaction with the
service provider.

There are 5 essential characteristics of this model, which are

I On-demand self-service the user can provision, for instance server timeand network
storage, when desired without human interaction with the service provider.

9 Broad network access Easy and uniform access to the network from mobile phones,
tablets, laptops and workstations.

1 Resource pooling: The provider uses a multi-tenant model assigning different physical
and virtual resources to the users on demand. The location of these resources can be
unknown to the client or specified when there is a higher level of abstraction.

1 Rapid elasticity: resources can bescaled rapidly in an elastic way (outward or inward)
according to the demand.

1 Measured service The service should be meteredaccording to the type of service. This
for transparency on both sides (for the provider and the user)

Also, depending on the service model, the user can choose between the next 3 options:

1 Software as a Service (Sa8): The provider hosts the ¢ | i eappticétien in its cloud
infrastructure to be accessible using a thin clientinfrastructure. The c¢cl i ent doesné
to install or maintain its software anda |l s 0 d o e s n é tundenlging p\ededt h e
cloud infrastructure.
i1 Platform as a Service (PaaS)he client can deploy his applications using programming
|l anguages, |l i1 brari es, services and tbhel s acc
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client al so does nthd undedyinga gravided cloud infrastructure but can
control the application and configuration settings for its environment.

1 Infrastructure as a Service (1a&): The provider gives processing, storage, networks and
other computing resources to the client to deploy and run operating systems and

applications. T h e client al so doesnét manage
infrastructure but can control the operating systems, storage and istalled
applications.

loT

Internet of Things - 10T - can be considered as a network of devices (intelligent objects) that
transmit information, data and resources to support decision making and also respond to
feedback (Roy, et d., 2020) Wireless Sensor Networks are a part of loT andwith the
popularization of sensors, multiple applications are developed every day to measure more
useful data.

That is the case of air monitoring, that before was done with expensive, complexand stationary
equipment (Snyder, et al., 2017) It has advanced into areas of engineering like
microfabrication techniques, micro electro-mechanical systems, energy efficient radios and
sensorand computing power with big databases (White, et al., 2012) Sensors for air pollution
monitoring can be divided into two classes, the first one is for sensors that measure the
concentration of gas phase species and the secom one is measuring particulate matter or
properties of particles. And with these new capabilities the implementations have also evolved
to applications like supplementing ambient air monitoring networks, giving access to citizens
to monitor air, compliance monitoring and monitoring personal exposures. (Snyder, et al.,
2017)

0T alsoplays a very important role in building smart cities that backed up by cloud computing
which allows easy communication of the information th rough internet and increases the
overall efficiency of the system. According to the research done by Tanweer Alam(Alam, 2021)
this smart city building can be done in phases:

Developing a fully smart city platform
Collecting, recognizing and classifying data
Analyzing data

Smart Control

Automatic Traffic Control

Integrating Multiple Solutions

A e o
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Nowadays, there are multiple known vendors that work on smart cities Cloud Based loT
Applications like Bosch, ABB, Amazon, BoeingCaterpillar, Hitachi and John Deere, among
others, that highlight the trend of the digitalization of processes in the cities.

City wide smart applications include public lightning systems, intelligent tra nsport systems,
water and waste management, tourism, parking, metering, air control and infrastructure.

But now | e takk about IoT in households. This technological convergence leads to a lot of
intelligent devices in our houses, from the coffee machine to the refrigerator. This can create
a new service model with all that data called Sensing as a ServicdPerera, et al., 2014) This
model is divided into 4 layers:

1. Sensors and Sensor Owners It could be personal and household, private or public
organizations or commercial sensor data providers.

2. SensorPublishers:Companies that communicate with the sensor owners and publish
that data into the cloud (for a fee).

3. Extended Sensor PublishersA sensor publisher with a value addedto the service, like
analytics or filtering of data.

4. Sensor Data ConsumersThe user that wants to use the data and ultimately pays for it.

Sensor Deployment

Now that it is clear what a sensor is and its role nowadays, t nécessary to analyze sensor
deployment strategies, because the quality of the gathered data marks the effectiveness of
the system and the goal it wants to accomplish. For example,placing sensors is not an easy
task. An outdoor temperature sensor placed close to a heat source wo n telt the real

temperature of the environment but the temperature of that heat source, but also that

placement could have been done considering coverage constraints. This try and error
placement of sensors is time and money costly, so computational processes must be
implemented to smooth this task.

There are two types of placement strategies, random and deterministic. (Sharma, et al., 2016)

As the name suggests random do wesnmistic folioveslal ow an)
determined geometrical structure. There are also wstom placement algorithms that use

triangulation and machine learning (Alablani & Alenazi, 2020)

Coverage is another significant feature that has 3 different approaches (Cardei & Wu, 2004}

1 Point Coverage:To maximize the detection rate of points in an area.
1 Area Coverage:To maximize the detection rate of an area

21



Towards Cloud-Native Context-Aware Autonomous Robotics for IoT Applications

9 Barrier Coverage:To maximize the detection probability of a target through a barrier

After placement has been done, the connection of the sensors also must be coordinated. The
criterion in this case is Network Cost, Delayor Network Lifetime for which connection method
algorithms were developed (Liu, 2015) As their names suggest, their names areCost-Based
Deployment Algorithm, Delay -Based Deployment Algorithm and Lifetime-Based Deployment
Algorithm .

One special kind of wireless sensor network,where the sensors have the capability to move
on their own to increase network performance, is called Mobile wireless sensor networks
(Senouci, et al., 2015) Theyhave the next self-deployment approaches:

1 CoveragePattern: Uses apre-selected coverage pattern that ensuresthe coverage and
connectivity for the complete network.

9 Virtual Forces:Sensors act as electremagnetic particles and a virtual force is used to
relocate sensors.

1 Grid Quorum: It computes a load balance problem like in a traditional parallel
processing where regions are processors and the number of sensorsper region is the
load.

1 Fuzzy Logic:Uses several rules constructed by selected antecedents, likea Euclidean
distance between sensors

1 Metaheuristic: To set position, direction and movement speed.

1 Geometric Computation: It computes coverage holes and setstarget positions.

In the end there are many approaches and options to select the correct method but some of
the important metrics to evaluate t he performance of an approach are coverage, energy
consumption, convergence time, termination and threshold increase impact, among others
(Wang, et al., 2006)

Context Awareness

Imagine getting a lot of data but no knowledge about what it is about. To contextualize that

data, it is necessary to linkinformation to it that can characterize the situation of the person,

place or object that is producing that data (Abowd, et al., 1999) Forexample, GPS data is raw
data, but when it is shown in a geographical representation it is context information (Perera,
et al., 2014)

A context-aware system is one that provides relevant information or services to the user
depending on the task in an automatic form (Abowd, et al., 1999)
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For this research, context awareness is a fundamental feature becausé contextualizes all the
computing of the algorithms with the environment information. Information about the
physical place, about the deployment, about the navigation routes, etc.

Context aware approaches can be implemented in multiple applications that rely on
perception, like in assisting predict Quality of Experience (Mitra, et al., 2015) In this case,
Quality of Experience can be measured using context attributes and QoE parameters for
different mobile computing systems.

Autonomous Behavior

Up until this point it has been explained sensing, deploying and data processing but another
crucial part is the device that is physically going to install the system. For this an unmanned
vehicle is needed that can autonomously go to the designated place and install, configure and
set the network running.

A driverless vehicle must automatically compute its rout e on-the-fly. This brings high
complexity to the device which uses different technologies for the next 4 features (Zhu, et al.,
2017):.

Environment Perception and Modeling
Positioning and Map Construction
Path Planning

Decision Making

P wn e

The most complex part of this is the environmental perception precisely because the context
changesdynamically and sometimes drastically. This can be achieved, among others, byision
sensing, radar sensing, ultrasonic sensing and / or laser sensingQiping, et al., 2021)

Once the routing is done, and the vehicle reaches ts destination, i ttifeto physically deploy
the devices and for that robotic manipulators are needed.

The last generation, the third, can operate outdoors, have fully actuated platforms, can have
multiple arms, Global Navigation Satellite System free navigation, on-board simultaneous
localization and mapping, on-board perception, off -board real-time planning with control
awareness and onboard reactivity and planning. With all these capabilities, this last
generation devices are applied to structure assembly (Ollero, et al., 2022)
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LITERATURE REVIEW

This literature review is done in accordancewith the Research Objective 1 which main goal is to
survey the state-of-the-art in automatic deployment of sensor networks and telecommunications
equipment, algorithms and their related deployment approaches.

Configuration and Deployment Approaches in Autonomous loT Systems

Regarding an automatic perspective regarding the sensors, their logical configuration and their
physical placement, this should be an autonomous task.

Automatic Configuration of Sensors

When the number of sensors in a network is quite big, traditional ways of network design,

deployment and configuration are unsuitable. To solvethe configuration problem, there has been
designed auto configuring schemes for sensors bearing in mind efficiency and scalability. In a
survey made about auto-configuration of wireless sensor networks (Ngoc-Thanh & Younghan,
2019) where a complete taxonomy of classification about this was given to have the complete

information to compare existing solutions , discovering issues for future work and discusses
challengesin implementation.

Depending on the stage in the lifetime of the WSN, the configuration of the devices is divided in
two stages the first one is /nitial Configuration that is when the devices arejust deployed and the
second one is Update Configuration which happens while the WSN is alreadyoperating and a
new requirement should be delivered to the nodes.

Forthe /nitiating stage, the configuration parameters are

1 Address Configuration : In big WSN, assigning addresses to al the devices d@kes a lot of
time and resources, to cope with this, different approaches can be used such as Pure
Address Auto-Configuration (Proxy-based Address Assignment, Multi-Tiers Configuration,
Cluster-Based Addressing and Localized Address Assignments) and Configuration with
Additional Information ( Group-Addressing, Geometric Information Based Addressing and
Location-Based IPAddressing)

1 Role Configuration: Roles affect the performance of the WSN, fixing coverage issues,
energy savings and scalability, among others. For this distribution of roles multiple
algorithms can be used like Cache Algorithm, Probabilistic Initialization, Wave Initialization
and Heuristic approach.

1 QoS-Parameter Configuration: QoS affects the efficiency of the WSNand some proposals
are Hat Configuration, Mapping and Sub-Domain Based Configuration ).
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For the Update stage, there are different types of updates such as

1 Minor Update: This is when there is a small change inthe configuration of the sensors (like
changing the value of one parameter) and there are different solutions for this like
TinyCubus, Middleware, Ginconf, ContextAware Middleware, Edit Script and Update-
Conscious Compilation.

1 Major Update: On the contrary of a minor update, in here the kernel of a sensor can be
updated. Because of the nature of this update, the mechanisms should be reliable and
scalable,such as A Complete Model, RECOURNd A Simple Upgrade Method.

According to the authors of this paper, the issues to deal with all these different approaches are
efficiency, energy saving complexity and completion time (or delay).

Automatic Deployment of Sensors

In the deployment area, in (Luo, et al., 2005) paper, it is presented an automatic deployment
algorithm that with the base of some pre deployed nodes and knowing the surroundings and
obstacles can send mobile nodes to be placed in the areas that are lacking coverage This
algorthm i s called the @&Grid Met hodc¢ gras dssighiweightd e s
values to it and then computes the best places to locate these sensors according to the coverage
calculation done.

The policy of this algorithm is to be simple, quick, stable, increase the coverage uniform, scalable
and flexible. At first it works dividing the space into a grid (smaller grids augments resolution but

bigger grids reduce complexity) and places the static nodes Then calculates the weighted value
of the distance to all the other grids in the map from the grid where the node is placed (The
weighted value is calculatedtaking the inverse of the distance square among the grids). Once the
values are calculated, they are placed on the gridand it is determined that the smallest values are
the ones where a mobile node should be placed. For boundaries and obstacles in the map, a value
of 1 is set to the surrounding of the last boundary of the map and around the obstacle . Another

topic to have in mind is the hot zone effect, it is expected that some sensors aggregate but it is
not always necessary the casea nd t h athesesaehwhty z o rmreaswhera theeweighted

value is between 0 and 0,4. Thesehotspots are the first places where the mobile sensors should
go. From the simulations, the results show a very uniform deployment of nodes without over -tight

distributions to avoid over -lapping.

Another approach in Automatic Barrier Coverage with Mobile Sensor Networks (Kong, et al., 2010)
proposes forming a barrier surrounding a region of interest in an automatic manner due to
difficult in deployment or danger using virtual force and convex analysis.A strong barrier coverage
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formation is considered that consists of a closed chain around the target region , this approach
minimizes redundancy of sensors to improve efficiency and cost compared to a random
localization of sensors;and mobile sensors are chosen to avoid human hazard.

A chain readion algorithm is proposed on w hich sensors moveto form a maximal k strong barrier
coverage (automatically and cooperatively) using only local information. First, the algorithm
analyses theboundaries of the region and then tackles the barrier forming pro blem instructing
the mobile sensors to go to the boundary, communicate with each other and organize around the
region (this algorithm can be applied also to protect dynamic regions). From the performance
analysis it was clear that the zigzag of the mobile sensors while seeking its pathcosts mainly its
travel distance making this a task that can be improved. Future work still needs to deal with
obstacle avoidance, energy savingsand minimal travel distance for the mobile sensors.

Focusing on the channel allocation related to energy saving on devices and reducing interference

on a WSN with multiple access points,researchhas been conducted (ZHai, et al., 2022where an

air and ground cooperative wireless sensor network is proposed. In this proposal, there are fixed
Terrestrial Access Points (TAP) and Aerial Access Points (AAP) as UAVs to assist the data collection
and different implements algorithms to deal with the optimal posi tion of the Aerial Access Points
(AAP) like a weighted-independent-set inspired algorithm, with the channel allocation using a K-
CUT based algorithm and with the power control for the sensors using a low power iterative
algorithm.

The whole algorithm fir st must select the optimal position of the AAP by computing the different
positions and the SINR requirements of the sensors, then with this position the channel allocation
must be analyzed. About this, it is important to consider that on a big network the number of
sensors can be bigger than the number of available channels given by the TAPs and AAPs and this
is the reason why the NOMA (Non-Orthogonal Multiple Access) technique is adopted to support
massive connectivity allowing multiple users to share the same channel with different codewords
or power levels. Lowering interference is key as it also affects the transmission power, and
interference is caused by the multiple TAPs and AAPs broadcasting in the same area. Considering
all this, the channel allocaion problem is addressed as a suntinterference minimization problem.
With the position and the SINR requirements of the selected channel, the sensor transmission
power is controlled according to the data. The model called Joint Optimization was compared on
simulations with other models named Terrestrial Network, Random AAP Position, Random
Channel Allocation, Random User Pairing and Orthogonal Multiple Access (OMA). In the
simulations, it is shown that the Joint Optimization is superior to all the other mo dels in terms of
Energy Consumption and Probability of Successful Decoding on different scenarios. From the
simulations some insights can be gathered. The first one is that NOMA can reduce the energy
consumption of the sensors (comparing to OMA) as with less channels, less intercell interference,
the second one is that NOMA needs a proper pairing scheme, as an incorrect one can degrade
the performance of the network, the third one is that AAPs also reduce power consumption of the
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sensor and the fourth and final one is that interference is the main dominating influence in the
power consumption of the sensors. For future work this can be applied to dynamic scenarios
gathering information in real time and making relevant decisions as predicting the trajectory o f
the UAVSs.

Integration of autonomous systems into automatic deployment and IoT

UAV-Assisted 10T has been proposed to aid in energyefficient data collection and device
positioning (Zijie, et al., 2020)where instead of having just traditional terrestrial base station an
UAV s usedto assist the base stationsas a mobile data collector and aerial anchor node. The goal
is to minimize energy consumption of the loT devices since while using conventional fixed base
stations the devices at the edge of coverage use a bigger amount of energy compared to the
close ones, the purpose of the UAV is tosynchronize its trajectory with the transmitting schedule
of the devices so the transmission effort is smaller while it is still secure and reliable and also to
aide in localization for the devices with 3D mapping as a mobile anchor node. The purpose of the
research is toanalyzethe main challenges of conventional terrestrial IoT networks, design the data
collection design for the UAV, develop a 3D device positioning design with the UAV, formulate
the optimization problem for energy efficient data collection and high -accuracy device
positioning and propose a differential evolution (DE)-based method for solving that optimization

problem.

According to the research, the positioning of the devices and the performance of the data
collection offered by the base stations are not enough in terms of energy efficiency and 3D
positioning accuracy. In the proposed solution the UAV will have two main channels (one
connecting it to the base station and other connecting it to the devices) andin order to reduce
the energy consumption, the link should use the highest transmission rate available (usually when
the distance is the shortest) to spend less time transmitting as the transmission power is constant,
with this it is stated that the energy spent is directly correlated to the position of the UAV when
the device is going to transmit. For assising the device positioning, Observed Time Differenceof
Arrival (OTDoA) technology will be used approximating the location of the device calculating the
difference between all the reference signals from the anchors (UAV and base stations) For the
problem formulation, the constraints are energy consumption, reliable data collection,
transmission scheduling, number of devices accessing the UAV platform, 3D positioning accuracy,
UAV trajectory and the optimization is proposed using an efficient differential evolution (DE)
based method to the mixed -integer nonconvex optimization problem. This optimization problem
deals with lowering the maximum energy consumption while guaranteeing the required
positioning performance . According to the simulations, the solutio n significantly improves the 3D
positioning and decreases the energy consumption while collecting data.
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Processing of the Context-Aware 10T data

To understand the process of 10T data, first itis needed to analyze what characterize this type of
information and then what is the value that context aware adds to it.

The processing of Sensor Data

IoT data is characterized different than normal big data, because of challenges such as unclean
sensor data and thus high resource usage and consumption costs. Different data processing
techniques have been researched as well as fusion and analysis technique&rishnamurthi, et al.,
2020). loT data processing, fusion and analysis have 5 layes: the first one, is the one where all the
sensors, actuators and devices are placed. These devices have limitations in terms of size,
processing, memory, network and storage. The next layer is the sensor data, where extracted data
from the sensors is voluminous and, in some cases, uncertain. After the sensor data, a processing
layer is established where denoising is made, outlier and missing data is detected and data is
aggregated. After the data is normalized, fusing the data is necessary to integrate between true
sensor data and heterogeneous sensors and then the filtered and organized data is analyzed. l1oT
sensor data has technical constraints, realtime processing, scalability, data representation and
heterogeneity.

To improve the processing efficiency, all the data to be processed must be real and not altered by
external causes like noise. Denaising filters the real data from the noise using wavelet transform
methods which effectively remove the noise within the signal. In most cases, some data is mising
because of external factors (noise, communication loss, etc.) and then this data is used to train
algorithms in an unreliable way. To solve this missing data problem, first it is necessary to detect
why the data is missing and categorizing it according if the data is missing completely at random,
missing at random or nor missing at random. Second, finding the pattern of the missing data and
third deploy an imputation algorithm with the found information about the missing data. These
algorithms are Gaussian Mixture Model, Spatial and Temporal Correlation, Nearest Neighbor
Imputation, Incremental Space-Time Model and Probabilistic Matrix Factorization. To detect
outliers, spatial correlation-based data outlier detection is done with the next methods: Voti ng
mechanism, classifiers and principal component analysis. Data aggregation is made to reduce the
unnecessary transfer of data and can be done using the next three approaches: treebased,
cluster-based or centralized. Fussing data is important because itincreases the accuracy of the
information for a more consistent and accurate estimate, the methods are Bayesian, Kalman Filter
and Direct Fusion. The analysis of the data is done using different models like machine learning,
deep learning, artificial neural networks, convolutional neural networks, recurrent neural networks,
autoencoders and generative adversarial networks.

28



Towards Cloud-Native Context-Aware Autonomous Robotics for IoT Applications

Context awarenessin sensor deployment and processing raw sensor data

Context awareness computing can be used to increase the intelligence behind systems and to
give extra value to the multiple gathered information. A conceptual framework denominated
Context Spaceswas proposed (Padovitz, et al., 2004)where an intelligent contextual space for a
systemcan be assumedaccording to the current state of the subspaces that conforms it following
a series ofrequired attributes to make these assumptions.

A context state is considered a subspaceand it is defined when a series of attributes (values) are
fulfilled , a situation subspace consistsof range of values for these attributes to be acceptable and

an accepted region iswhen a series of elements comply with the related requirements. Therefore,
a context domain is a compilation of possible situation subspaces where these subspaces can be
comparable between each other to define the specific context domain following a series of

validations. For example, we can have the nextassignations:

Situation Subspace: Subject is healthy

Required Attribut e: Body Temperature.

Accepted Range: 36.64 37.2 degrees Celsius.

Optional Values: Any additional variable that would raise the probability of the subspace.

=A =4 =4 =

Or information that can also be used to infer what is the purpose of a gathering in a meeting

room (if it is a lecture or a business meeting). For this, also nonnumerical values should be
included making the classification using semantics and assigning numerical values to some
predefined classification of attributes. In some cases,comparing attributes is a necessity, for

instance, especially for those grey areas wherethere are ambiguous values that can easily belong
to two (or more) subspaces. To solve this scalar differenceor intersection operations can be done

between the attributes to assess to which subspace the group of values belong to more than the

other. Also, depending of the values, a state can be fully contained in space, not be contained at
all or can be partially contained; which increase the difficulty to make an accurate assumption. In

these cases,additional features should be analyzed as the degree of similarity or the degree o

containment to clear the uncertainty between the corresponding relation between the state and

their real space. Allthese concepts are some of the base aspects to analyze in order to create real
and accurate intelligent spaces that adapt automatically according to the context values that can

be gathered physically or logically in the region of interest.

Context awareness is animportant part of the autonomous system. This context can be used for
the positioning of the UAV and to add an extra layer to the sensed data by the I0T devices. For
context awareness in 10T, research has been done about ambient intelligence through conte xt-

awareness (Meurer, et al., 2018) where a system is described that uses previously collected
environmental data from the devices to define contexts and user preferencesin a room. First, the
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contextual data is processedby a context-aware decision engine that makes intelligent decisions
accordingtou s er é s p rardbyesuch sacing snergy.

The adaptive context-aware decision engine is an agorithm that controls devices according to
the context. Initially, an Extra Trees Classifier is usedn the dataset to identify the control variable é s
most relevant data relations (to reduce data and use it more efficiently), then Artificial Neural
Networks are used for classification (with the output of a device and only the relevant contextual
data) and finally a Heuristics based Fuzzy Controller is implemented for optimization of energy
and comfort for that device. With this, the predictions are for every user and device. The input
data to the system are Prior Knowledge Data (To initialize the decision engine), Room Data (Sensor
Data when the room is empty), User Room Data Contextual data while the user is in the room)
and User Commands Data All the manual adjustments to the environment done by the user or
by the algorithm). When the system makes a prediction (for example turning a light off) it waits
for 5 minutes to check if the user issues a command (turning the light on). If no command was
issued, then this is added to the user commands data and if a command was isued it is considered
as a negative feedback andadded again to the artificial neural network. And a fuzzy controller is
used to control the luminosity of the lights according to the environment. Simulations are done
and it is concluded that context can help into to predictive analysis and automatic environment
device control and the systems is efficient in energy saving as well as adjustingthe rooms for
comfort.

Context awarenesscan also beapplied to aide UAVs on complex and dynamic environments from
an autonomous perspective (Cavaliere, et al., 2019) In this paper, a proactive, context-aware
unmanned system for surveillance is shown that flies over a target region to collect data (video,
sensordata, etc.). Then,it recognizes the environment, sensing scene objects and dataabout the
environment (getting awareness about the scenes) and finally, takes a decision about the
perception obtained. This is achievedon two building blocks, bei ng the first one the semantic web
technologies for object description and the second one being fuzzy cognitive map model to
discern a situation that needs a decision. For this UAV-based surveillance systemthe situational
awareness(SA)is divided into three levels. The first one is perception where datais retrieved from
sensors, the second one is comprehension where the understanding of the situation is made
(collecting comprehension and doing ontology reasoning ) and the third level is projection where
a future state is predicted previous evaluation of the information . An example candetect at level
one smoke and a car, at level two understand that this represents a broken car and at level three
alert about this situation to the authori ties or taking immediate action to solve it . For this system
in particular, level 1 SAdetects moving objects using a camerathat is part of the drone . A tracking
algorithm is used to scan the frames and extract the moving object. To retrieve the location
information of the object Google Maps service is used and additional sensors can be integrated
from categories such asspeed and distance, infrared and thermal, image and chemical sensors.
Level 2 SAfirst the object recognition is donde using ontology the n events and spatial relations
are acquired assessing the criticality using FCM methodology which combines fuzzy logic and
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neural networks. On level 3 the criticality of the situation is evaluated and shown for human
interpretation (showing also possible causes for the scenario)

Integrating cloud components for automatic lIoT systems

Two parts of the complete system needs to be analyzed here, first the physical deployment part
and then the operational part of the system, in which, both of them s hould be cloud -native.

Cloud robotics and automatic deployment

Cloud robotics also has been researched using context awareness for material handling in
cognitive industrial 10T (Wan, et al., 2018) In here, it is proposed a cognitive industrial entity that

does context aware services and load balancing in thesituation of improving material handling in

a manufacturing line of production implementing d ecision making mechanismsand cloud-based

localization and mapping (SLAM)considering energy efficiency and cost saving.

Using cloud on robotics overcomes the limitation of resources as the computing in the cloud is

virtually unlimited and elastic. The system uses cloud robotics and an industrial wireless network
to gather environmental data, which is also sent to the cloud, to be added as context, processed
and then used to make decisions In this system, not all the devices connect to the cloud (to save

bandwidth and network) but communicate between them and only some of them are the ones to
access the cloud. Firstall the relevant information (device status, storage, demand information

and environmental parameters) is fetched from the IWN and sent to the cloud, there, context can
be added to all the sensed data. Then this data is added to the decision-making algorithms which

choose between energy efficiency or cost savingsand calculate and send the SLAM tasksto the

robots. All this knowledge is saved in a library that is shared among the cloud robots for learning

purposes and big data analysis is also applied into them for optimization and diagnosis.

Cloud monitoring systems and automatic deployment

Systems combining 10T, Cloud Computing and Data Mining, among others, for monitoring
agriculture have been proposed (Shubo, et al., 2019) The goal of this research is toincrease loT
in the agricultural industry on China and minimize the dependency on humans and to achieve
this, first, a system analysis is done wherefunctional requirements are highlighted in the process
of gathering information from the field (water, fertilizer, heat, gas, etc.) and sent to an intelligent
gateway. The intelligent gateway should be a raspberry pie that sends the gathered data to the
cloud (after local catching). This gateway provides web services through RESTful APIs to allow
third party monitoring of sensor data, video, device control and also to allow redundancy. The
data transmission from the gateway can be done using ZigBee, Wi-Fi, Bluetooth or serial port and
the transmission protocols that the gateway uses to communicate with the sensors is COAPand
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to communicate with the cloud are TCP/IP-based HTTP, MQTT andNebSocket application layer
protocol. The storageis done in the cloud, data query interface canbe done using APIs andsome
trigger conditions can be set so big data analysis and machine learning can be implemented with
the agricultural information. Finally, as all the data can be fetched (directlyfrom the gateway or
the cloud) external monitoring systems can be implemented and data analysis can also be done
in order to send back commands to the system using MQTT. With these requirements, the
functional structure of the system was divided into intelligent gateway, equipment monitoring,
agricultural product management, data information, big data analysis and decision making and
user center, which in turn is also divided into four layers (perception, network, support and
application).

After the previous analysis,the final proposed system consists of a RaspberryPi for the intelligent
gateway running the Raspbian platform, the communication protocol for the sensor network is
Zigbhee, the selected cloud computing platform is AWS and the implemented services are EC2
(running a virtualized Ubuntu Server),S3, DynamoDBand RDS(Oracle) for storage and database
handling and finally for data analysis Kinesisand Machine Learning are used. For the monitoring
platform, a system was implemented using Spring MVC that uses subscription mechanismsand
can remote control the devices after data analysis is made.The hybrid storage scheme is made so
DynamoDB is used for the storage and querying of all the data, Elastic MapReducemakes a
statistical analysis of the data and transfers the results to the RDS (Oracle) database for user query
After simulations, it was concluded that the hybrid storage is efficient, using the raspberry pie as
a gateway improves video surveillance, managing the sensor data and the remote control,
implementing AWS lowers the cloud management difficulty and cost and improves stability of the
overall system.
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METHODS AND ALGORITHMS

Use Case

To fulfill the aim of this research, the next architecture for the prototype systemis proposed:

!
Cloud '@ & Cloud

Backend and

O
)
) \ Dashboard

Unmanned
Vehicle
—
—
=°
=
¢ Sensors

Figure 2 - System's Architecture

The mains components of this prototype are:

V A semi-autonomous robot with the capabilities of doing a predetermined route
commanded by the cloud backend and positioning a sensor.
V An environmental sensor that measures temperature, dew point, pressure humidity,
altitude and illuminance and sends the data directly to the cloud.
V A cloud backend that:
o Controls the movements of robot.
0 Processes the gahered data from the sensor and adds context.
0 Has a reasoning agent to analyze the environmental data and provide
recommendations.
0 Allows for visualization of the data.

It is envisioned that this prototype system does the next tasks to implement monitoring in a
certain location:
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1. A line following robot (unnamed vehicle) goes in a route and measures different
environmental variables in different locations along the route.

2. Once the vehicle arrives to the measuring locations, it scans physically thesurroundings
and sendsthat data to the cloud to be analyzed.

3. The cloud backend analysesthe context data of the robot to determine if a measuring

location has been reached.

Then, orders are sent back to the vehicle to deploy the sensor.

The vehiclewaits in place for the time the system requests.

Once in place, environmental data is being sent directly to the cloud.

Once the measuring time is elapsed, the cloud systemgives the command to the vehicle

to go to the next measuring place and so on.

8. When the route is finalized, the application processes the sensor data, adds context and
shows it to the final user, according to the initial need for measuring.

9. Additionally, besides visualizing the information, the system provides recommendations
for indoor and outdoor comfort.

No gk

Sensordeployment with mobile robots hasbeen previously done, with a terrestrial approach using
an omni-directional mobile robot ZEN as a platform with a personalized sensor tray to carry the
devicesand a sensor manipulation mechanismto just drop them in place (Suzuki, et al., 2008)r
aerial approach using a small quadcopter Lumenier QAV400with a pinion-rack mechanismas a
manipulator (Hamaza, et al., 2019)

For the scanning of the surroundings subtask, computer vision can be implemented on the cloud
using object detection to identify lampposts or similar entities to place the sensor. Image
classification would not be enough and image segmentation would require too much processing
power and picture quality which is not necessary as placingthe sensor is not such a delicate task
and can be aided by tools from the mobile robot . Some object detection algorithms include R-
CNN, SPPnet Fast RCNN, Faster RCNN, Mask R-CNN, YOLO, SSD513, YOLOv2 and YOLOv3
among others (Feng, et al., 2019)

The sensor network is going to work using the LoraWAN protocol for Low Power Wide Area
Network (LP-WAN). It uses Chirp Spread Spectrum modulation and can transmit over long
distancesand on noisy environments (Zourmand, et al., 2019) All the deployed devices are going
to be already pre-configured and connected to the cloud and, if necessary,some additional
adjustments can be done from the backend.

Once all the measurements are done, this data is going to be an input to the reasoning agent

algorithm implemented on the backend (to use the context model) which will start to process it
and then provide visualization for it.
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The sensor

The brand of the sensorimplemented is Pycom andit has two components, a LoPy4 development

module and a pysense expansion board.

The LoPy4 module uses a proprietary Espressifmicrocontroller ESP32 with a frequency of 240
MHz, 4 MB of flash and 1.25 MB of Ram(PlatformlO, 2014)and different wireless modules to allow
for WiFi, Bluetooth, LoRa and Sigfox connectivity.The next figures presentthe parts and block

diagram of the module, respectively.

FrPYCOm’ Priopy*

GO NVENT
! WiFi Bluetooth

! LoRa Sigfox

Reset switch

Figure 3 - LoPy4 Parts (Pycom, 2020)

868MHz/915MHz 433MHz Reset Ws28128
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A A
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—RF
RF Switch S
8MB SPI
—GPI021(P12)— €SP T eah
—Ii O=Internal, 1= U.FL
v }
WIFI/BT U.FL On-board WiFI/BT 4MB
Connector Antenna PSRAM

7

GPIO ADC DAC SPI 12C UART

PWM

Figure 4 - Block Diagram for LoPy4(Pycom, 2020)

The pysense expansion boardhas the 5 sensors: 3 axis 12-bit accelerometer (LIS2ZHH12) Ambient
Light Sensor (LTR329ALS0}1)Barometric Pressure Sensor (MPL3115A2)Temperature Sensor

(S17006A20Q and Humidity Sensor (SI7006A20)
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USB serial port = l l +

JST connector
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USB to serial
converter

Accelerometer

Ambient light
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Temperature
and humidity
MicroSD sensor
card slot

Barometric
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Figure 5 - Pysense Partg{Pycom, 2020)

The LIS2HH12 is an ultra-low-power high-performance three-axis linear accelerometer. It
measures accelerations with output data rates between 10 and 800 Hzand its used for motion

controlled Ul, gaming and VR, pedometers, display orientation and vibration monitoring and

compensation, among others. (ST Microelectronics, 2015)

The LTR329ALSO01s a low voltage 12Cdigital light sensor . It transforms the measured intensity of
the light into a digital signal with a linear response from 0.01 to 64k lux.It can be usedfor lightning
control on mobile devices. (Lite-On Technology Corp, n.d.)

The MPL3115A2is an 12C precsion pressure sensor with altimetry. It works with a range from 20
to 110 kPa (all the elevations on earth) and has an additional temperature sensor that works
between -40 to 85 degrees Celsius The altitude calculation is done converting from the
compensated pressure measuredusing the values of the sea levelpressure and the US Standards
Atmosphere 1976. This value is given on meters and has a range from-698 to 11775m. (NXP
Semiconductors, 2018)

The SI7006A20is an 12Chumidity and temperature sensor that presents an accurate, lowpower

and calibrated from the factory solution with which humidity, dew-point and temperature can be

measured. The ranges for humidity go from 0 & 90 % and for temperature from -10 to 85 degrees
Celsius.lt is used for HYAC/R, thermostats, data centers, climate control, respiratory therapy and
mobile phones and tablets, among others. (Silicon Labs, 2022)

All Pycom boards run python on a particular implementation adj usted for micro controllers named

MicroPython (Pycom, 2020)which has a defined file structure on the /flash folder of the device,
shown on the next figure:
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Figure 6 - MicroPython File Structure

When the device is powering up and booting, the script &b o o tisfigstly executed. This scriptis

usedto setsomeconf i guration options for the buedand. Then
it runs the main script of the device (Micropython, 2017). About t he ot tedgiswieref ol der s
all the security certificates should be stored, el répbsgoryifos the needed libraries to run the

main code and asys; has the system files.

For this prototype, the next is the code for the boot.py script

# boot.py -- runonboot -up

from network import WLAN
import pycom

import time

import config

pycom.rgbled(0x7f7f00) #Yellow for configuring

print("Hello There!")
print("Connecting to WiFi...")

# Connect to wifi

wlan = WLAN(mMmode=WLAN.STA)

wlan.connect(config.WIFI_SSID, auth=(WLAN.WPA2, config.WIFI_PASS),
timeout=1260000)

time.sleep(30.0)

while not wlan.isconnected():

print("WiFi not connected, trying again!")

wlan.connect(config.WIFI_SSID, auth=(WLAN.WPAZ2, config.Wi FI_PASS),
timeout=1260000)

time.sleep(30.0)

print("WiFi connected succesfully!")
print(wlan.ifconfig())
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This scriptis mainly used to set up the Wi-Fi connection, until this connection is not established
the main program will not be allowed to work. An additional file was createdn a m e ebnfigeoyt
where some configuration values will be written. In this case, the WiFi SSID and password will be
called from there.

Once the Wi-Fi is operational, the main.py scrip runs where it starts sensing and then send this
information to the cloud platform (Amazon Web Services) using the MQTT protocol. The
information is sent every 10 secondsand it runs indefinitely as it is inside an infinite loop.

import time

import json

import pycom

import config

import machine

from network import WLAN

from LIS2HH12 import LIS2HH12

from pycoproc_1 import Pycoproc

from S17006A20 import SI7006A20

from LTR329ALS01 import LTR329ALS01
from MQTTLib import AWSIoTMQTTClient
from MPL3115A2 import MPL3115A2, ALTITUDE,PRESSURE

pycomheartbeat(False)

pycom.rgbled(0x7f7f00) #Yellow for configuring

#Setting Time
rtc = RTC()
rtc.ntp_sync("0.europe.pool.ntp.org™)

#Configure the MQTT client

pycomAwsMQTTClient = AWSIoTMQTTClient(config.CLIENT _ID)
pycomAwsMQTTClient.configureEndpoint(config. AWS_HOST, config.AWS_PORT)
pycomAwsMQTTClient.configureCredentials(config. AWS_ROOT_CA,
config.AWS_PRIVATE_KEY, config.AWS_CLIENT_CERT)
pycomAwsMQTTClient.configureOfflinePublishQueueing(config. OFFLINE_QUEUE_SIZE)
pycomAwsMQTTClient.configureDrainingFrequency(config.DRAINING_FREQ)
pycomAwsMQTTClient.configureConnectDisconnectTimeout(config. CONN_DISCONN_TIMEO
uT)
pycomAwsMQTTClient.configureMQTTOperationTimeout(config.MQTT_OPER_TIMEOUT)
pycomAwsMQTTClient.configureLastWill(config.LAST_WILL_TOPIC,
config.LAST_WILL_MSG, 1)

#Connect to MQTT Host

if pycomAwsMQTTClient.connect():
print'AWS connection succeeded')

else:
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print('No connection to AWS')
machine.reset() #Until it connects

py = Pycoproc(Pycoproc.PYSENSE)

while True:

pycom.rgbled(0x007f00) # green for measuring
msg = {}

si = SI7006A20(py)

msg["Temperature"] = round(si.temperature(),2)
msg["Humidity"] = si.humidity()
msg['DewPoint"] = si.dew_point()

alt= MPL3115A2(py,mode=ALTITUDE)
msg["Altitude"] = alt.altitude()

press = MPL3115A2(py,mode=PRESSURE)
msg["Pressure"] = press.pressure()

li = LTR329ALS01(py)
msg["Light"] = li.lux()

acc = LIS2HH12(py)

msg["Acceleration"] = acc.acceleration()
msg['Roll"] = acc.roll()

msg["Pitch"] = acc.pitch()

msg['Battery"] = py.read_battery_voltage()

message = json.dumps(msg)

#print(message)

#print( "
------ ")

if wlan.isconnected():
pycomAwsMQTTClient.publish(config. TOPIC, message, 1)

else:
machine.reset()
#Sleeping interval between measurements
for cycles in range(2): # sleep for 5x2 = 10 seconds

pycom.rgbled(0x7f0000) # red
time.sleep(3)
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pycom.rgbled(0xOAQAO08) # white
time.sleep(2)

In this code, first the MQTT client is created with the respective parameters stored in the config.py
script. This information is related to the corresponding AWS entity ( 7/ing) information is:

AWS POR.The port for the MQTT AWS connection.

AWS HOSTAWSMQTTendpointé s addr es s

AWS ROOT CAocation of the Amazon Trust Services Certificate.

AWS _CLIENT _CERDBcationofthec | i ent és certi ficate.

AWS PRIVATE KAXYcation of the certificate with the private key for the device.

CLIENT [Drhe ID of the MQTT Publisher.

TOPR/CThe topic of which the information is going to be published.

Additional configuration settings such as: OFFLINE_QUEUE &ZDRAINING FREQ
CONN_DISCONN_TIMEOUYT  MQTT_OPER_TIMEOUT LAST WILL TOPIC and
LAST WILL MSG

<K<K <K<K <K<K KL

Then, the MQTT connection is checked and the measuring is done. A json package is made with
the values of Temperature, Humidity, Dew Point, Altitude, Pressurellluminance, Acceleration, Roll,
Pitch and Battery Level.

The message is printed on the console (for local monitoring) and then published to the AWS
MQTT server.

Finally, the device is put to sleep for 10 seconds (while flashing red and yellow) and then the
measuring is done again.

The Robot

The chosen unmanndl terrestrial vehicle is araspberry powered tank by the brand Adeept called
RaspTanklt consists of a crawler mobile robot and the next characteristics (Adeept, 2023).

Grabbing small objects using an integrated robotic arm with 4 degrees of freedom.
Object recognition, tracking and motion detection u sing openCV.

Line tracking using an infrared reflection sensor.

Realtime video transmission using a Rasberry Pi Camera

Displaying colors to indicate the state of the robot u sing serial RGB LEDs

Remote control usingt he Raspberryés WLAN card.

o0k wnNRE
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\

Figure 7 Adeept's RaspTank(Adeept, 2023)

As told before, the robot works over a Raspberry Pi3 model B Motherboard with the next
peripherals connected to it:

Figure 8 Adeept Motor HAT (Adeept, 2021) Figure 9 Raspberry Pi CamergAdeept, 2021)
W Adeent com

K
3 |
]

Sharmpy Pertects lnowvaton

Figure 10 Ultrasonic Sensor Module (Adeept, 2021)  Figure 11 Adeept WS2812 RGB LED Mode (Adeept, 2021)

Figure 12 Adeept 3-CH Line Tracking Module Figure 13 Gear motors (Adeept, 2021)
(Adeept, 2021)
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Figure 14 Servo motors (Adeept, 2021)

The RaspberryPi 3b motherboard has the next characteristics (Raspberry Pi, 2023)

64bit CPU BroadcomBCM2837with 4 Cores at 1.2 Ghz

1 Gb of RAM

Wireless LAN and Bluetooth Low Emrgy network card BCM43438

Ports: 100 Base Ethernet40 pin GeneralPurpose Input/Output , USB 20, Sereo Audio and
composite video, HDMI, CSI camera port DSI, Micro SD and Micro USB.

< << KL<

For the proper functionality of the robot, the operating system of the device is RaspbianBuster
for ARM processor architecture (which is based on Debian GNU/Linux)(Adeept, 2022) which is
burned into a SD card to be inserted into the Raspberry Pi.

This robot was chosen because of its line following capabilities, expanded DoF and possibility to
be remotely controlled.

After the Raspberry Piis correctly running the OS, the programming to control the robot is
downloaded from Adeepts repositor y:

https://github.com/adeept/adeept_rasptank.git

and installed with the python script located in

adeept_rasptank/setup.py

After the setup.py script is executed the system reboots and the robot programming loads
automatically on boot executing the script webServer.py

The scripts copied and installed from Adeeptés re

V  GUL This folder should be copied on a windows PC to control the robot via a GUI program
that runs over python scripts (Adeept, 2021)

V client: Has the same content as GUI.

V images: Repository of the images for the readme file.

V server: This folder has all the scripts that the tank uses tofunction, which are:
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O O O O

o O O O

dist Folder with the repository of the files forther obot és contr ol
and css codes)

FPV.p)Script that handles all the functions for First Person Video and openCV
Instruction.txt Script that handles all the functions for First Person Video and
openCV

Kalman_filter.py Script that implements a Kalman filter for controlling the
movements of the servos of the robotic arm, the camera and the ultrasonic sensor.
LED.pyScript that handles all the functions for displaying colors.

LEDapp.pyscript that runs an application to control the colors displayed.
OLED.pyScript that handles all the functions for an OLED display

PID.pyScript that implements a Proportional Integral Deriv ative controller for the
movements of the servos of the robotic arm, the camera and the ultrasonic sensor.
RPIservo.pyscript that handles all the functions for physically controlling the servos
with the Rasperry Pi

app.py Script that handles all the functions for running a flask server for the web
control.

appserver.py Script that runs the main application where the robot is controlled
from the desktop GUI.

appserverAP.pyScript that runs the main application where the robot is controlled
from the desktop GUI and also implements a dedicated Wifi Access Point for
control.

base _camera.p)Script that handles all the functions for the Raspberry Pi Camera.
camera_opencv.pyScript that handles all the functions for implementing openCV
on the camera.

config.ixt Text file with various values of configuration parameters shared between
scripts.

findline.py Script that handles all the functions for infrared tracking line.
functions.py Script that calls all the function scripts that the robot can execute.
info.py Script that handles all the functions for distance detection and tracking for
the ultrasonic module.

move.py Script that handles all the functions for controlling the wheel moto rs.
raspi-config.py Script that executes all the functions when a TPC command is
received.

requirements.txt Text file with all the python libraries needed for the operation of
the robot.

robotLight.py Script that handles all the functions for controlling the RGB LED
modules.

server.pyScript that handles all the functions from the GUI control mode.
serverTest.pyTest script for the server.

servo.pyScript that initializes all the variables and parameters of the servo motors.
switch.py Script that handles all the functions for the Robot HAT.
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o trackingMoudle.py Scriptthat runs an application for showing the detection of the
3-channel line tracking module.
0 ultra.py Script that runs an application for showing the distance detection and
tracking with the ultrasonic sensor.
0 webServer.pyScript that runs the main application where the robot is controlled
from a web page.
LICENSELicense file for the software of the robot
README.mdInstructions for setting up the Raspberry Pi
autorun.py: Script for selecting the script that automatically loads at boot.
config.json: Configuration file
initPosServor.py. Script that initializes the position of the servos always at the same
position with the arm joints at 90° with the hand aligned.
instruction.txt: Additional instructions for writing the OS, installing the programs or
assembling.
V setup.py: Script that installs the robot scripts on the Raspberry Pi.

< <K<K <KL

<

Basically, the robot operates creating a web serverfor control (with the script webServer.py and
when it is accessed by theassigned local IPfollowed by the port 5000 shows the next webpage

Adeept Bot Contorller

Figure 15 Robot's Web Interface (Adeept, 2021)

When a device logs in, a websocket communication is created (using the port 8888) between the
robot and the device accessing it, with the robot listening constantly to the possible commands
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sent by the user. These commands are processed and executed with the next functions in the

webServer.pyscript.
def functionSelect(command_input, response):
global functionMode
if 'scan' == command_input:
if OLED_connection:
screen.screen_show(5,'SCANNING")
if modeSelect == 'PT":
radar_send = fuc.radarScan()
print(radar_send)
response|['title’] = 'scanResult’
response['data’] = radar_send
time.sleep(0.3)
elif findColor' == command_input:
if OLED_connection:
screen.screen_show(5,'FindColor’)
if modeSelect == "'PT"
flask_app.modeselect(‘findColor’)
elif 'motionGet' == command_input:
if OLED_connection:
screen.screen_show(5,'MotionGet'")
flask_app.mo deselect('watchDog")

elif 'stopCV' == command_input:
flask_app.modeselect('none’)
switch.switch(1,0)
switch.switch(2,0)
switch.switch(3,0)
elif 'police' == command_input:
if OLED_connection:
scre en.screen_show(5,'POLICE")
RL.police()
elif 'policeOff' == command_input:
RL.pause()
move.motorStop()
elif 'automatic' == command_input:
if OLED_connection:
screen.screen_show (5,'Automatic’)
if modeSelect =="'PT"
fuc.automatic()
else:
fuc.pause()
elif 'automaticOff' == command_input:
fuc.pause()
move.motorStop()
elif 'trackLine' == command_input:
fuc.trackLine()
if OLED_connection:
screen.screen_show(5, TrackLine")
elif 'trackLineOff' == command_input:
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fuc.pause()
move.motorStop()

elif 'steadyCamera' == command_input:
if OLED_connection:

screen.screen_show(5,'SteadyCamera’)

fuc.steady(T_sc.lastPos[2])

elif 'steadyCameraOff' == command_input:
fuc.pause()
move.motorStop()

def robotCtrl(command_input, response):
global direction_command, turn_command
if ‘forward' == command_input:
direction_command = ‘forward'
move.move(speed_set, ‘forward’, 'no’, rad)
elif 'backward' == command_input:
direction_command = 'backward'
move.move(speed_set, 'backward', 'no’, rad)
elif 'DS' in command_input:
direction_command = 'no’
if turn_command == 'no".
move.move(speed_set, 'no’, 'no’, rad)
elif 'left' == command_input:
turn_command = 'left’
move.move(speed_set, 'no’, 'left', r ad)
elif 'right' == command_input:
turn_command = 'right'
move.move(speed_set, 'no’, right', rad)
elif ' TS'in command_input:
turn_command = 'no’
if direction_command == 'no"
move.move(speed_set, 'no’, 'no’, rad)
else:
move.move(speed_set, direction_command, 'no’, rad)
elif 'lookleft' == command_input:
P_sc.singleServo(14, -1, 3)
elif 'lookright' == command_input:
P_sc.singleServo(14, 1, 3)
elif 'LRstop' in command_input:
P_sc.stopWiggle()
elif 'up' == command_input:
T_sc.singleServo(11, -1,3)
elif 'down' == command_input:
T_sc.singleServo(11, 1, 3)
elif 'UDstop' in command_input:
T_sc.stopWiggle()
elif ‘handup' == command_input:
H2_sc.singleServo(13, -1,7)
elif 'handdown' == command_input:
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H2_sc.singleServo(13, 1, 7)

elif 'HAstop' in command_input:
H2_sc.stopWiggle()

elif 'armup' == comm and_input;
H1_sc.singleServo(12, 1, 7)

elif 'armdown' == command_input:
H1 sc.singleServo(12, -1,7)

elif 'Armstop’ in command_input:
H1 sc.stopWiggle()

elif 'grab’ == command_input:
G_sc.singleServo(15, 1, 3)

elif 'loose' == command_input:
G_sc.singleServo(15, -1,3)

elif 'stop’ == command_input:
G_sc.stopWiggle()

elif 'home' == command_input:
P_sc.moveServolnit([11])
T_sc.moveServolnit([14])
H1_sc.moveServolnit ([12])
H2_sc.moveServolnit([13])
G_sc.moveServolnit([15])

Essentially the functionSelect()function activates the next operation modes on the robot:

V Motion Get: The robot stops and reacts to moving objects.

V Automatic: Using the ultrasonic sensor, every time it detects an obstacle the robot turns
left and goes backward.

V Police Light: Makes the LEDIights blink between red and blue.

V Track Line:The robot tracks a black line on a white surface using a 3channel infrared
module.

V CVFL Control:Line following option using the integrated camera.

FC Control: To identify objects of a determined color using the integrated camera.

<

And the robotCtr/( ) moves the robot, arm or cameraaccording to these messages

‘forward': The robot moves forward.

'‘backward': The robot moves backward.

'DS" Command to stop the robot moving forward or backward.

'left': The robot turns left.

'right’ : The robot turns right.

'TS Command to stop the robot turning left or right.

'lookleft' : The clanp at the end of the arm rotates to the left.

'lookright’ : The clamp at the end of the arm rotates to the right.

'‘LRstop: Command to stop the clamp at the end of the arm rotating left or right.
‘'up': Tilts the cameraup.

<K<K <K<K <LK KKK KL
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‘down': Tilts the cameradown.

'UDstop': Command to stop the tilt of the camera up or down.

'handup': Rotates the hand in the robotic arm up.

‘handdown’ Rotates the hand in the robotic arm down.

'HAstop': Command to stop the hand in the robotic arm rotating up or down.
‘armup': Rotates the robotic arm up.

‘armdown’: Rotates the robotic arm down.

'‘Armstop': Command to stop the arm rotating up or down.

‘grab’: Closes the clamp at the end of the robotic arm.

'loose’: Opens upthe clamp at the end of the robotic arm.

'stop': Command to stop the clamp at the end of the arm opening up or closing.
'home': Moves all the servos to their initial position.

<K<K <LK <LKKLKKLK<LKKK KKK KL

The script functions.py was modified to adapt the robot for the prototyp e more specifically, in the
function for line tracking . This modification was made to accomplish the goal of the robot
stopping by itself on certain measuring stations, as nor the robot or the sensor have the
capabilities to allow indoor or outdoor localization, and to communicate with the cloud
application when it has stopped (or reached a measuring place).

The original script was:

def trackLineProcessing(self):

status_right = GPIO.input(line_pin_right)
status_middle = GPIO.input(line_pin_mi ddle)
status_left = GPIO.input(line_pin_left)
#print(R%d M%d L%d'%(status_right,status_middle,status_left))
if status_middle == 1.

move.move(100, forward’, 'no’, 1)
elif status_left == 1:

move.move(100, 'no', 'right', 1)
elif status_r ight ==

move.move(100, 'no’, 'left’, 1)
else:

move.move(100, 'backward’, 'no’, 1)
time.sleep(0.1)

The modified script is:
def trackLineProcessing(self):
global first, client_socket, counter

if first < 1:
time.sleep(5)
client_socket = socket.socket()
client_socket.connect(('172.27.224.1', 8085))
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greet = "Hi You"
client_socket.sendall(greet.encode())

first =+ 1

status_right = GPIO.input(line_pin_right)
status_middle = GPIO.input(line_pin_middle)
status_ left = GPIO.input(line_pin_left)

if (status_middle == 1) and (status_left == 0) and (status_right

counter =0
move.move(80, 'forward’, 'no’, 1)
elif (status_middle == 1) and (status_left == 1) and (status_rig

counter =0
move.move(80, 'forward', 'no’, 1)
move.move(80, 'no’, right', 1)
elif (status_middle == 0) and (status_left == 1) and (status_right

counter =0
move.move(80, 'no', 'right', 1)
elif (status_middle == 1) and (status_left == 0) and (status_right

counter =0
move.move(80, forward’, 'no’, 1)
move.move(80, 'no’, 'left’, 1)
elif (status_middle == 0) and (status_left == 0) and (status_right

counter =0
move.move(80, 'no', 'left', 1)
elif (status_middle == 1) and (status_left == 1) and (status_right
==1):
move.move(80, 'no’, 'no’, 1)
counter +=1
if counter == 20:
data = 'stop'
print(data)
client_socke t.sendall(data.encode())
time.sleep(5)
elif (status_middle == 0) and (status_left == 0) and (status_right

move.move(80, 'backward’, 'no’, 1)
counter =0

else:
movemove(80, ‘backward', 'no', 1)
counter =0

time.sleep(0.1)

ht
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Al first, a socket connection is established with the cloud server to send messages,then the
movement algorithm was modified to make the robot stop when the 3 channels in the sensor
detect a black line for a certain period of time and then sends a &s ¢ mgsgage to signal the
platform that the robot has stopped.

With this, the cloud application can control the movements of the robot and communicate with it
receiving a message when the robot has reached a physically marked measuring place.

The Cloud Backend

For this prototype, different services of Amazon Web Services will be usedfor the differ ent
components integrated in the cloud to gather and process the data from the sensor, control the
robot and make reasonings with the information.

Theraw sensordata is sentto loT Corethat acts as a message brder between the sensor and the
cloud platform. Then, the data is forwarded to 10T Analyticswhere a dataset is created and stored
on S3 ALinux instance on EC2 was deployedvith different algorithms to analyzeand reason with
the data, provide visualization and control the robot.

0T Analytics

aws

Dashboard

Figure 16 Cloud Architecture
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loT Raw Data Processing

All the sensor data is sent to the cloud where it is processed and stored. The MQTT messages
from the sensor are sent to AWS where the service 0T Core receives themacting as a message
broker. 0T Core service is used tomanage multiple devices without handling the servers, uses
MQTT, HTTPS, MQTT over WSS, and LoRawWabmmunication protocols, secures the connections
and is able to pre-processthe information on the go (Amazon Web Services, 2023)In 10T Core,
the sensor s linked to a T7heggresource. A Thing is the digital representation of the sensor, it
usesdedicated certificates to validate the integrity of the communication between both ends and
applying policies to it, the publishing or subscribing to different topics is allowed (Amazon Web
Services,2023). A thing named aADIOT4EM; was c¢cr eat ed asthe fejiv&entation
of the prototype sensor.

After the delivery of the MQTT messages onthe AWS platform is corroborated using its MQTT
test client, the acquired information needs to be processed and stored on the cloud and as loT
Core is just a message brokerbetween Internet and the AWS platform, another service is needed
For this, AWS IoT Analytics service was implemented

This is one of the messages show on the MQTT test client comingfrom the sensor:

w ADIoT4EM March 10, 2023, 15:56:25 (UTC+0100)

{

"Roll": -5.5628@6,

"Temperature"”: 35.55,

"Pressure": 99552.5,

"Humidity": 15.06094,

"Altitude": 150.8,

"Acceleration": [
©.05432129,
0.8409424,
©8.5577393

1

"DewPoint": 4.9973@s6,

"Pitch": -56.32172,

"Battery": 4.646559,

"Light": 95.9459

}

Figure 17 MQTT Message from the Sensor
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AWS loT Analytics serviceprocesses the data (filtering, transforming, cleaning, enriching and
storing), can integrate MATLAB, Octave and other code containers can perform machine learning
(using Jupyter notebooks), analyze the performance of the devices and visualize trends.Thewhole
process it can do to the data is collecting, processing, storing, analyzing and then reporting
(Amazon Web Services, 2023)

To route the messages from loT Core to 0T Analytics, aule was createdwhere all the messages
with the topic aADIOT4EM; must be sentto a channel in 0T Analytics.An SQL queryneedsto be
done on the message which allows to select certain information only (filter) based on some
conditions. In this case, all the information is being sent with the addition of the timestamp of the
received messagewith the next syntax:

SELECT *, parse_ time("yyyy MM dd HH:mm:ss", timestamp(), 'Europe/Stockholm') AS
Time FROM 'ADIoT4EM'

This rule should be assigned to a role with enough privileges to grant AWS loT access tothe
pr oj endpgoiagts i n this caseADoi4Mrrabel eand tnhrineedi se t he pol
it.

aws-iot-rule-ADlIoT4EM-action-1-role-ADIoT4EM_role €] Copy Edit

Figure 18 AWS Data Routing Policy

IoT Analytics uses different components named Channel, Pipdine, Data Store and Data Set. A

channel gathers the unprocessed messages from acertain MQTT topic (redirected using the rule

explained above), a Pipelineprocess the messages from the channel and stores them on a data

store. It can remove, rename, addand filter attributes or values using predefined or Lambda

functions (for advanced transformation or normalizing data) . A data store is the place where the

output of the pipeline procecmshebcaledarmguernbscanbeés not
doneto it. Finally, a data set is the fetchedinformation from the data store and this can be an SQL

data set or a container data set. To this produced dataset, machine learning and statistical analyses

can be applied using Jupyter Notebooks. (Amazon Web Services, 2023)
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For this prototype, these are the different created components:

Channel

The name of the channel issadiotdem_channed; it receives all the raw data sent by the sensorand
savesit in a built-in channel storage in AWS IoT Analytics.The data retention period for the
information is set to indefinitely. In the channel dashboard, the storage type, status, last message
arrival time, date of creation and last updated date information is shown. In the specific page for
the channel, the incoming messages can be monitored or the data retention period of the storage

can be modified.

Crannets (1

1 &
Name Storage type Status Last message arrival time Created
adiot4em_channel Service managed @ Active Mar 13, 2023 2:54:22 PM +0100 Mar 10, 2023 12:20:5¢
»
Figure 19 AWS loT Analytics Channels
AWS loT Analytics Channels adiotdem_channel
adiot4em_channel

Details

Channel ARN Info Creation date
am:awstistanalytics:eu-central-1:351880275390:channel/adiotdem_channel

Last updated date

Status
© Active Mar 10, 2023 12:20:56 PM +0100

Monitoring Storage Tags

1h  3h 12h  1d 3d 1w Add to dashboard

IncomingMessages

2

11:00 115 11:30 1:45 200 215 230

Figure 20 adiot4dem_ channel
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Pipeline

The name of the pipeline is sadiot4em_pipelineg itt akes al | t ddeidethacbaanef r o m &
and sends it to a data store. In the pipeline dashboard, just the created and last updated date

information is shown. In the specific page for the pipeline, the execution errors of fetching from

the channel, pushing to the data store or from the pipeline itself can be monitored as well as to

create activities.

Pipelines (1)

|

1 &
Name Created Last updated
adiotdem_pipeline Mar 10, 2023 12:20:59 PM +0100 Mar 10, 2023 12:20:59 PM +0100
Figure 21 AWS loT AnalyticsPipelines
AWS IoT Analytics Pipelines > adiot4em_pipeline
adiot4em_pipeline
Details
Pipeline ARN Info Created
am:awstiotanalytics:eu-central-1:351880275390:pipeline/adiotdem_pipeline Mar 10, 2023 12:20:59 PM +0100

Last updated
Mar 10, 2023 12:20:59 PM +0100

Moniitoring Activities Tags

Th 3h 12h 1d 3d Tw Add to dashboard

ActivityExecutionError-ChannelActivity-ADIoTAEM_channel_activity

No data available
Try adjusting the dashboard time range.

ActivityExecutionError-DatastoreActivity-ADloT4EM_datastore_activity

Figure 22 adiotdem_pipeline

Activities allow to filter messages as well as enriching them or transforming them. Transforming
means removing, selecting, adding, calculating messages or applying Lambda functions to
attributes, enriching means adding extra information from IoT Core information and filte ring
means applying conditions to the passing of information .
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Data Store

The name of the data store is aadiot4dem_datastoreg it receives all the processed data that passes
the pipeline and saves it in a built-in channel storage in AWS loT Analytics. Thedata retention
period for the information is set to indefinitely. In the data store dashboard, the storage type,
status, last message arrival timefile format, date of creation, last updated date and data partition
information is shown. In the specific page for the data store, just the data retention period of the
storage can be modified.

paasores 1)

1 &
Name Status Last message arrival time Storage information File format
adiot4em_datastore @ Active Mar 13, 2023 3:30:27 PM +0100 Service managed JSON

Figure 23 AWS loT AnalyticsData stores

AWS loT Analytics Data stores adiot4em_datastore

adiot4em_datastore

Overview

Data store ARN Info Retention period Info
arn:aws:iotanalytics:eu-central-1:351880275390:datastore/adiot4em_datastore Indefinite

Storage information Info Creation time

Service managed Mar 10, 2023 12:20:57 PM +0100
File format Last update time

JSON Mar 10, 2023 12:20:57 PM +0100
Status Last message arrival time

@ Active Mar 13, 2023 3:35:22 PM +0100

Size
191.42 KB as of Mar 12, 2023 12:33:00 AM +0100

Storage settings Tags

Storage

Storage type

Service managed store

Figure 24 adiotdem_datastore
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Datasets

The name of the dataset is aadiot4em_dataset; it is created from the information contained in the
aadiot4dem_datastoregc manually or periodically. In this case, the dataset is created every30
minutes. The SQL query done to fetch the information is

SELECT * FROM ADIoT4EM_datastore

Different settings can be configured like a delta window can be set to counter data delays & the
time of processing, frequency for refreshing the dataset, span of retention of the dataset and if
the dataset should be stored on AWS Storage service S3.

1 &
Name Type Triggers Status Created Last up
adiot4em_dataset Query cron(0/30***? %) @ Active Mar 10, 2023 12:20:59 PM +0100 Mar 10,
3
Figure 25 AWS loT Analytics Data stores
AWS loT Analytics Datasets adiotdem_dataset
adiot4em_dataset Runnow || Delete |
Overview
Dataset ARN Info Created
arn:aws:iotanalytics:eu-central-1:351880275390:dataset/adiot4em_dataset Mar 10, 2023 12:20:59 PM +0100
Type Last updated
Query Mar 10, 2023 12:25:02 PM +0100
Status
@ Active
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
SELECT * FROM ADIoT4EM_datastore
Delta window

Figure 26 adiotdem_dataset
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This datasetis saved intoanAWS S3 buc ket n almiecka ficcadledaaiabet cags
created with all the latest version of the dataset every minute.

Amazon S3

> Buckets » adiotdem » dataset/

dataset/

Objects

Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more [

o]

Actions ¥ H Create folder ‘ [ Upload

Q, Find objects by prefix 1 @

Name A Type Last modified Size Storage class

@ dataset.csv csv May 1, 2023, 11:09:49 (UTC+02:00) 17.2MB Standard

Figure 27 Dataset in S3 Bucket

The Cloud Server

Launching the Instance

For the computing part, a virtual server was deployed on Amazon Elastic Compute Cloud EC2
service.This serviceallows to launch multiple virtual severs as needed,with personalized security,
networking and storage requirements. Also, the platform enables to scale up or down according
to changes in requirements without the need to estimate traffic or requests (Amazon Web
Services, 2023)

According to AWS EC2 structure(Amazon Web Services, 2023)these are the features or modules
that are going to be relevant for the deployment of the server:

\%
\%

Instances:Virtual server.

Amazon Machine Images (AMIs) It the base configuration for the instance to launch. It

can be considered as a software template for the operating system.

Instance Types:Different predefined arranges of CPU, memory, storage andnetworking

capabilities for the instance.

Key Pairs:The way that AWS handleslogin security is using a public key (stored on AWS)
and a private key (stored by the user).

Regions and Availability Zones: AWS works on different physical locations; the user can
select where to deploy its infrastructure.

Security Groups:A security group attached to an instance allows or denies protocols, ports
and origin addresses to access the instance.
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V Elastic IP AddressesAllows to assign a public static IPv4 address to aninstance.
The instance createdfor this prototype has the next characteristics:

AMI: Amazon Linux 2 Kernel 5.10 AMI 2.0.20230418.0 x86_64 HVM gp2
Instance Type: t2.micro(1 virtual CPUand 1 GB of RAM)
Key Pair:ADIOT4AEM(RSA)
Network:
0 Private IPv4 address172.31.13.98
o0 Private IPv4 DNS: ip172-31-13-98.eu-central-1.compute.internal
0 Public IPv4 address3.76.143.19(Elastic IP Address)
0 Public IPv4 DNSec?2-3-76-143-19.eu-central-1.compute.amazonaws.com
V  Security Group:Besides the regular functioning ports for SSH, HTTP and HTTPS; additional
ports were allowed to warranty the operation for the VPN, the robot control and the web
application.

< << KL<

Protocol | Port | Source Description

TCP 1194 | 0.0.0.0/0 OpenVPN

TCP 22 0.0.0.0/0 SSH

TCP 443 0.0.0.0/0 HTTPS

TCP 5000 | 0.0.0.0/0 Robot Control
TCP 5900 | 0.0.0.0/0 Robot Control
TCP 80 0.0.0.0/0 HTTP

TCP 8080 | 0.0.0.0/0 Web Application
TCP 8081 | 0.0.0.0/0 Web Application
TCP 8888 | 0.0.0.0/0 Robot Control

TCP 943 0.0.0.0/0 OpenVPN
Table 1 Firewall Inbound Rules

Protocol | Port | Destination Description

All All 0.0.0.0/0 All Traffic Out
Table 2 Firewall Outbound Rules

V Storage: 30 GB of general purpose SSD

Provisioning the instance

The algorithm needs to do two main things, first control the robot and second process and
visualize the data.

For controlling the robot, it is necessary to create astatic point to point, private and secure
connection between the instance and the robot. For this a VPNserver was installed on the instance

and a VPN client on the robot. With this, the instance could reach the robot wherever it is
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connected to the internet, without the need of a fixed public IP or to be always connected to the
same network.

OpenVPN AS

OpenVPN Access Server is dree (for maximum 2 connections) open-source VPN solution

based on the OpenVPN source code and OpenSSLTaking advantage of the compatibility

of the solution with the open -source project, the created VPN is ready to work on

OpenVPN compatible software and operating systems. This VPN system is selhosted,

which means the VPN server must be deployedon t he wuser és infrastruct
VPN client. (OpenVPN, 2023)

The benefits of OpenVPN Access Server are low cost, easiness to provision, flexible
implementation (as broad compatib ility), site-to-site and remote access virtual networking
and sustains high volume of connections, among others. (OpenVPN, 2023)

According to the system requirements for the server (OpenVPN, 2023) OpenVPN AS is
only compatible (on the AWS Platform) with Amazon Linux 2. And that is the reason why
the AMI launched is Amazon Linux 2 instead of the newer Amazon Linux 2023.

To deploy the VPN server on the instance, the next syntax wastyped on the server via SSH
using the official repository to install/update the software :

yum -y remove openvpn -as-yum
yum -y install https://as - repository.openvpn.net/as - repo - amzn2.rpm
yum -y install openvpn -as

After the successful installation, the command line shows the next information to log in
into the server:

Initial Configuration Complete!

You can now continue configuring OpenVPN Access Server by
directing your Web browser to this URL:

https://172.31.13.98:943/admin

During normal operation, OpenVPN AS can be accessed via these URLs:
Admin UI: https://172.31.13.98:943/admin

Client UI: https://172.31.13.98:943/

To login please use the "openvpn" account with "a7qlbhROU4wc" password.

See the Release Notes for this release at:
https://openvpn.net/vpn-server-resources/release-notes/

Figure 28 Successfullnstallation Message for OpenVPN AS
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The IP shown is the local IP address assigned to thénstance on the AWS network.

After logging into the Admin Ul, the next is shown:

Hips//3.76.143.19, Q =2 % % 0O W :

(1) OPENVPN
Access Server
vana v v rently ON

STATUS

Status Overview
Current Users
Log Reports

CONFIGURATION lar 72.3113.98

USER MANAGEMENT

AUTHENTICATION

TooLs

DOCUMENTATION

SUPPORT

Figure 29 OpenVPN AS Admin U/l

In this interface, the current users / connections are shown and allows the server
configuration in terms of network settings, VPN settings, user management and
authentication.

In network settings, the IP address of the server, the interfaces and protocols to listen and
admin and client web server settings are set. In this case, theserver IP address is
172.31.13.98and the server is listening in all interfaces and all TCP and UDP ports.

In VPN setings the virtual networks addresses are set. Fodynamic allocation the network
is 172.27.224.0/20and for static allocation the network is 192.168.100.0/24

In user management, properties of users are set. It includes authentication method,
password, P addressing (dynamic or static), Access Controhnd DMZ settings. In here, the
user gpenvpn was configured with a static IP 792.168.100.1(and all the request (local and
outside from the network) with the ports 5000, 5900 and 8888 will be redirected to the
device (configuring DMZ). The ports 5000, 5900 and 8888 are used for control and
visualization for the robot. When a client connects using the username openvpn, the
configured IP will be assigned to it and all the request with those ports are also going to

be redirected there.
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Finally, for the VPN Server to work, the ports 1194 and 443 should be allowed on the
Security Group for the instance to allow the remote connections.

On the Robot, the OpenVPN client was installed with the next command:

sudo apt - get install openvpn

After the client was installed on the Robot, a configuration profile file client_profile.ovpn
was downloaded from the server with, among others, the username, the server address,
security certificates, private keys andnetwork parameters to connect to it. This file was
copied into the next path on the robot:

/etc/openvpn/client

Then, the ovpn file must be converted as a conf file to run automatically among the
openvpn service (including automatic login) . This is the sameclient_profile.ovpn with the
conf extension and this commands added to the end of the file

client

dev tun

proto udp

remote 3.76.143.19
resolv - retry infinite

nobind
persist - key
persist -tun
comp Izo
verb 3

auth - user - pass /etc/openvpn/auth.txt

A separate file named auth.ixt was created with the username and password for the
openvpn user.

Once the VPN connection is started manually and checked to work with the next
commands

sudo service openvpn start
sudo o penvpn -- config /etc/openvpn/client/client.conf
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Thisisthes y s t e mé se, wheresitpslmowssthat the connection is established

Outgoing Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key
Incoming Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key
ROUTE_GATEWAY 192.168.137.1/255.255.255.8 IFACE=wlan® HWADDR=b8:27:eb:52:8c:74
TUN/TAP device tun@ opened

TUN/TAP TX queue length set to 180

/sbin/ip link set dev tun® up mtu 1560

/sbin/ip addr add dev tun@ 172.27.232.2/21 broadcast 172.27.239.255
ROUTE remote_host is NOT LOCAL

/sbin/ip route add 3.75.248.75/32 via 192.168.137.1

/sbin/ip route add ©.8.0.0/1 via 172.27.232.1

/sbin/ip route add 128.8.0.0/1 via 172.27.232.1

Initialization Sequence Completed

Figure 30 Successful VPN Connection from the Robot

And on the server the connection should appear now to be active:

Search

openvpn 192165.134.226:38902  192168.100.10 182.28KB 1:06:59 -
99.07KB

Figure 31 Active VPN Connection on Server

Now that the VPN is working, the OpenVPN service should load on boot as a service
among the rest of the Raspberri Pi services, this is donecreating a systemd file on the
Robotés OS with the next syntax

sudo nano /etc/systemd/system/ awsvpn.service

With the next content:

[Unit]
Description=OpenVPN connection to AWS

[Service]

Type=simple

ExecStart=/usr/sbin/openvpn -- config /etc/openvpn  /client/client.conf
Restart=always

RestartSec=10

[Install]
WantedBy=multi - user.target
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And finally, enabling the service to start on boot with the next command :
sudo systemctl enable awsvpn.service

Context-Aware Environmental Reasoning Agent

According to the second research objective, a reasoning agent should be developed to
incorporate context into the decision -making strategy for the prototype to provide
recommendations for energy efficiency in a building maintaining indoor comfort and

recommendations for outdoor comfort .

The reasoning agent isdeployed using python and is divided in two main codes. One for
manual reasoning and other for automatic deployment and reasoning. Both are deployed

on the cloud instance, provide a web interface and are accessed using different ports.

They do mainly the same analysisand reasoning with the data but the behavior of the
prototype changes depending on the code that its running.

They are stored in the server and automatically run on boot, each one having a dedicated
service manual_script.serviceand automatic _script.service

The environmental reasoning algorithm mainly works in 4 stages:

1. Collecting data
The script automatically fetches the file dataset.csfrom S3 and stores it into a variable.
The dataset is updated on the cloud every minute with the readings from the sensor
that are uploaded every 10 seconds.

2. Pre-processing data
After the dataset is imported, it is sorted according to the timestamp of t he messages
received from older to newer. After, it filters the relevant data for the environmental
analysis as temperature, pressure, humidity, altitude, dew point and illuminance.
Because the sensor sends a json file every time with the complete set ofdata, there is
no missing data in the datasets so there is no need to smoothing or interpolation as

the data is consistent.

These are the resultingsamples of datasets to be used:
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temperature pressure humidity altitude dewpoint

time

2023-63-10 124: 36.28 99498.00 16.09091 153.8125 .532798
2023-03-10 :30: 36.25 99498.75 16.11380 154.2500 .553479
2023-03-10 2238 36.33 99502.74 16.12143 154.125@ .610081
2023-83-10 = 2 36.42 99510.08 16.04514 153.6250 .583870
2023-03-10 :45: 36.36 995085.50 15.99936 153.375@ .515013
2023-83-22 :e8: .92 99915.80 30.93089 118.6250 .497217
2023-83-22 :13: .76 99908.00 31.07504 119.0625 .582656
2023-83-22 :18: .20 99901.49 30.28159 119.7560 .536618
2023-03-22 S2E)3 .89 99898.24 31.54807 120.2560 .269175
2023-83-22 :28: .55 99885.24 31.88376 121.0000 .412649

light
time
2023-63-18 124: 171.4746
2023-03-10 130: 208.4332
2023-63-10 335} 180.5868
2023-03-10 :40: 146.3208
2023-03-10 :45: 127.9518

[3849 rows x 6 columns]

Figure 32 Complete Dataset

temperature pressure humidity altitude dewpoint
time
20823-83-22
2023-83-22
2023-83-22
2023-03-22
2023-03-22
20823-83-22
2023-83-22
2023-83-22
2023-83-22
2023-03-22
2023-83-22
20823-83-22
20823-83-22

16 99969.75 30.30447 114.1875 -7.465917
36 99952.50 3€.08322 115.2500 -7.355192
27 99946.99 3@.66202 115.8750 -7.223722
21 99946.50 30.70120 115.5000 -7.206503
38 99942.00 31.08267 116.0625 -6.923740
74 99941.24 30.62491 116.4375 -6.782975
97 99936.74 30.12960 116.9375 -6.808938
7@ 99928.49 36.15952 117.8125 -7.010295
92 99915.00 30.930€9 118.625@ -6.497217
76 99908.00 31.07504 119.0625 -6.582656
.20 99901.49 30.28159 115.7580 -6.536618
89 99898.24 31.54807 120.2500 -6.269175
.55 99885.24 31.88376 121.0000 -6.412649

WY WO W WY WYY WYY

-
v v o

time

2023-83-22
20823-83-22
20823-83-22
2023-83-22

2023-63-22
2023-63-22
2023-83-22
2023-83-22

Figure 33 Frame Dataset (Last Hour)

3. Analyzing the data

The algorithm makes an initial analysis of the datasets It plots the values and for the
one within a time frame calculates and shows averages on the same plot.

And these are some of the resulting plots, in this case temperature is going to be
shown:
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Temperature in °C

T T T T T T T
2023-03-11 2023-03-13 2023-03-15 2023-03-17 2023-03-1% 2023-03-21 2023-03-23
Time

Figure 34 Temperature variation in the complete
dataset

102 {— Temperature
— MJerage

10.0 1

9.8 4

96 \

9.4

Temperature in °C

9.2 4

T T T T T T T
2210:30 2210:40 2210:50 2211:00 2211:10 2211:20 2211:30
Time

Figure 35 Temperature variation in the Frame
Dataset (Last Hour)and average

Then, scatterplots are done to analyze visually some possible relations between

variables.

These analyses are done between the next variables (on botidatasets):

V Temperature vs Humidity

Humidity [%]
w
=]
L
.
.
.
-
- .

“». . .
(' - -
* . LR XY
0 “'. e H "
4 Ky vead® "
.
. e
. -
10 . * . aves
T T T T T T T T T
5 10 15 0 b3 30 E a0 a5

Temperature [°C]

Figure 36 Temperature vs Humidity Complete

Dataset
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Figure 37 Temperature vs Humidity Frame
Dataset (Last Hour)

Visually, there is no evidence of a relation or dependency between these 2

variables.

V Dew Point vs Humidity

.
.
50 o
S
>
5 . *. N
S gl .
2w 2 . K
=1
B i - . .
et « . *we
0 4 :?“"'"" e ot ope®
. sl
.
.
o'
10 1 . L RN

T T T T T
-5 o 5 1 15
Dew Point [°C]

Figure 38 Dew Point vs Humidity Complete
Dataset
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Figure 39 Dew Point vs Humidity Frame Dataset
(Last Hour)

Visually, there is no evidence of a relation or dependency between these 2

variables.
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V Dew Point vs Temperature
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Figure 40 Dew Point vs Temperature Complete
Dataset
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Figure 41 Dew Point vs Temperature Frame
Dataset (LastHour)

Visually, there is no evidence of a relation or dependency between these 2 variables
on the complete dataset, but a tendency and dependency can be observed on the

last hour readings.

V Temperature vs Illluminance
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Figure 42 Temperature vs llluminance Complete

Dataset
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Figure 43 Temperature vs llluminance Frame

Dataset (Last Hour)

Visually, there is no evidence of a relation or dependency between these 2

variables.

V Pressurevs Altitude
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Figure 44 Pressure vs Altitude Complete Dataset
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Figure 45 Pressure vs AlfitudeFrame Dataset

(Last Hour)

Visually, it is clear that there is a dependency between the two variables.
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After, a descriptive statistical analysis is run on both datasets with the next sample
outputs:

temperature pressure humidity altitude dewpoint light

count  3049.000000 3049.000000 3049.000000 3049.000000 3049.000000  3049.000000
mean 36.605412  99998.523509 15.271226  112.357105 5.758549 190.641247
std 5.598785 1209.358630 3.243170  101.791940 3.198758  2191.038387
min 6490000 97239.490000 9.155792  -85.687500 -8.125319 0.000000
25% 35580000 99418.000000 13.741060 61.062500 4661615 12.857600
50% 36.870000 100015.500000 14.717620  110.750000 6.259496 14.631900
75% 39.640000 100603.500000 15.587370  160.875000 7968273 53.923800
max 44550000 102373.700000 56.107090  346.750000 14.980910 70287.020000

Figure 46 Descriptive Statistics of the Complete Dataset

temperature pressure  humidity altitude dewpoint [T 11

count 13.000000 13.000000 13.000000  13.000000 13.000000 13.000000
mean 9619231 99928.629231 30.723505 117.442308 -6.851969 1517.442231
std 0.335819 24957992  0.562634 2137442 0.383119 60.897465
min 9.100000 99885.240000 30.083220 114.187500 -7.465917 1411.517000
25% 9360000 99908.000000 30.281590 115.875000 -7.206503 1494.691000
50% 9.700000 99936.740000 30.624910 116937500 -6.808938 1512.542000
75% 9.890000 99946.500000 31.075040 119.062500 -6.536618 1539.468000
max 10.200000 99969.750000 31.883760 121.000000 -6.269175 1638.980000

Figure 47 Descriptive Statistics of the Frame Dataset (Last Hour)

Finally, Kurtosis and Skewness are calculated and analyzed oavery dataset, with this
sample outputs:

Kurtosis

temperature . 860566
pressure .302026
humidity .424726
altitude .288115
dewpoint .493386
light .486395

Figure 48 Kurtosis values of the Complete Dataset

According to the Kurtosis of all the measured data, the distribution of the
values of temperature humidity dew point illuminance has more data in their tails

(outliers) than a normal distribution. Meanwhile, the distribution of the values
of no variable has fewer data in their tales. On other hand, the data from

pressure altitude has more of a normal distribution

Figure 49 Kurtosis Analysis of the Complete Dataset
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Skew
temperature -3.424255
pressure -0.863200

humidity 4.534972
altitude ©.887986
dewpoint -2.185586
light 23.967375

Figure 50 Skewnessvalues of the Complete Dataset

According to the Skewness of all the measured data, the distribution of the
values of humidity illuminance are more extended to the right, which means that
the mean is greater than the median. Meanwhile, the distribution of the values of
temperature dew point are more extended to the left, because the mean is smaller
than the median. On other hand, the data from pressure altitude is moderately
distributed around the median

Figure 51 SkewnessAnalysis of the Complete Dataset

Kurtosis Last Hour

temperature -1.837757
pressure .865434
humidity .113660
altitude .153682
dewpoint .204938
light .349622

Figure 52 Kurtosis values of the Frame Dataset (Last Hour)

According to the Kurtosis of the measured data in the last hour, the distribution
of the values of no variable has more data in their tails (outliers) than a
normal distribution. Meanwhile, the distribution of the values of temperature
altitude dew point has fewer data in their tales. On other hand, the data from
pressure humidity illuminance has more of a normal distribution

Figure 53 Kurtosis Analysis of the Frame Dataset (Last Hour)

Skew

temperature .022442
pressure .260301
humidity .777733

altitude .256632
dewpoint .140886
light .284314
Figure 54 Skewnessvalues of the Frame Dataset (Last Hour)
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According to the Skewness of the measured data of the last hour, the distribution
of the values of no variable are more extended to the right, which means that the
mean is greater than the median. Meanwhile, the distribution of the values of no
variable are more extended to the left, because the mean is smaller than the

median. On other hand, the data from temperature pressure humidity altitude dew
point illuminance is moderately distributed around the median

Figure 55 SkewnessAnalysis of the Frame Dataset (Last Hour)

4. Reason about environmental conditions and provide recommendations

After the statistical analyses done to the data, it is shown that the gathered
environmental values are very variable over time, so analyzing the complete dataset
woul dnét be seuwofithebidvhratiohaadrange of the information.

Because of this,this reasoning is going to be done only on the framed dataset (which
time will be dictated by the algorithm) that shows more correlated and consistent
values in order to assess thesituation in a more accurate manner. Multiple rule-based
reasonings were made with the data to calculate various environmental indexes to
analyze some environmentaland comfort conditions. Then, produce the most relevant
recommendations according to these values.

All these recommendations are oriented to the building € snanaging team, with
emphasis on the energy consumption to help a more efficient energy management
while providing comfort. The outdoor recommendations are oriented for the people
inside the building and can be shown on the different communication channels the
building have (TV screens,emails, etc)

These environmental conditions are calculated for indoors using the sensor data and
outdoors fetching the data from a weather service.

For indoors
1. Comfort Temperature
The value of the average temperature measured is validated between the
threshold of 20° and 25° Celsius(Svenska Institutet For Standarder, 2018)o

qualify as comfort and give the next recommendations:

A If the temperature is lower than 20 °C, the recommendation is "The
room is too cold. Close open windows and (or) turn on the heating."
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A If the temperature is between 20 and 25 °C, the recommendation is
"The room temperature is among the comfort values. No action
required.”

A If the temperature is higher than 25 °C, the recommendation is "The
room is too warm. Open windows or turn on the AC."

2. Comfort Relative Humidity

The vdue of the average relative humidity measured is validated between the
threshold of 30 and 60 % (Svenska Institutet For Standarder, 2018Yo qualify
as comfort and give the next recommendations:

A If the relative humidity is lower than 30%, the recommendation is "The
room is too dry. Try opening or closing the windows or turning on the
AC!

A If the relative humidity is between 30 and 60 %, the recommendation is
"The room temperature is among the comfort values. No action
required.”

A If the relative humidity is higher than 60%, the recommendation is "The
room is too humid. Try opening or closing the windows or turning on
the AC."

3. Comfort Dew Point

To prevent condensation and mold, the average dew point measured must be
at least 3°C below the surface temperature of building components (walls,

ceilings, and floors) (Svenska Institutet FOr Standarder, 2007) To validate that
the average Dew Point measured valueclassifies as comfort, the ideal surface
temperature is recommended with the next recommendation:

A "According to the readings of the Dew Point, the ideal surface
temperature of the building components to prevent condensation and
the growth of mold should be at least **Calculated Temperature**°C"

4. Comfort llluminance
To assure that room have enough illuminance for the academic tasks, the
illuminance level should be of 500 Lux(Svenska Institutet For Standarder, 2021)

According to the average of the measured illuminance, the next
recommendations are given:
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A If the illuminance is lower than 500 Lux the recommendation is "There

are low light levels. This illuminance is not suitable for a classroom. Turn
on the lights or increase the light levels by **Calculated Value**"%"

A If the illuminance is 500 Lux the recommendation is "There are

adequate light levels. No action required."

A If the illuminance is higher than 500 Lux the recommendation is "There
are high light levels. While the illuminance is suitable for a classroom,
energy can be saved. Dim the light levels by **Calculated Value**"%"

The algorithm automatically calculates the deficit or surplus in Luxto suggest
an increase or decrease of the percentage of illumination . This can be most
useful if the lights can be dimmed.

For outdoors

For this reasoning,the data is fetched from the openweathermap public API of current
weather (OpenWeather, 2023)where the input is the name of the city (or coordinates
in lat, lon) and the API gives back:

DD D D DD D D D D D D D

Weather status and description.
Temperature.

Feels Like

Pressure

Humidity .

Minimum temperature measured at the area.
Maximum temperature measured at the area.
Atmospheric pressure on sea level.
Atmospheric pressure on ground level.
Visibility

Wind (Speed, degree and gust)

Cloudiness

Rain volume

Snow volume

With this information, two environmental indexes were calculated:

1. Heat Stress

Heat stress is a condition of the body where some illnesses can be manifested
due to overheating like heat cramps, heat exhaustion, heat rash or heat stroke
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(lowa State University, 2023) The algorithm uses the next formula (US National
Weather Service, 2022}o calculate the Heat Index:

D0 TA®XWCBT NP, op BT O0O0O0PYCY & ¢ 1 X uziY p
ZYO SimeyorXWw 8o T PpIYPXYO
FInmpcef™YO SimnmyYyu Wy oYO
UM p W "Y2Y QYO 600 YYY)OU Y

Where T is the temperature (°F) and RH is relative humidity (%), with the next
adjustments:

o If the RH issmaller than 13% and the temperature is between 80°F
- 112°F

oo megen P8 YO QX 00W we
oOUYYYUOUAT;ZYUY. %

o Ifthe RH isbigger than 85% and the temperature is between 80°F -
87°F

- YO Qv Y
500 VY'Y 0pe PV, WX
p T v

o If the calculated HI is smaller than 80°F, then the formula is
0 Mz Y @@t Yo @t zpg YOm8rwt

According to the resulting Heat Index, there are some levels of classification
(US National Weather Service, n.d.yvith the corresponding effects on the body.

NWS Heat Index Temperature (°F)

80 82 84 86 88 90 92 94 96 98 100 102 104 106 108 110
40 |80 81 83 85 88 91 94
45 |80 82 84 87 89 93 96
50 |81 83 85 99
55 |81 84 86 101

Relative Humidity (%)

Likelihood of Heat Disorders with Prol d E or Str Activity

g P

[ Caution [ Extreme Caution [ Danger Il Extreme Danger

Figure 56 NWS Heat Index Chart(US National Weather Service, n.d.)
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Classification Heat Index Effect on the body

Caution 80°F - 90°F Fatigue possible with prolonged exposure and/or physical activity
Extreme 90°F - Heat stroke, heat cramps, or heat exhaustion possible with
Caution 103°F prolonged exposure and/or physical activity

Figure 57 Effects on the body according to the Heat Index (US National Weather Service, n.d.)

According to the heat index value, the next recommendations were given for
the Heat Stress:

M If the Heat Index is lower than 80 °F, the recommendation is "The
Heat Index calculated with the environmental data is of **Calculated
Heat Index**°C. Which meansa classification of Safeis in order. This
means that there is no concern of the heat effects when going out.
No recommendation against the heat is needed"

9 If the Heat Index is between 80 and 90 °F, the recommendation is
"The Heat Index calculated with the environmental data is of
**Calculated Heat Index** °C. Which means a classification of
Caution is in order. This means that if exposed to prolonged
periods, symptoms like fatigue and discomfort (among others) may
appear. Hydration and frequent breaks on fresh areas (shaded or
with air conditioned) is recommended "

9 If the Heat Index is between 91 and 103 °F, the recommendation is
"The Heat Index calculated with the environmental data is of
*Calculated Heat Index** °C. Which means a classification of
Extreme Caution is in order. This means that if exposed to
prolonged periods, symptoms like heat cramps and heat exhaustion
(among others) may appear. Avoiding outdoor activities on the
hottest part of the day, hydration and frequent breaks on fresh
areas (shadel or with air conditioned) is recommended "

9 If the Heat Index is between 104 and 124 °F, the recommendation
is "The Heat Index calculated with the environmental data is of
**Calculated Heat Index* °C. Which means a classification of
Danger is in order. This meansthat if exposed to prolonged periods,
symptoms like heat stroke (among others) may appear. Avoiding
outdoor activities on the hottest part of the day, a lot of hydration
and staying on air conditioned areas is recommended”

9 Ifthe Heat Index is bigger than 124 °F, the recommendation is "The
Heat Index calculated with the environmental data is of **Calculated
Heat Index**°C. Which means a classification ofextreme Danger is
in order. This means that if exposed to (even on short periods),
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symptoms like heat stroke (among others life threatening heat
related illneses) may appear. Avoiding outdoor activities all day, a
lot of hydration and staying on air conditioned areas is
recommended”

2. Risk of hypothermia and Frostbite

To calculate the risk of these two conditions, the Wind Chill index must be
calculated with the next formula (US National Weather Service, n.d.)

W00 oT TCEPIY o& UV Y m ¢ iz Y
Where T is thetemperature (°F) and WS is Wind Speed (mph).

Then, the calculated value is located in the next chart:

I vova g3 . . =20,
‘ Wind Chill Chart &9:

Calm 40

=
a
E
g-]
E
=

-33 -40
Frostbite Times D 30 minutes D 10 minutes E‘ 5 minutes

Wind Chill (°F) = 35.74 + 0.6215T - 35.75(V%'%) + 0.4275T(V®15)
Where, T= Air Temperature (°F) V=Wind Speed (mph) Effective 11/07/01

Figure 58 Wind Chill Chart (US National Weather Service, n.d.)

According to the Wind Chill index, the next recommendations were given for
the Risk of Frostbite and Hypothermia:

For Risk of Hypothermia
1 If the temperature is bigger than 50 °F and the wind speed is lower

than 3 mph, the recommendation is "With the current temperature
and wind speed there is no risk of hypothermia or frostbite "
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T

If the Wind Chill Index is bigger than -0.4, the recommendation is
"According to the wind speed (**Wind Speed**mph), the Wind Chill
Index calculated with the environmental data is of **Calculated
Wind Chill Index** °C. Which means a classification of Low
Hypothermia Riskis in order. This meansdress in warm layers, cover
exposed skin, keep dry and stay out of the wind as much as
possible ¢

If the Wind Chill Index is between -0.4 and -16.5 the
recommendation is "According to the wind speed (* *Wind Speed**
mph), the Wind Chill Index calculated with the environmental data
is of **Calculated Wind Chill Index** °C. Which means a
classification of Moderate Hypothermia Risk is in order. This means
that if exposed to prolonged periods, hypothermia may happen.
Dress in multiple layers of warm clothing, cover exposed skin, keep
dry and stay out of the wind as much as possible. Avoid prolonged
exposure to the cold and take breaks indoors to warm up.¢

If the Wind Chill Index is lower than -16.5, the recommendation is
"According to the wind speed (* *Wind Speed**mph), the Wind Chill
Index calculated with the environmental data is of **Calculated
Wind Chill Index** °C. Which means a classification of High
Hypothermia Risk is in order. This means that if exposed to
prolonged periods, hypothermia is likely to happen. Dress in
multiple layers of warm clothing, cover exposed skin, keep dry and
stay out of the wind as much as possible. Avoid all unnecessary
outdoor activity and limit exposure to the cold as much as possible,
take frequent breaks indoors to warm up. If possible, seek shelter in
a warm, dry place such as a heated building or vehicleg

For Risk d Frostbite

T

If the Wind Chill Index is bigger than -16, the next recommendation

is added to the previous one "Also, there is a classification of Low
Frostbite Risk This meansexposed skin can freeze between 10 and
30 minutesc

If the Wind Chill Index is between -17 and -37, the next
recommendation is added to the previous one "Also, there is a
classification of Moderate Frostbite Risk This meansexposed skin
can freeze between5 and 10 minutes¢

If the Wind Chill Index is between -38 and -51, the next
recommendation is added to the previous one "Also, there is a
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classification of High Frostbite Risk This meansexposed skin can
freeze between 2 and 5 minutesc¢

T If the Wind Chill Index is lower than -52, the next recommendation
is added to the previous one "Also, there is a classification ofVery
High Frostbite Risk This meansexposed skin can freezein 2 minutes
or less;

Manual Reasoning

In this script, the reasoning agent analyzes thecreated |0oT dataset and does two analyses
One for the complete dataset which is purely statistical and the second one for a window
of time defined by the user which additionally does an outdoor environmental reasoning.

The environmental reasoning is done only on a window of time because of the variability
of the sensed data over time. Doing this analysis on a large period of time would be
inaccurate as the environmental conditions are variable and influenced by the time of the

day (morning, afternoon, night).

The main function of the code is a flask application that runs on the port 8080 of all the
infaces of the host machine:

app = Flask(__name__ )

@app.route('/', methods=['GET", 'POST)

def index():
global last_value, all_data, frame_data, time_frame
if request.method == "'GET".

last_value = create_dataset()
all_data = reasoning_general()
frame_data = {}

time_frame = 15

if request.method == 'POST"

if request.form['btn'] == 'update":
last_value = create_dataset()
all_data = reasoning_general()
frame_data= {}
time_frame = 15

if request.form['btn’] == ‘frame":
value = int(request.form['input)
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time_frame = value
frame_data = reasoning_frame(value)

return render_template(‘index_manual.html’, all_data=all_data,
frame_data=frame_data, time_frame=time_frame, last_value=last_value)

if _name__ =='_ main__"
app.run(port=8080, debug=True, host='0.0.0.0")

In here, two request methods are specified. GETis when the page is initially loaded and
does the statistical analysis of all the dataset and POSTis when the request to do an
analysis over a window of time is requested. This flask application loads a webpage
index_manual.htmito visualize the information and additionally a window for controlling
the robot. There is also the possibility to update the working dataset for a more recent
one with the button Update the Dataset (the dataset is updated every minute).

Historical Data General Analysis Time of the last dataset: 2023 05 02 16:39:50  Update the Dataset
Initial Statistical Analysis Show Graphs

Descriptive Statistics

Show JSON

All Data (JSON)

Time Frame Data Deep Analysis

Time (in minutes) to do deep analysis until the end of the dataset: | 15 Update Deep Analysis

Robot Control

Adeept Bot Controller

Move Control Hard Ware

€

Arm Control %
Actions

GRAB up

Figure 59 Manual Analysis Webpage

In general terms, the manual script uses 3 additional functions called create_dataset(),
reasoning_general() and reasoning_frame(window):

create_dataset() is the function used to get the dataset from S3. It fetches the file
dataset.csvfrom S3é s b uanikr4ein’, stores it in a variable and then cleans it up
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dropping unneeded information and organizes it by date. It returns the timestamp of the
last value to be shown on the webpage to the user.

def create_dataset():
global iot
global last_value

s3client = boto3.client('s3',
aws_access_key id=" Frxxwkiix
aws_secret_access_key=" *r&kkkix 1
region_name ='eu - central -1")

bucket_name = 'adiot4em’
object_key = 'dataset/dataset.csv'

response = s3client.get_object(Bucket=bucket_name, Key=object_key)
csv_bytes = response['Body'].read()

iot = pd.read_csv(io.ByteslO(csv_bytes))

iot['tim  e'1=pd.to_datetime(iot['time'], format="%Y %m %d %H:%M:%S")
iot = iot.set_index('time")

iot = iot.sort_values('time")

dropping = ['__dt', 'roll', ‘acceleration’, 'pitch’, 'battery']

iot.drop(dropping, inplace=True, axis=1)

last_line = jot.tail(1)
last_index = last_line.index[0]
last_value = last_index.strftime('%Y %m %d %H:%M:%S")

return last_value

Time of the last dataset: 2023 05 05 14:50:29[ Update the Dataset

Figure 60 Output of create_dataset() and Update the Dataset button

reasoning_general() is the function to analyze the complete dataset. A json object
a&r e a s asmcanstrgcted along the code with all the reasonings done to the information
on the dataset and then returned at the end of the function.

Hrst, to do an initial statistical analysis, plots all the variables (temperature, pressure,
altitude, humidity, dew point and illuminance) and does scatterplots between some of the
variables.

Theseplots are savedas bytes in a variableused as a bufferof the class /o and then added
to the json object encoded into base64 format.

78



Towards Cloud-Native Context-Aware Autonomous Robotics for IoT Applications

def reasoning_general():
reasoning = {}
#Graphs

img_buffer = io.ByteslO()

plt.clf()
plt.rcParams['font.sizel = '7'

date_fmt = mdates.DateFormatter('%om/%d")
#Temperature

fig, ax = plt.subplots()

fig.set_figwidth(5)

fig.set_figheight(3)

ax.plot(iot.index, iot.temperature)

plt.ylabel('Temperature [C]', fontsize = 8)
ax.xaxis.set_major_formatter(date_fm t)
ax.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning['plot_temp'] = 'data:image /png;baseb4,' + img_str
matplotlib.pyplot.close()

#Pressure

fig3, ax3 = plt.subplots()

fig3.set_figwidth(5)

fig3.set_figheight(3)

ax3.plot(iot.index, iot.pressure)

plt.ylabel('Pressure [Pa]', fontsize = 8)

ax3.xaxi s.set_major_formatter(date_fmt)
ax3.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning[' plot_press'] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

#Altitude

figh, ax5 = plt.subplots()

fig5.set_figwidth(5)

fig5.set_figheight(3)

ax5.plot(iot.index, iot.altitude)

plt.ylabel('Altitude [m]', fontsize =8)
ax5.xaxis.set_major_formatter(date_fmt)
ax5.xaxis.set_major_locator(ticker.MaxNLocator(9))
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plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning['pl  ot_alt] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

#Humidity

fig7, ax7 = plt.subplots()

fig7.set_figwidth(5)

fig7.set_figheight(3)

ax7.plot(iot.index, iot.humidity)

plt.ylabel  (‘Humidity [%]', fontsize = 8)
ax7.xaxis.set_major_formatter(date_fmt)
ax7.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode( ‘utf -89
reasoning['plot_hum'] = 'data:image/png;base64," + img_str
matplotlib.pyplot.close()

#Dew Point

fig9, ax9 = plt.subplots()

fig9.set_figwidth(5)

fig9.set_figheight(3)

ax9.plot(iot.index, iot.dewpoint)

plt.ylabel('D ew Point [°C]', fontsize = 8)
ax9.xaxis.set_major_formatter(date_fmt)
ax9.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode(’ utf -8
reasoning['plot_dp'] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

#llluminance

figll, ax11 = plt.subplots()

figll.set_figwidth(5)

figll.set figheight(3)

ax11l.plot(iot.index, iot.light)

plt.ylabel('llluminance [Lux]', fontsize = 8)
ax11.xaxis.set_major_formatter(date_fmt)
axl1.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.ge tvalue()).decode('utf -8Y)
reasoning['plot_illu'] = 'data:image/png;base64," + img_str
matplotlib.pyplot.close()
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#Scatterplot For Relationships

plt.rcParams['font.size] = '7'

plt.figure(figsize=(5,4))

plt.scatter( iot.temperature, iot.humidity, s=5)

plt.xlabel("Temperature [°C]", fontsize = 8)

plt.ylabel("Humidity [%]", fontsize = 8)

plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode( ‘utf -89
reasoning['plot_temp_hum'] = 'data:image/png;base64," + img_str
matplotlib.pyplot.close()

plt.figure(figsize=(5,4))

plt.scatter(iot.dewpoint, iot.humidity, s=5)

plt.xlabel("Dew Point [°C]", fontsize = 8)

plt.ylabel("Hu midity [%]", fontsize = 8)

plt.savefig(img_buffer, format="png")

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8Y)
reasoning['plot_dp_hum’] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

plt.figure(figsize=(5,4))

plt.scatter(iot.dewpoint, iot.temperature, s=5)

plt.xlabel("Dew Point [°C]", fontsize = 8)

plt.ylabel("Temperature [°C]", fontsize = 8)

plt.savefig(img_buffer, format="png’)

i mg_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning['plot_temp_dp'] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

plt.figure(figsize=(5,4))

plt.scatter(iot.temperature, iot light, s=5)

plt.xlabel("Temperature [°C]", fontsize = 8)

plt.ylabel("llluminance [Lux]", fontsize = 8)

plt.savefig(img_buffer, format="png")

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue ()).decode(‘utf -8
reasoning['plot_temp_illu] = 'data:image/png;base64,' + img_str
matplotlib.pyplot.close()

plt.figure(figsize=(5,4))

plt.scatter(iot.pressure, iot.altitude, s=5)

plt.xlabel("Pressure [Pa]", fontsize = 8)

plt.ylabel("Altitude [m]", fontsize = 8)

plt.savefig(img_buffer, format="png’")

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8Y)
reasoning['plot_press_alt'] = 'data:image/png;base64," + img_str
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matplotlib.pyplot.close()
SAY
reasoning = json.loads(json.dumps(reasoning))

return reasoning
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Figure 61 Initial Statistical Analysis done byreasoning_general( )to the complete dataset

Then, for descriptive statistics the next values are calculated per variable: count, mean,
standard deviation, minimum value, percentiles (25% - 50% - 75%), maximum value,
kurtosis and skewness.Additionally, according to the calculated value, an analysis of the
kurtosis and skewness is made for each variable.
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def reasoning_general():
reasoning = {}
A%

#Descriptive Statistics

descriptive = iot.describe().round(2)
reasoning['descriptive’] = descriptive.to_dict()
kurt_all = iot.kurtosis().round(2)

reasoning['kurtosis’] = kurt_all.to_dict()

positive, negative, zero =", ",

if kurt_all['temperature'] >= 1:

positive = positiv e + ' temperature’
elif kurt_all['temperature’] <= -1

negative = negative + ' temperature'
else:

zero = zero + ' temperature'

if kurt_all['pressure’] >= 1:

positive = positive + ' pressure'
elif kurt_all['pressure’] <= -1

negative = negative + ' pressure’
else:

zero = zero + ' pressure’

if kurt_all['humidity"] >= 1:

positive = positive + ' humidity’
elif kurt_  all['humidity'] <= -1

negative = negative + ' humidity’
else:

zero = zero + ' humidity'

if kurt_all['altitude’] >= 1:
positive = positive + ' altitude'
elif kurt_all['altitude'] <= -1
negative = negative +'a [titude'
else:
zero = zero + ' altitude'

if kurt_all['dewpoint’] >= 1:
positive = positive + ' dew point'
elif kurt_all['dewpoint] <= -1
negative = negative + ' dew point'



Towards Cloud-Native Context-Aware Autonomous Robotics for IoT Applications

else:
zero = zero + ' dew point'

if kurt_all['light'] >= 1:

positive = positive + ' illuminance’
elif kurt_all['light] <= -1

negative = negative + ' illuminance'
else:

zero = zero + ' illuminance'

if positive = ="

positive ="' no variable'
if negative =="";

negative ="' no variable'
if zero ==""

zero = ' no variable'

kurt_analysis = "According to the Kurtosis of all the measured data,

the distribution of the values of" + po sitive + " has more data in
their tails (outliers) than a normal distribution. Meanwhile, the

distribution of the values of" + negative + " has fewer data in their

tales. On other hand, the data from" + zero + " has more of a normal
distribution"

reas oning['kurt_analysis'] = kurt_analysis
skew_all = iot.skew().round(2)

reasoning['skewness'] = skew_all.to_dict()

right, left, moderate =",

if skew_all['temperature'] >= 1:
right = right + ' temperature'

elif skew_all[temperature’] <= -1
left = left + ' temperature'

else:
moderate = moderate + ' temperature’

if skew_all['pressure’] >= 1:
right = right + ' pressure’

elif skew_ all['pressure’] <= -1:
left = left + ' pressure'

else:
moderate = moderate + ' pressure'

if skew_all['humidity’] >= 1:
right = right + ' humidity

elif skew_all['humidity'] <= -1
left = left + ' humidity’

else:
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moderate = moderate + ' humidity'

if skew_all['altitude'] >= 1:
right = right + ' altitude'

elif skew_all['altitude'] <= -1
left = left + ' altitude'

else:
moderate = moderate + ' altitude'

if skew_all['dewpoint’] >= 1:
right = right + ' dew point'

elif skew_all['dewpoint’] <= -1
left = left + ' dew point'

else:
moderate = moderate + ' dew point’

if skew_all[  ‘'light] >= 1:
right = right + " illuminance’
elif skew_all['light] <= -1
left = left + " illuminance'
else:
moderate = moderate + ' illuminance'

if right ==""

right ="' no variable'
if left == """

left ="' no variable'
if moderate == "";

moderate = ' no variable'

skew_analysis = "According to the Skewness of all the measured data,
the distribution of the values of" + right + " are more extended to

the right, which means that the mea n is greater than the median.

Meanwhile, the distribution of the values of" + left + " are more
extended to the left, because the mean is smaller than the median. On
other hand, the data from" + moderate + " is moderately distributed
around the median”

reasoning['skew_analysis'] = skew_analysis

reasoning = json.loads(json.dumps(reasoning))

return reasoning
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Descriptive Statistics | Hide Analysis |
. Standard . .
Variable Count Mean L Minimum 25% 50% 75% Maximum

Deviation
temperature | 128633.0 3495 3.46 65.49 3213 3417 37.48 47.39
pressure 1286330 | 101674 85 1096 33 9723949 | 1008015 | 1012840 | 1026595 | 1040805
humidity 1286330 191 419 816 16 49 18 41 2104 56 11
altitude 128633.0 -27 .87 90.88 -226.06 -109.69 425 445 346.75
dewpoint 128633.0 765 284 -8.13 591 7.99 9.46 19.18
light 128633.0 91.79 384 .66 0.0 197 8.53 1326 T0287.02
Kurtosis Skewness
Temperature 1.17 0.14
Pressure -0 53 035
Humidity 227 1.08
Altitude -0.51 -0.34
Dewpoint 1.16 -0.37
Light 16092 76 106 86
According to the Kurtosis of all the According to the Skewness of all the
measured data, the distribution of the measured data, the distribution of the
values of temperature humidity dew values of humidity illuminance are more
point illuminance has more data in extended to the right, which means that the
their tails (outliers) than a normal mean s greater than the medan.
Analysis distribution. Meanwhile, the Meanwhile, the distribution of the values of

distribution of the walues of nono vanable are more extended to the left,
variable has fewer data in their tales. because the mean is smaller than the
On other hand, the data from median. On other hand, the data from
pressure altitude has more of atemperature pressure altitude dew point is

narmal distribution moderately distributed around the median

Figure 62 Descriptive StatisticsAnalysis done by reasoning_general( Yo the complete dataset

reasoning_frame(window)does all the reasonings of reasoning _general( )out not for all
the dataset, instead of a user requested time frame. Additionally, it does environmental
reasoning based on some calculatedindexes.

Time Frame Data Deep Analysis

Time (in minutes) to do deep analysis until the end of the dataset: |120 || Update Deep Analysis |

Figure 63 User Input for Deep Analysis

The first part of the function decides how many measures is going to use for the time in
minutes that the user requested. Having in mind that the sensor measures every 10
seconds then calculates the slots orentries in the dataset to work with, this is done with
the next code:
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def reasoning_frame(window):
reasoning = {}
secs = window * 60
slots = math.ceil(secs / 10) #Each measure is every 10 seconds
last_frame = iot.tail(slots)
data = last_frame.to_dict()
reasoning['data’] = str(data)

5AS

In here, also ajson object &r e a s oisrcomstgucted along the code to host all the
calculations, values andreasonings.

Then, for an initial statistical analysis, it also produces plots and scatterplots but only for
the window of time requested. (For the plots the average of the values is indicated)

def reasoning_frame(window):
reasoning = {}
SAY
#Graphs with averages

img_buffer = io.ByteslO()

plt.clf()
plt.rcParams['font.size'] = '7"

date_fmt = mdates.DateFormatter('%H:%M")
#Temperature
temp_avg = [last_frame.temperature.mean()] * last_frame.shape|[0]

fig2, ax2 = plt.subplots()

fig2.set_figwidth(5)

fig2.set_figheight(3)

ax2.plot(last_frame.index, last_frame.temperature,
label="Temperature")

ax2.plot(last_frame.index, temp_avg, label="Average’)
plt.legend(loc="bes t')

plt.ylabel('Temperature [°C]', fontsize = 8)
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ax2.xaxis.set_major_formatter(date_fmt)
ax2.xaxis.set_major_locator(ticker.MaxNLocator(9))

plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode(utf -8
reasoning['plot_temp'] = 'data:image/png;base64,' + img_str

#Pressure
press_avg = [last_frame.pressure.mean()] * last_frame.shape[0]

fig4, ax4 = plt.subplots()

figd.set_figwi dth(5)

fig4.set_figheight(3)

ax4.plot(last_frame.index, last_frame.pressure, label='"Pressure’)
ax4.plot(last_frame.index, press_avg, label='Average")
plt.legend(loc="best’)

plt.ylabel('Pressure [Pa]', fontsize = 8)
ax4.xaxis.set_maj or_formatter(date_fmt)
ax4.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png")
img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8Y)
reasoning['plot_press'] = 'data:image/p ng;base64," + img_str
#Altitude

alt_avg = [last_frame.altitude.mean()] * last_frame.shape[0]

fig6, ax6 = plt.subplots()

fig6.set_figwidth(5)

fig6.set_figheight(3)

ax6.plot(last_frame.index, last_frame.altitude, label="Altitude")
ax6.plot(last_frame.index, alt_avg, label="Average')

plt.legend(loc="best’)

plt.ylabel(Altitude [m]', fontsize = 8)
ax6.xaxis.set_major_formatter(date_fmt)
ax6.xaxis.set_major_locator(ticker.MaxNLocator(9))

plt.sa vefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8Y)
reasoning['plot_alt'] = 'data:image/png;base64,' + img_str

#Humidity

hum_avg = [last_frame.humidity.mean()] * last_fr ame.shape[0]
fig8, ax8 = plt.subplots()

fig8.set_figwidth(5)

fig8.set_figheight(3)

ax8.plot(last_frame.index, last_frame.humidity, label="Humidity")
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ax8.plot(last_frame.index, hum_avg, label="Average")
plt.legend(loc="best’)

pl t.ylabel("Humidity [%]', fontsize = 8)
ax8.xaxis.set_major_formatter(date_fmt)
ax8.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()) .decode('utf
reasoning['plot_hum'] = 'data:image/png;base64,' + img_str

#Dew Point
dp_avg = [last_frame.dewpoint.mean()] * last_frame.shape[0]

fig10, ax10 = plt.subplots()

figl0.set_figwidth(5)

figl0.set_figheight(3)

ax10.plot(last_frame.index, last_frame.dewpoint, label="Dew Paint’)
ax10.plot(last_frame.index, dp_avg, label='Average")
plt.legend(loc="best’)

plt.ylabel('Dew Point [°C]', fontsize = 8)
ax10.xaxis.set_major_formatter(date_fmt)
ax10.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png")

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf
reasoning['plot_dp'] = 'data:image/png;base64,' + img_str

#lllum inance
li_avg = [last_frame.light.mean()] * last_frame.shape[0]

figl2, ax12 = plt.subplots()

figl2.set_figwidth(5)

figl2.set_figheight(3)

ax12.plot(last_frame.index, last_frame.light, label="llluminance")
axl2.plot(last_  frame.index, li_avg, label='Average")
plt.legend(loc="best’)

plt.ylabel('llluminance [Lux]', fontsize = 8)
ax12.xaxis.set_major_formatter(date_fmt)
ax12.xaxis.set_major_locator(ticker.MaxNLocator(9))
plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf
reasoning['plot_illu'] = 'data:image/png;base64,' + img_str

#Scatterplot For Relationships
plt.figure(figsize=(5,4))

plt.scatter(la st_frame.temperature, last_frame.humidity, s=5)
plt.xlabel("Temperature [°C]", fontsize = 8)

-8)

-8

- 8')
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plt.ylabel("Humidity [%]", fontsize = 8)

plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalu e()).decode('utf -8Y)
reasoning['plot_temp_hum'] = 'data:image/png;base64," + img_str

plt.figure(figsize=(5,4))

plt.scatter(last_frame.dewpoint, last_frame.humidity, s=5)

plt.xlabel("Dew Point [°C]", fontsize = 8)

plt.ylabel("Humidity [ %]", fontsize = 8)

plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8Y)
reasoning['plot_dp_hum' = 'data:image/png;base64,' + img_str

plt.figure(figsize =(5,4))

plt.scatter(last_frame.dewpoint, last_frame.temperature, s=5)

plt.xlabel("Dew Point [°C]", fontsize = 8)

plt.ylabel("Temperature [°C]", fontsize = 8)

plt.savefig(img_buffer, format="png’)

img_buffer.seek(0)

img_str = base64. b64encode(img_buffer.getvalue()).decode(utf -8Y)
reasoning['plot_temp_dp'] = 'data:image/png;base64,' + img_str

plt.figure(figsize=(5,4))

plt.scatter(last_frame.temperature, last_frame.light, s=5)
plt.xlabel("Temperature [°C]", fontsize = 8)

plt.ylabel("llluminance [Luxes]", fontsize = 8)

plt.savefig(img_buffer, format="png")

img_buffer.seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning['plot_temp_illu'] = 'data:image/png;base6 4, +img_str

plt.figure(figsize=(5,4))

plt.scatter(last_frame.pressure, last_frame.altitude, s=5)

plt.xlabel("Pressure [Pa]", fontsize = 8)

plt.ylabel("Altitude [m]", fontsize = 8)

plt.savefig(img_buffer, format="png")

img_buffer. seek(0)

img_str = base64.b64encode(img_buffer.getvalue()).decode('utf -8
reasoning['plot_press_alt'] = 'data:image/png;base64," + img_str

5AS
reasoning = json.loads(json.dumps(reasoning))

return reasoning
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Initial Statistical Analysis
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Figure 64 Initial Statistical Analysis done by reasoning frame(window) to a time frame
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For descriptive statistics, the same values and analyses are done than the onesin
reasoning_general( Jout again only to the time frame.

def reasoning_frame(window):

reasoning = {}
5AY

#Descriptive Statistics

descriptive = last_frame.describe().round(2)

reasoning['descriptive’] = descriptive.to_dict()
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kurt Ih= last_frame.kurtosis().round(2)

reasoning['kurtosis'T = kurt_Ih.to_dict()

positive, negative, zero =", ",

if kurt_Ih['temperature'] >= 1:

positive = positive + ' temperature'
elif kurt_Ih['temperature’] <= -1

negative = negative + ' temperature'
else:

zero = zero + ' temperature'

if kurt_Ih['pressure’] >= 1:

positive = positive + ' pressure'
elif kurt_Ih['pressure’] <= -1

negative = negative + ' pressure'
else:

zero = zero + ' pressure’

if kurt_lh['humidity'] >= 1:

positive = positive + ' humidity'
elif kurt_Ih['humidity"] <= -1:

negative = negative + " humidity’
else:

zero = zero + ' humidity'

if kurt_Ih['altitude'] >= 1:

positive = positive + ' altitude'
elif kurt_lh['altitude'] <= -1

negative = negative + ' altitude'
else:

zero = zero + ' altitude’

if kurt_Ih['dewpoin t]>=1:
positive = positive + ' dew point'
elif kurt_Ih['dewpoint] <= -1
negative = negative + ' dew point'
else:
zero = zero + ' dew point'

if kurt_Ih['light] >= 1:

positive = positive + ' illuminance'
elif kurt_Ih['light] <= -1

negative = negative + ' illuminance'
else:

zero = zero + ' illuminance’
if positive ==""

positive ="' no variable'
if negative ==""
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negative ="' no variable'
if zero =""
zero = ' no variable'

kurt_lh_analysis = "According to the Kurtosis of the measured data
in the last hour, the distribution of the values of" + positive + "

has more data in their tails (outliers) than a normal distribution.
Meanwhile, th e distribution of the values of" + negative + " has fewer
data in their tales. On other hand, the data from" + zero + " has
more of a normal distribution"

reasoning['kurt_analysis'] = kurt_Ih_analysis
skew_lh = last_frame.skew().round(2)

re asoning['skewness'] = skew_lh.to_dict()

right, left, moderate =", ™,

if skew_lh['temperature'] >= 1:
right = right + ' temperature'

elif skew_lh['temperature'] <= -1
left = left + ' temperature'

else:
moderate = moderate + ' temperature'

if skew_Ih['pressure’] >= 1:
right = right + ' pressure'

elif skew_Ih['pressure] <= -1:
left = left + ' pressure’

else:
moderate = moderate + ' pressure'

if skew_lh['humidity"] >= 1:
right = right + ' humidity"'

elif skew_lh['humidity'] <= -1
left = left + ' humidity'

else:
moderate = moderate + ' humidity'
if skew_Ih['altit ude'] >=1:
right = right + ' altitude'
elif skew_Ih['altitude'] <= -1
left = left + ' altitude'
else:

moderate = moderate + ' altitude’

if skew_Ih['dewpoint] >= 1:
right = right + ' dew point'

elif skew_|  h['dewpoint] <= -1
left = left + ' dew point'
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else:
moderate = moderate + ' dew point'

if skew_Ih['light] >= 1:
right = right + " illuminance’
elif skew_Ih['light'] <= -1
left = left + " illuminance’
else:
moderate = moderate + ' illuminance'

if right == """

right = ' no variable'
if left == """

left = ' no variable'
if moderate =="";

moderate ="' no variable'

skew_lh_analysis = "According to the Skewness of the measured data

of the last hour, the distribution of the values of" + right + " are

more extended to the right, which means that the mean is greater than

the median. Meanwhile, the distribution of the values of' + left +"
are more extended to the left, because the mean is smaller than the

median. On other hand, the data from" + moderate + " is moderately
distributed around the median”

reasoning['skew_analysis'] = skew_Ih_analysis
5AS
reasoning = json.loads(json.dumps(reasoning))

return reasoning

Descriptive Statistics [ Hide Analysis
Variable | Count | Mean ;z?:t?;: Minimum |  25% 50% 75% | Maximum
femperature | 7200 | 3612 136 34.29 3515 | 3541 37.71 38.31
pressure | 7200 | 10319262 22.14 103144.0 | 103174.2 | 1031915 | 10321062 | 1032403
humidity | 7200 | 1895 167 16.0 171 1968 2029 2133
altitude | 7200 | -153.48 182 15762 | 1550 | -15338 | -151.04 | -1495
dewpoint | 7200 | 874 0.28 7.92 8.56 8.76 8.93 9.33
light 7200 | 22887 138.53 367 12304 | 24074 | 32445 | 46843

Figure 65 Descriptive Statistics Analysis done by reasoning_frame(window) to a time frame(Part 1)
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Kurtosis Skewness
Temperature -1.49 04
Pressure -0.85 0.19
Humidity -1.45 -0.36
Altitude -0.88 -0.19
Dewpoint  -0.13 -0.24
Light -0.97 -0.24

According to the Kurtosis of the According to the Skewness of the measured
measured data in the last hour, the data of the last hour, the distribution of the
distribution of the walues of novalues of no variable are more extended to
variable has more data in their tails the right, which means that the mean is
(outliers) than a normal distribution. greater than the median. Meanwhile, the

Analysis Meanwhile, the distribution of the distribution of the values of no variable are
values of temperature humidity has more extended to the left, because the mean
fewer data in their tales. On otheris smaller than the median. On other hand,
hand, the data from pressure altitude the data from temperature pressure humidity
dew point illuminance has more of a altitude dew point illuminance is moderately
normal distribution distributed around the median

Figure 66 Descriptive Statistics Analysis done by reasoningframe(window) to a time frame (Part 2)

With the average of each variable the indoor comfort reasoning is done and

recommendations are given

def reasoning_frame(window):
reasoning = {}

5AS

#Index Calculations LH
#Averages

temp_lh = last_frame.temperature.mean().round(2)
press_lh = last_frame.pressure.mean().round(2)
hum_lh =last_ frame.humidity.mean().round(2)
alt_|h = last_frame.altitude.mean().round(2)
dewpoint_lh = last_frame.dewpoint.mean().round(2)
illuminance_lh = last_frame.light.mean().round(2)

averages = {
"temperature_lh": temp_lIh,
"pressure_lh": press._lh,

"humidity_lh": hum_lIh,
"altitude_Ih": alt_lh,
"dewpoint_lh": dewpoint_lIh,
“illuminance_lh": illuminance_lh

}
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reasoning['averages'] = averages
#Indoor Temperature Conditions

if temp_Ih < 20:
indoor_temp_analysis = "The room is too cold. Close open windows
and (or) turn on the heating."

elif (temp_lh >= 20) & (temp_Ih <= 25):
indoor_temp_analysis = "The room temperature is among the comfort
values. No action required.”

else:
indoor_temp_analysis = "The room is too warm. Open windows or turn
on the AC."

reasoning['indoor_temp_analysis'] = indoor_temp_analysis
#Indoor Humidity

if hum_Ih < 30:
indoor_hum_analysis = "The room is too dry. Try opening or closing
t he windows or turning on the AC."

elif (hum_Ih >= 30) & (hum_lh <= 60):
indoor_hum_analysis = "The room temperature is among the comfort
values. No action required."”

elif hum_lh > 60:
indoor_hum_analysis = "The room is too humid. Try opening or
clo sing the windows or turning on the AC."

reasoning['indoor_hum_analysis'] = indoor_hum_analysis
#Indoor Dew Point
ideal_dp = round(dewpoint_lh - 3)

indoor_dp_analysis = "According to the readings of the Dew Point, the

ideal surface temperatu re of the building components to prevent
condensation and the growth of mold should be at least " +
str(ideal_dp) + "°C"

reasoning['indoor_dp_analysis'] = indoor_dp_analysis
#Indoor llluminance Levels

if iluminance_lh < 500:
deficit = round(((500 / illuminance_lh) - 1)*100)
indoor_lux_analysis ="There are low light levels. This illuminance
is not suitable for a classroom. Turn on the lights or increase
the light levels by " + str(deficit) + "%"

elif illuminance_lh == 500:
indoor_lux_analysis = "There are adequate light levels. No action
required."
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else:
surplus = round(100 - ((500 / illuminance_Ih))*100)
indoor_lux_analysis = "There are high light levels. While the

illuminance is suitable for a classroom, energy can be saved. Dim
the light levels by " + str(surplus) + "%"

reasoning['indoor_lux_analysis'] = indoor_lux_analysis
5AY
reasoning = json.loads(json.du mps(reasoning))

return reasoning
Environmental Reasoning

Averages on the Time Frame

Variable Average
Temperature 36.12
Humidity 18.95
Dewpoint  8.74
lluminance 228.87
Pressure 103192.62
Altitude -153.48

Figure 67 Averages for the Time Frame

Indoor Analysis

Temperature

The room is too warm. Open windows or turn on the AC.

Humidity

The room is too dry. Try opening or closing the windows or turning on the AC.
Dew Point

According to the readings of the Dew Point, the ideal surface temperature of the building components to
prevent condensation and the growth of mold should be at least 6°C

Illuminance

There are low light levels. This illuminance is not suitable for a classroom. Turn on the lights or increase the
light levels by 118%

Figure 68 Indoor Analysis
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Finally, using the openweathermap API the Heat Index and WindChill Index are calculated
to provide recommendations about the Heat Stress, Risk of Hypothermia and Risk of
Frostbite.

def reasoning_frame(window):
reasoning = {}

AL

#Outdoors Data from Weather Service

url -
"https://api.openweathermap.org/data/2.5/weather?q=skelleftea&appid=
f6417ddf9b198d502blacla3fof767d2&units=imperial”

response = urlopen(url)

weatherAPI = json.loads(response.read())

#Heat Index

temp_f = weatherAPI['main][ ‘temp']

hum_out = weatherAPI['main']['humidity’]
hum_out = hum_out / 100

temp_out_c = round((temp_f - 32)*5/9)
adj=0
if (temp_f<112) & (temp_f > 80) & (hum_out < 0.13):
if temp_f > 95:
value =temp_f - 95
else:
value=95 - temp_f
adj=((13 - (hum_out/100))/4) * math.sqrt((17 - value)/17)

elif (80 <=temp_f) & (temp_f <= 87) & (hum_out > 0.85):
adj = (((hum_out/100) - 85)/10) * ((87 -temp_f)/5)

HI = -42.379 + (2.04901523*emp_ f) + (10.14333127*(hum_out)) -
(0.22475541*temp_f*(hum_out)) - (0.00683783*temp_f*temp_f) -
(0.05481717*(hum_out)*(hum_out)) +
(0.00122874*temp_f*temp_f*(hum_out)) +
(0.00085282*temp_f*(hum_out)*(hum_out)) -
(0.00000199*temp_f*temp_f*(hum_out)*(hum_out)) - adj

if HI < 80:
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H = 05 * (tempf + 610 + ((temp_f -68.0)*1.2) +
((hum_out/100)*0.094))

HI = round(HI)

HI_c = round((HI - 32)*5/9)
hum_out_perc = hum_out * 100
#Heat Stress

if HI < 80:
classification = "Safe"
explanation = "that there is no concern of the heat effects when
going out. No recommendation against the heat is needed"
elif (HI >= 80) & (HI <= 90):
classification = "Caution”
explanation = "that if exposed to p rolonged periods, symptoms like
fatigue and discomfort (among others) may appear. Hydration and
frequent breaks on fresh areas (shaded or with air conditioned) is
recommended”
elif (HI >=91) & (HI <= 103):
classification = "Extreme Caution"
explanation = "that if exposed to prolonged periods, symptoms like
heat cramps and heat exhaustion (among others) may appear. Avoiding
outdoor activities on the hottest part of the day, hydration and
frequent breaks on fresh areas (shaded or with air conditio ned) is
recommended"”
elif (HI >= 104) & (HI <= 124):
classification = "Danger”
explanation = "that if exposed to prolonged periods, symptoms like
heat stroke (among others) may appear. Avoiding outdoor activities
on the hottest part of the day, a lot of hydration and staying on
air conditioned areas is recommended"
elif HI >= 125
classification = "Extreme Danger"
explanation = "that if exposed to (even on short periods), symptoms
like heat stroke (among others life threatening heat related
illneses) may appear. Avoiding outdoor activities all day, a lot
of hydration and st aying on air conditioned areas is recommended"
HI_lh_analysis = "With an outside temperature of " + str(temp_out_c)
+ "°C and outside humidity of " + str(hum_out_perc) + "%, the Heat
Index calculated with the environmental data is of " + str(HI_c ) +
"°C. Which means a classification of " + classification + " is in
order. This means " + explanation

reasoning['HI_lh_analysis'] = HI_Ih_analysis

#Wind Chill Index
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windSpeed = weatherAPI['wind']['speed’]
if (temp_f > 50) & (wind Speed < 3):

WCI_Ih_analysis = "With the current temperature and wind speed
("+ str(windSpeed) +" mph) there is no risk of hypothermia or

frostbite”
else:
WCI = 35.74 + 0.6215*temp_f - 35.75*math.pow(windSpeed, 0.16) +

0.4275*temp_f*math.pow(win dSpeed, 0.16)
WCI = round(WCI)
WCI_c =round((WCI - 32)*5/9)

#Risk of Hypothermia

if WCI >= -0.4:
classificationl = "Low Hypothermia Risk"
explanationl = "dress in warm layers, cover exposed skin,
keep dry and  stay out of the wind as much as possible."

elif (WCI < -0.4) & (WCI> -16.5):
classificationl = "Moderate Hypothermia Risk"
explanationl = "that if exposed to prolonged periods,
hypothermia may happen. Dress in multiple layers of warm
clothing, cover exposed skin, keep dry and stay out of the
wind as much as possible. Avoid prolonged exposure to the
cold and take breaks indoors to warm up."

elif WCI <= 16.5:
classificationl = "High Hypothermia Risk"
explanationl = " that if exposed to prolonged periods,
hypothermia is likely to happen. Dress in multiple layers of
warm clothing, cover exposed skin, keep dry and stay out of
the wind as much as possible. Avoid all unnecessary outdoor
activity and limit exposure to the co Id as much as possible,
take frequent breaks indoors to warm up. If possible, seek
shelter in a warm, dry place such as a heated building or
vehicle."

#Risk of Frostbite

if WCI>= -16:
classification2 = "Low Frostbite Risk"
explanation2 = "exposed skin can freeze between 10 and 30
minutes of exposure"

elif (WCI <= -17) & (WCIl >=  -37):
classification2 = "Moderate Frostbite Risk"
explanation2 = "that exposed skin can freeze between 5 and
10 minutes of exposure"
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elif (WCI <= -38) & (WCI>= -51):
classification2 = "High Frostbite Risk"
explanation2 = "that exposed skin can freeze between 2 and
5 minutes of exposure"

elif WCl <= -52:
classification2 = "V ery High Frostbite Risk"
explanation2 = "that exposed skin can freeze in 2 minutes or
less"”

WCI_lh_analysis = "According to the wind speed ("+ str(windSpeed)

+" mph), the Wind Chill Index calculated with the environmental

data is of " + str(WCI_c) + "°C. Which means a classification of
" + classificationl + " is in order. This means " + explanationl

+ " Also, there is a classification of " + classification2 + ".

This means " + explanation2

reasoning['WCI_lh_analysis'] = WCI_lh_analysis
reasoning = json.loads(json.dumps(reasoning))

return reasoning

Outdoor Analysis
This analysis is done using the environmental data provided in the public Openweathermap API

Heat Stress

With an outside temperature of 7°C and outside humidity of 28.999999999999996%, the Heat Index
calculated with the environmental data is of 4°C. Which means a classification of Safe is in order. This means
that there is no concern of the heat effects when going out. No recommendation against the heat is needed

Risk of Hypothermia and Frostbite

According to the wind speed (3.44 mph), the Wind Chill Index calculated with the environmental data is of
7°C. Which means a classification of Low Hypothermia Risk is in order. This means dress in warm layers,
cover exposed skin, keep dry and stay out of the wind as much as possible. Also, there is a classification of
Low Frostbite Risk. This means exposed skin can freeze between 10 and 30 minutes of exposure

Figure 69 Outdoor Analysis

At the end of the webpage, the robot control portal is shown for the user to manipulate

the robot according to the needs of the measuring.
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Historical Data General Analysis Time of the last dataset: 2023 05 08 11:22:17 [ Update the Dataset

Initial Statistical Analysis

Descriptive Statistics

All Data (JSON)

Time Frame Data Deep Analysis

Time (in minutes) to do deep analysis unfil the end of the dataset: [15 | [ Update Deep Analysis |

Robot Control

Adeept Bot Controller

Arm Control "
Actions
GRAB LOOSE
MOTION GET

LEFT RIGHT
AUTO MATIC

HANDUP ARMUP
re—— o—— POLICE LIGHT

HANDDOWN ARMDOWN
——— TRACK LINE

CVFL Control
FC Control

START

COLOR

Instruction

Figure 70 Robot Control in the Manual Analysis Webpage

Automatic Deployment

In this script, the algorithm directly controls the robot in an automatic manner and does
the environmental reasoning according to the time frames the robot is on a measuring
place. The algorithm starts the line following function of the robot until the robot
communicates back that it has stopped at a measuring place at this moment the algorithm
saves the time stamp of the moment and waits for the user inputted time to do the
measuring and then orders the robot to keep moving to the next measuring place.

For prototype purposes the number of places to measure is hardcoded to 3 per automatic
deployment, but it can be modified to be a user input if required. The track for the robot
needs also to be previously deployed on site and the measuring place should be marked
doing a T shape with the black tape for the robot to stop and understand that this is the
measuring place, for examplein this test circuit, this can be better explained:
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Measuring
Place ~~-

~

Figure 71 Example Route with a Measuring Place

In this example, the robot does a lap in the rectangle-shaped track and it stops where the
& T cdraivrs Then, it waits for the minutes the user entered and then it moves forward
doing again another lap until 3 laps and 3 measuresare done. After this, the environmental
reasoning is done using the information on the dataset but only for the 3 windows of time
that the robot was stationed on the measuring place s.

By way of illustration, lets assume the example was run with a 15 minde measuring time
per measuring place and it takes 10 minutes for the robot to do a lap.

If the experiment starts at 15:00,these are the times for the 3 laps:
o First.Lap Time: 15:004 15:10; Measuring time: 15:10& 15:25.
o Second Lap Time: 1525 & 15:35; Measuring time: 1535 & 15:50.
o Third. Lap Time: 1550 & 16:00; Measuring time: 16:00 & 16:15.

Then, the analysis is going to be done to the dataset in the time frames of 15:10 & 15:25,
15:354 15:50 and 16:004 16:15independently.

The main function of the code is also a flask application that runs on the port 808 1 of all
the infaces of the host machine:

app = Flask(__name_ )
@app.route('/', methods= [GET', 'POSTY)
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def index():

global reasoning_first, reasoning_second, reasoning_third,
reasoning_outdoor, time_frame, measures

if request.method == 'GET"

reasoning_first, reasoning_second, reasoning_third,
reasoning_outdoor ={,{}, {},
time_frame =1

if request.method == 'POST":
if request.form['btn'] == ‘frame":

measures =0
times =]

value = int(request.form [input])
secs = value * 60

startLineFollower()

createSocket()

while True:
data = conn.recv(1024).decode()

if data == "stop™:
print("Rec eived data: ", data)
measures += 1
current_time = datetime.datetime.now().strftime('%Y
%m %d %H:%M:%S")
print(current_time)
times.append(current_time)
print(measures)
time.sleep(5)

if measures >= 3:
stopMove()
time.sleep(secs)
break

else:
stopWaitMove(value)

conn.close()
resetWebServer()

print("Waiting the Dataset to Update")
time.sleep(70)
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if _name__=='_main__"

time_frame = value
reasoning_first, reasoning_second, reasoning_third,
reasoning_outdoor = reasonings(times, value)

return render_template('index_auto.html', time_frame = time_frame,
reasoning_first = reasoning_first, reasoning_second =
reasoning_second, reasoning_third = reasoning_third,
reasoning_outdoor = reasoning_outdoor)

app.run(port=8081, debug=True, host='0.0.0.0")

The GETmethod just initializes all the variables,which happens the first time the webpage
is loaded and the POST7method gets the entered value for the measuring, starts the line
following program, create s a socket connection with the robot and starts listening for a
a&s t mgsgage to know that the robot is in a measuring place. When this happens, the
timestamp is recorded for the future analyses waits for the user defined time and then
sends the signal to the robot to keep moving . After 3 measurementshave been done, the
algorithm commands the robot to stop the line following program , closes the socket
connection, reset the roboté& web server, waits for the dataset to update and does the
reasonings each measure place.

Robot Control

Adeept Bot Controller

Instruction

Move Control Hard Ware

CPU Temp 52.1°C

CPU Usage 35.4%

RAM Usage 24.3%

Arm Control
Actions
GRAB LOOSE

LEFT RIGHT

HANDUP ARMUP

HANDDOWN ARMDOWN

TRACK LINE

CVFL Control
5y
L2

FC Control

START

MOTION GET

AUTO MATIC

POLICE LIGHT

SP — COLOR

Automatic Deployment, Measuring and Analysis

Time (in minutes) to measure in each of the 3 rooms: ‘1 H Start Deployment |

Figure 72 Automatic Deployment Webpage
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This script uses10 additional functions, some to control and communicate with the robot
such as stopMove( ), stopWaitMove(minutes), startLinefFollower( ), createSocket( ),
connectWS( ) and resetWebServer() and some to do the environmental reasoning like
reasonings(times, measuring_time) outdoor_reasoning( ), reasoning_indoor(chunk) and
create_dataset()

The robot is controlled through its web interface, its webServer script is always listening

for a command. So the connectWS() function creates a websocket connection between

the instance and the robot. In here, besides of creating the connection, a basic

aut hentication i s mad e s endi flog validadtian ofntlees s a g e
connection on the robot script .

def connectWS():
global ws
ws = websocket.create_connection("ws://192.168.100.10:8888")
ws.send("admin:123456")
response = ws.recv()

To receive updates of the state of the robot, for instance, to know when it has stopped
and is in a measuring place, the createSocket() function creates a socket connection to
allow the instance to listen to the messages from the robot

def createSocket():
global server_socket, conn
print('Creating Socket Connection’)
server_socket = socket.socket()
server_socket.bind(('0.0.0.0', 8085))
server_socket.listen(1)

print( "Waiting for a Socket connection...")

conn, addr = server_socket.accept()
print("Connected by", addr)

greet = conn.recv(1024)
print(greet.decode())

Because so many connections are establisheetween the robot and the instance, to be
sure that everything was properly closed and allow the continuity of the functionality of
the robot and the server, the resetiWebServer() function sends a couple to commands to
the robot using SSH
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def resetWebServer():

client= paramiko.SSHClient()

client.set_missing_host_key policy(paramiko.AutoAddPolicy())
client.connect('192.168.100.10', username="pi',
password="raspberry")

client.exec_command(‘sudo killall python3")

time.sleep(2)

client.exec_command(‘'sudo python3
adeept_rasptank/server/webServer.py’)

time.sleep(5)

client.close()

To start the Line follower operation mode on the robot, the function startLineFollower()
using a websocket connection sends thecommand & r a c kta therebagt.

def startLineFollower():
connectWs()

ws.send("trackLine")
time.sleep(0.2)

ws.close()

When the servergets from the robot the as ¢ mgssage,it needs to stop the tracking line
operation mode, wait a user entered time, command the robot to move forward and
activate again the tracking line operation mode. This is done with the function
stopWaitMove(minutes) which takes as an input the measuring time entered on the
webpage.
def stopWaitMove(minutes):
secs = minutes * 60

connectWs()

ws.send("trackLineOff")
ws.close()

time.sleep(secs) #Wait for xx secs
connectWs()
ws.send("forward")

time.sleep(0.6)
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ws.send("DS")
time.sleep(0.2)
ws.send("trackLine")

ws. close()

When the robot stops for the third time,i t s h &keep gbingéfdrward as is the end of
the automatic deployment. The stopMove() function just stops the tracking line function
without restarting it after.

def stopMove():
connectWs()

ws.send("trackLineOff")
time.sleep(0.2)

ws.close()

After the robot has made the complete route and the 3 measurements, a list named times
is built with the timestamps of the beginning of each measuring. This list and the
measuring time are used as an input for the function reasonings(times, measuring_time)
which first calculates the range of times per measuring (finish time = start time +
measuring time) and downloads the dataset with the function create dataset().

With the ranges of each measuring 3 new datasets are madetrimmed with the times of
each measuring The indoor reasoning is made on every dataset with the function
reasoning_indoor(chunk)and finally the outdoor reasoning is done at the actual time with
the function outdoor _reasoning( ).

def reasonings(times, measuring_time):

times = times
minutes = measuring_time

# Divide the Dataset

start_first_measure = datetime.datetime.strptime(times[0], ‘%Y %m %d
%H:%M:%S")

end_first_measure = start_first_measure +
datetime.timedelta(minutes=minutes)

start_second_measure = datetime.datetime.strptime(times[1], '%Y %m %d
%H:%M:%S")

end_second_measure = start_second_measure +
datetime.timedelta(minutes=minutes)

108



Towards Cloud-Native Context-Aware Autonomous Robotics for IoT Applications

start_third_mea sure = datetime.datetime.strptime(times[2], ‘%Y %m %d
%H:%M:%S")

end_third_measure = start_third_measure +
datetime.timedelta(minutes=minutes)

dataset = create_dataset()

first_ measure = dataset[(dataset.index >= start_first measure) &
(dataset.index <= end_first_measure)]

second_measure = dataset[(dataset.index >= start second_measure) &
(dataset.index <= end_second_measure)]

third_measure = dataset[(dataset.index >= start_third_measure) &
(dataset.index <= end_third_measure)]

reaso ning_first = reasoning_indoor(first_measure)
reasoning_second = reasoning_indoor(second_measure)
reasoning_third = reasoning_indoor(third_measure)
reasoning_outdoors = outdoor_reasoning()

return reasoning_first, reasoning_second, reasoning_thi rd,
reasoning_outdoors

The functions create dataset(), reasoning_indoor(chunk)and outdoor _reasoning()are the
same used for the manual algorithm.

After the automatic deployment is done , the webpage shows the individual analyses per
measuring place (room)

First Room

Initial Statistical Analysis Hide Graphs

Temperature Relative Humidity Dew Point
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llluminance Atmospheric Pressure Altitude

Figure 73 Initial Statistical Analysis for the First Room
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Second Room

Initial Statistical Analysis Hide Graphs
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Figure 74 Initial Statistical Analysis for the Second Room
Third Room
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Figure 75 Initial Statistical Analysis for the Third Room

1430

Descriptive Statistics Hide Analysis
Variable Count Mean Standard Deviation | Minimum 25% 50% 75% Maximum
temperature 5.0 30.09 0.04 30.05 30.07 30.09 30.11 30.15
pressure 5.0 100978.18 57 100972.7 | 100972.7 | 100979.5 | 100979.7 | 100986.3
humidity 5.0 21.98 0.02 21.96 21.97 21.98 21.98 22.0
altitude 5.0 29.72 L\YB 28.75 29.56 30.0 30.06 30.25
dewpoint 5.0 6.0 0.04 5.93 5.99 6.01 6.04 6.04
light 5.0 347.23 6.73 339.47 341.25 349.89 349.89 355.65
Kurtosis Skewness
Temperature -0.02 0.59
Pressure -0.72 0.48
Humidity 0.27 0.61
Altitude 1.61 -1.4
Dewpoint 1.23 -1.19
Light -1.88 -0.06

Figure 76 Descriptive Statistics for the Second Room
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Environmental Reasoning
Averages on the Time Frame

Variable Average
Temperature 30.15
Humidity ~ 21.97
Dewpoint  6.06
lluminance 348.43
Pressure  100969.5 I
Altitude 30.59

Temperature

The room is too warm. Open windows or turn on the AC.

Humidity

The room is too dry. Try opening or closing the windows or turning on the AC.
Dew Point

According to the readings of the Dew Point, the ideal surface temperature of the building components to prevent condensation and the growth of
mold should be at least 3°C

llluminance

Figure 77 Environmental Reasoningfor the Third Room

Outdoor Analysis
This analysis is done using the environmental data provided in the public Operweathermap API
Heat Stress_[

With an outside temperature of 0°C and outside humidity of 100.0%, the Heat Index calculated with the environmental data is of -4°C. Which
means a classification of Safe is in order. This means that there is no concern of the heat effects when going out. No recommendation against
the heat is needed

Risk of Hypothermia and Frostbite

According to the wind speed (17.27 mph), the Wind Chill Index calculated with the environmental data is of -6°C. Which means a classification of
Low Hypothermia Risk is in order. This means dress in warm layers, cover exposed skin, keep dry and stay out of the wind as much as possible.
Also, there is a classification of Low Frostbite Risk. This means exposed skin can freeze between 10 and 30 minutes of exposure

Figure 78 Outdoor Analysis
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EXPERIMENTATION AND ANALYSIS

Experimentation

The main experiment of the prototype was done onthe 11M"of May of 2023 amn LTUE:
Skellefted. The robot would go on a predefined route and measure in 3 places, 2 offices and the

hall in front of them. It stay s 10 minutes in each measuring place and after the complete route

has been done, analysis of the data will be madeand shown to the users (stakeholders)

Measuring Place
Room 2 Room 1

Room 3

Figure 80 Track on Campus
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This experiment can be divided in two phases. The first one is the data collection where the robot
goes with the sensor to the designated places and stays there for a determined time and the
second one, is the data processingand its visualization to the stakeholders.

For the data collection, the robot goes from point A to point B and stays 10 minutes in each point
doing the different environmental measurements, according to the input datainthe pr ot ot ypeés
webpage.

& AWS loT - MQTT test dlient X D

+

@ Automatic Environmental Monit. X

CE A EN(RVERE] Q B y : C & eu-central-1.console.aws.amazon.com

&

B & © rowny  co

Robot Control P

Adeept Bot Controller

Arm Control

GRAB LOOSE

LEFT RIGHT

HANDUP ARMUP

HANDDOWN ARMDOWN

Instruction

Base Control Move Control Arm Control

Automatic Deployment, Measuring and Analysis
Time (in minutes) to measure in each of the 3 rooms: [1q0 #]| Start Deployment

2:54 PM
5/11/2023

&

Figure 81 Start of the Prototype's Experiment

In the previous figure, the webpage for the system is shown which shows the video from the robot,
and the number of minutes entered to do the measuring in place (10). It is also shown, the MQTT
test client on AWS IoT Core to check that the messages from the sensor are arriving to the cloud
and finally, the robot at the beginning of the track.

The next figures represent the different stages of the data collection for the robot are shown
according to the advance on the automatic deployment :
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Figure 82 Initial Position

Figure 84 First Measuring Place Figure 85 Moving Towards Second Measuring P/abe

\(

Figure 86 Second Measuring Place Figure 87 Moving Towards Third Measuring Place

Figure 88 Third Measuring Place
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After the robot does all the three measures, thenthe data is processed and a visualizationof this

is provided in the webpage which is shown on the next images.
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Figure 89 Initial Statistical Analysis First Room
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Descriptive Statistics

Variable Count Mean d D 25% 50% 75% Maximum
temperature | 47.0 30.61 0.1 304 30.52 30.62 30.67 30.91
pressure 47.0 | 101719.81 3.88 101713.0 | 101717.1 | 101720.0 | 101722.8 | 101728.0
humidity 47.0 15.7 0.06 15.52 15.66 15.7 15.72 15.81
altitude 47.0 -32.02 0.32 -32.75 -32.19 -32.0 -31.84 -31.44
dewpoint 47.0 1.65 0.1 1.44 1.58 1.65 1.71 1.87
light 47.0 235.49 7.78 195.78 232.88 236.13 238.09 245.74
Kurtosis Skewness
Temperature 0.4 0.36
Pressure -0.89 0.14
Humidity 0.8 -0.44
Altitude -0.38 -0.28
Dewpoint -0.45 0.03
Light 14.87 -3.18

According to the Kurtosis of the measured data in the last hour, According to the Skewness of the measured data of the last hour, the
the distribution of the values of illuminance has more data in their distribution of the values of no variable are more extended to the right, which
the means that the mean is greater than the median. Meanwhile, the distribution of
distribution of the values of no variable has fewer data in their the values of illuminance are more extended to the left, because the mean is
tales. On other hand, the data from temperature pressure smaller than the median. On other hand, the data from temperature pressure
humidity altitude dew point is moderately distributed around the median

tails (outliers) than a normal

Analysis

humidity altitude dew point has more of a nermal distribution

Environmental Reasoning
Averages on the Time Frame

Variable Average
Temperature 30.61
Humidity 15.7
Dewpoint  1.65
lluminance 235.49
Pressure  101719.81
Altitude -32.02

Temperature

The room is too warm. Open windows or turn on the AC.

Humidity

The room is too dry. Try opening or closing the windows or turning on the AC.

Dew Point

According to the readings of the Dew Point, the ideal surface temperature of the building components to prevent condensation and the growth of mold should be at least -1°C

llluminance

distribution.

Meanwhile,

Figure 90 Descriptive Statistics First Room

There are low light levels. This illuminance is not suitable for a classroom. Turn on the lights or increase the light levels by 112%

Figure 91 Environmental ReasoningFirst Room

| Hide Analysis
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Second Room

Initial Statistical Analysis Hide Graphs
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Figure 92 Initial Statistical Analysis Second Room
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