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Abstract

As organizations increasingly adopt SoftwBxefined Wide Area Networking (S®AN) to enhance
network performance and reduce costs, robust security measures are essential. ThisdinatHies the
inherent security attributes and potential vulnerabilities of Cisce/&8N networks. Utilizing a simulated
environment, the research demonstrates Cisco-VEBN's security features and highlights its
vulnerabilities through hypothetical scenas.

The study examines traditional WAN architecture and its limitations, then analyzes the deployment of

Cisco SBWAN, focusing on its inherent security features within the control and data planes. It explores

the threat landscape of SWAN andproposes effective mitigation strategies, including customized

security rules, advanced threat detection, and the advantage of using Ciscd IDQ& NR o dzad Sy ON
methods

The analysis of commatdihe interface outputs antlViresharkpacket captureshows that Cisco SWAN's
security features adhere to the principles of confidentiality, integrity, and availability. This research
provides valuable insights into AN security, helping organizations make informed decisions and
leverage the advantages Cisco SIWAN while maintaining robust network security standards.
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Chapter 1 Introduction
1.1Introduction

Enterprise networks provide communication infrastructure usiigN, WAN, and data centers within
organizations. Users access devices and applications in data centers. Distributed applications are vital,
requiring fast, reliable connectivity ensured by enterprise networking solutions. Security is crucial,
achieved thraigh controlled access. The architecture includes LAN, WAN, and data centers, linking users
to business application§l].

Enterprise networking begins with the Local Area Network (LAN), where devices within a geographic area
connect via ethernet and \Aki. The LAN's hierarchical design includestieoand threetier models.
Twatier combines distribution and core layersretitly linking to the Wide Area Network (WAN). Three

tier separates these layers. Access layer switches connect users to the LAN, while distribution connects to
core switches, enabling internet and data center connections. The core layer facilitates caratiomn
between distribution layers in extensive LAN set[#]s

Enterprise networking encompasses the Wide Area Network (WAN), linking multiple Local Area Networks
(LANSs) across vast regions. WAN collects LAN packets and forwards them to data centers housing critical
business applications. These data centers have edofkxom centralized oipremises setups to edge
deployments and public cloud servig@8s WANs connect LANs across different locations, facilitating long
distance transmission of data globally. Switched WANs use routers to link LANs, while leased lines
establish pointto-point connections via public telecommunication networks. Establishing communication
over WANSs requires data link layer protocols like HDLC, PPP, ATM, frame relay, ISDN, gtd X.25.

A WLAN allows devices to communicate wirelessly using radio frequencies, eliminating the need for
physical cables. Devices transmit data frames through a radio frequency interface, connecting via access
points and routers. Any WLA®&pable device within raye can receive these frames. Wireless networks,
prevalent in laptops and smartphones, provide mobility without the cabling required by wired networks
[5]. Wireless LAN communication utilizes radio waves in specific frequency ranges to transmit data
through the air. Access points serve to link wirelassrs to the network, acting as access edges for the
local area network. In a wireless network, the communication frame needs transformation by the access
point before being sent to the external world, effectively performing bridging functiéhs

In today's business landscape, WANSs are critical for connecting dispersed locations, yet they encounter
bandwidth constraints, application performance hurdles, and security vulnerabilities. WANs are Typically
established via leased lines or circuit/packetitching methods like ATM and MPLS, WANSs often resort

to the public Internet despite scalability and cost concernsWsINs, stemming from SDN and NFV,
address these challenges by segregating data and control components. They intelligently select the best
connectiort be it MPLS, ATM, or Intermebased on reatime performance, cost, and specific application
demands, offering enhanced flexibility and reduced expenditure for organizafigns.

A typical wide area network (WAN) design adopts a-&ntbspokes structure, where branch data routes

to a central data center or Main Branch for security checks via dedicated MPLS circuits. Branches manage
on-premises devices, while enterprise applicatioaeside centrally. Internebound traffic follows a VPN

route to the data center before reaching its destination. This architecture ensures strong security,
centralized Internet access, and application hostingWWAN offers enhanced flexibility by absttiag

10| Page



from hardware, allowing diverse transport options for applications, departing from traditionabhdb
spoke designg8g].

Main Branch

__ Hub & Spoke Topology

EBranch Site 1 Branch Site 2 Branch Site 3

Figurel : Hub and spoke, forwarding all traffic back to the main Datacenter. Adapted from [9]

In a traditional IP network, devices communicate using defined protocols to determine network behavior
based on their configurations. Automation is minimal, requiring manual configuration by network
administrators for numerous devices. Despite some soféntaols, significant time and human resources

are still needed. For instance, SNMP is used for statistics and alarms but not for configuration
management due to limitations. NETCONF offers automation for device configuration via a standard API,
but prior mplementation of functionalities and logic on the devices is necessary before utilil it

SDWAN has grown in popularity as a cestective way to improve network performance. It achieves
this using virtualization and softwaidefined networking. SVAN networks are distinguished by their
centralized management system, which effectively mamsitand manages connectivity links based on
specific application requirements. The study emphasizes howVBN, with its virtualization and
software-defined features, improves network performance and resource allocatioadapt to new
network infrastructues. It focuses on the utilization of $IAN architecture for internet access,
emphasizing its usefulness in improving management efficiency and lovexegse$30].

inflexible routing, uneven traffic distribution, complex protocols, lack of prioritization, and dependence
on specialist hardware as some of the drawbacks of traditional wide area networks (WANS). Their
inefficiency for datadriven applications is hamperday these limitations [31]. This is complemented by
[32], which explains how SWAN handles these problems. It emphasizes the growing meleiden by

the necessity of digital transformation and distant work requiremenitsr adaptable and affordable
networks Benefits of SBVAN include applicaticaware routing, centralized management, and the
utilization of several transport technologies to improve network performance. Thus, th#/A&Dresearch

of [32], offers answers to the issues noted by [31].

Astrong SBAVAN edge platform that takes a businesntric approach is essential for preventing security
breaches caused by anomalies in application behavior. Application traffic is quickly identified and
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categorized by this platform, which then routes it to designated zones or microsegments for isolation. It
guarantees automated and consistent security policy enforcement through analysis and trust. A business
focused cloueapp security policy, for examplean route suspicious traffic to negeneration firewalls

for additional inspection, redirect usgrenerated content from apps to secure web gateways, and route
reliable SaaS traffic to the closest instance for improved sed@b6iy

Considered an innovative creation, Softwdefined Wide Area Networking, or $AN, has drawn
significant interest in recent years. Businesses are able to connect many branches over a wide area
network by establishing a virtualized network architectureéhwthis technology. Howeveras SBANVAN
networks grow in number, it is more crucial than ever to comprehend the whole security landscape
associated with this breakthrough technology. With a focus on enhancing the security of Ga6ANSD
Networks, this theis seeks to explore several aspects of Softwaedined Networking (SDNThefocus

lies in recognizingnd aldressingcommonsecurity vulnerabilities and mitigation strategies is crucial,
especially for networks using older WAN technology. This involves identifying thanlmélturity features

of Cisco SBVAN networks. The focus will be on technical decisions to detect thaserabilities and
discussing how these vulnerabilities appear and affeet\@IN security in practical terms

1.2 ResearctMotivation

The core motivation behind this research lies in achieving several objectives. Initially, it aims to establish
a thorough comprehension of the inherent security attributes within CiscdV@DI Networks, alongside

an analysis of the prevailing threat landpeain SBANVAN environments. Subsequently, the research
endeavors to illustrate the identified security features and delve into the root causes of the underlying
attack surface, leading to vulnerabilities within these networks. Through the presentatiore ahdist
effective practical solutions and mitigation techniques for these vulnerabilities, the proposal ultimately
strives to enhance the resilience and overall security posture V8N configurations.

The swift adoption of SB/AN technology in the business sector has led to research on security attributes
and vulnerabilities in cisco SWAN networks, highlighting the necessity for strong security mechanisms.
As more organizations use cisco\®BN solutbns to enhance their network architecture, there is a rising
concern about potential attacks and vulnerabilities that might jeopardize the safety of these networks.
The primary objective of this study is to investigate the inherent security capabilitiksrita Cisco S

WAN networks. It aims to find and rectify any vulnerabilities in order to establish dependable and secure
SDWAN deployments. The ultimate goal is to protect vital company operations and data.

The growing complexity and frequency of cyberattacks provide a significant risk\WbASDnetworks.
These networks are becoming more prevalent and crucial for modern company operations, making them
appealing targets for threat actors seeking to breach datd exploit weaknesses. This project aims to
identify and fix potential vulnerabilities within SIJAN technology to ensure the continuous
dependability and security of networks in an increasingly digitally and internationally interconnected
environment.

Security breaches in these networks could result in significant consequences, motivating study into Cisco
SDWAN network security features and weaknesses. Hacks pose significant risks due to their potential for
catastrophic outcomes, including data breashesevere operational disturbances, and substantial
financial damages. Malicious actors are attracted teV&EN networks because of their important role in
modern company activities and data transfer. Identifying the strengths and addressing vulnegatsilitie
crucial to safeguard data integrity and ensure uninterrupted company operations. This research also
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guarantees powerful SB/AN safety measures to prevent the potentially disastrous results of security
breaches.

Research on Cisco SIAN network security attributes and vulnerabilities is motivated by the lack of
comprehensivestudies that adequately examine the complicated aspects of Cised/AD security
primarily. This information gap emphasizes the pressing necessity for such study. AlthcWgANSD
technology is being used more in many industries, there is a lack of conmmighesvaluations on the
security challenges and solutions. This research intends to address and enhance the knowledge of SD
WAN security risks, and to give solutions to secure these networks against possible attacks in a digital and
connected world.

1.30bjectives of the Study
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1.4Research Question and Problem Statement
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1.5Research Methodology

This methodology is designed to help us thoroughly examine and enhance the security of the €isco SD
WAN solution. By following these steps, we will be able to conduct a detailed and effective analysis,
identify weaknesses, test potential attack scenarios, and ultimately propose improvements to make the
system more secure. Essentially, it's a plan to ensweaghieve our goals in a systematic and efficient
way.

1 Understand the SBAVAN SolutionWe'll begin by thoroughly understanding the-BDAN solution
to conduct an effective security analysis.

1 Analyze Security Featurebtext, we'll examine the buiih security features of the Cisco-SAN
solution to understand how they ensure confidentiality, integrity, and availability.
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1 Identify Security WeaknessedVe'll map out the attack points and vulnerabilities within the- SD
WAN architecture and solution.

1 Simulate FindingsUsing insights from qualitative studies, we'll demonstrate our findings in a
network simulation environment to showcase how well the principles of confidentiality, integrity,
and availability are upheld.

i Execute Practical Attack Scenarid®ased on the identified vulnerabilities, we'll simulate and
carry out practical attack scenarios to assess their significance and severity.

1 Propose SolutionsEinally, we'll identify potential solutions, mitigation steps, and propose design
changes to enhance the security of the-BIAN solution

1.6 The Scope of the Study
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1.7 IntendedAudience

This thesis provides research and simulations to understand and demonstrat®ASD security
architecture. The results will assist organizations in designing and deployWASIhetworks and aid
SDWAN service providers in implementing secure serviceshiar customers. The intended audience
includes:

SDWAN Service Solution Integrators and Providefs understand the risks and vulnerabilities of Cisco
SDWAN and implement necessary controls to protect assets.

Organizations Consideringdopting Cisco SBWAN To gain awareness of security capabilities, potential
risks, and solutions, and to establish appropriate security requirements.

ResearchersTo gain insights into security aspects when developing new technologies and protocols,
aiding in the design, deployment, and secure operation of Ciset/ SN networks.
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By focusing on these groups, the research aims to provide valuable insights into the security of Cisco SD
WAN networks.

1.8 Structure of the Thesis

The thesis is organized ingeveral chapters to provide a clear and comprehensive examination-of SD
WAN security

Chapter 1: Introduction
1 Explains the motivation, objectives, research questions, and scope.
9 Discusses the limitations of legacy WAN technologies.
1 Highlights thamportance of transitioning to SIVAN.
Chapter 2Background
1 Overview of Traditional Wide Area Networks (WANS)

Chapter3: Literature Review

1 Reviews the SBWAN threat landscape and vulnerabilities.
1 Covers Cisco SWAN threat mitigatiorstrategies.

Chapter4: Cisco SBWAN Architecture and Security Features

1 Explains how confidentiality, integrity, and availability (CIA) principles are integrated into the
security mechanisms of the Cisco-®BN Control and Data Planes.

Chapter5: Research Methodology for Cisco SIDAN Security Analysis

9 Details the methods used to analyze Cisce/BAN security features.
1 Uses the EVNG Simulator to assess the impact or\8BN services.

Chapter6: Verification and Results
9 Discusses how test resuliign with the CIA principles in information security.
Chaptei7: Conclusions
1 Summarizes the findings and their implications.
This structured approach ensures a thorough examination V@D security, from foundational

concepts and literature review to practical analysis and verification, providing a clear and detailed
understanding of the subject.
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Chapter2 - Background
Overview of Traditional Wide Area Networks (WANs

2.1 Legacy Wide Arddetworks(\WAN

This Chapter kicks off by presenting the most widely @séstingtechnologies foff raditionalWide Area
Networks.Companies are able tesepublic or private Wide Area Network (WAN) architecture to connect
their internal networks. This section delves into the features of both forms of infrastructure, offering an
understanding of its operating and connection elements.

Pointto-point leased lines, packetwitched links (Ethernet WAN, ATM, Frame Relay), and eircuit
switched links (PSTN, ISDN) are usqtirate WAN infrastructure. In contrast, small offices and remote
workers use public WAN infrastructure for broadband Internet via DSL, cable, and satellite. Virtual private
networks (VPNSs) protect data sent between business sites using the public WAStrutfture.[11].

(Figure 2).

Wide Area Metworks

Private WAMN Public WAMN
Dedicated Switched | Internet |
| Leased Lines | [Circuit Switched] [Pal:‘.k-E!‘t Switl:'.l‘led] [ Broadband WVPHN ]

| | | Mtreo Ethernet DsSL , Cable ,
T1A/E1IT3I/ES PSTHN/ISDN MPLS Wireless

Frame Relay
ATM

Figure2: Private and Public WAN access technologies. Adapted from [11]

2.1.1 TraditionalPublic Wide ArelBletworkSolutions

This sectiorexplores most common public Wide Area Netw@AKAN) infrastructures, including wireless,
5G/4G cellular networks, DSL, and cable.

1 DSL (Digital Subscriber Line) and cable modem

Digital Subscriber Line (DSL) uses existing copper lines for communication, offering speeds from several
hundred Kbps to Gigabit rates, dependent on distance from the phone exchange. DSL types include ADSL,
VDSL, and Gigabit, but speeds may drop below I3Miue to network factors. High maintenance costs

arise from poor copper quality. Cable modems use coaxial lines, achieving up to 10Gbps with DOCSIS 3.1.
[12].
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1 Fixed Wireless Access

Fixed Wireless Access (FWA) provides broadband via wireless networks to fixed points using devices like
WIMAX, now often upgraded to 4G LTE. With 4G and 5G advancements, FWA can offer speeds up to Gbps,
competing with FTTH. 5G, using various spectra, elcteed WAFi's reach without replacing it. The rise

of IoT devices, expected to reach 41.6 billion by 2025, demands reliable bandwidth, enhancing automation
and productivity in sectors like healthcare and manufactufirgj.

2.1.2 TraditionalPrivateWide AreaNetworkSolutions
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1 Pointto-point leased lines (P2P)

Pointto-point (P2P) network connectivity directly links networks, reserving bandwidth for each point to
send and receive data. Legacy P2P WAN technologies like T1/E1 and T3/E3 used copper, still 55% of global
broadband. Modern P2P uses fiber/ethernet, offering speeds up to 100 Gbps. Known for simplicity and
availability, P2P WAN provides 5 Mbps to 100 Gbps, with dynamic routing;otkswvice, and
encryption, but scaling is costly and complg2].

1 Fiberoptic services

Fiber network expansion has enabled carriers to offer {tigiacity, ultrdow-latency wave services in
urban areas, reducing traditional P2P costs. Dense Wavelength Division Multiplexing (DWDM) transmits
nearly 200 waves per fiber strand, each up to 10p$ on a static path with minimal latency. Wave
services are faster and more affordable than P2P, but costly for global corporations and less available in
tier 2 and 3 areas. Fiber to the home (FTTH) boosts internet speeds up to 100[Mbps.

1 Ethernet WAN

Initially designed for LANs due to its ekitometer cable limit, Ethernet has evolved into a viable WAN
option with fiberoptic advancements. Standards like IEEE 1000BA3#Ed 1000BASEX support cable
lengths of 5 km and 70 krservice providers offer Ethernet WAN services, including VPLS, EoOMPLS, and
MetroE. Ethernet WAN provides higgandwidth Layer 2 networks for data, audio, and video, reducing
costs, simplifying management, and supporting IP applications like VolP andisgjeadeo[11].

1 MPL& Multi Protocol label Switching

Multiprotocol Label Switching (MPLS) was introduced in the early 1990s to support multiple Layer 3
protocols. As IP became the dominant protocol, MPLS evolved into an efficient way for sending data
packets over IP over large area networks. MPLS uses tabgiscede IP packets, enabling streamlined
forwarding without examining complex IP headers. Essentially, MPLS functions as a form of IP switching,
and networks utilizing MPLS principles are known as MPLS netjsks.
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Multiprotocol Label Switching (MPLS) initially focused on IPv4 and later included multiple protocols,
including IPv6 in Cisco IOS. Label switching assigns labels to packets instead of identifying them as IPv4,
IPv6, or Layer 2 frames. This section expléiagpurpose, application, and distribution of labels within a
network, emphasizing their crucial role in MPLS operation and how labeling IPv6 packets functions in Cisco
I0S][16].

One MPLS label is a field of 32 bits with a certain structurelali® value, encompassing the initial 20

bits, ranges from 0 to 1,048,575, excluding the initial 16 values designated for special purposes. Bits 20 to
22 are allocated for the experimental (EXP) bits, serving exclusively for quality of service (QoS)
consderations(Fig. 3).

1 2 3
0123456789 012345567 8901234567890 1

Label EXFP |BoS TTL

Figure3: Syntax of One MPLS Label. Adapted from [16]

MPLS operates between Layers 2 and 3 of the OSI model, often considered a Layer 2.5 protocol. It
differentiates between edge and core netwaakeas, using Edge Label Switching RoutetsS@s) at the

edge and Core LSRsLERS) at the core:lESRs label IP packets for transmission, with potential label
modifications en route through MPLS switches, creating a logical routing layer over theaphgsieork.

Label Switch Routers (LSRs) decode and manage labeled packets, classified into Ingress LSRs, which label
unlabeled packets, Egress LSRs, which remove labels, and Intermediate LSRs, which route labeled packets.
LSRs can pop, push, or swap laliElsed on network requirements. MPLS ensures all packets in a
connection [15].

MPLS IP forwarding, or MPLS Data Plane, provides a unique packet forwarding method. While end devices
don't handle tagged packets, routers label and later remove these tags. MPLS routers manage labels by
injecting (push), deleting (pop), or forwarding patk using MPLS logic. MPLS extends Cisco Express
Forwarding (CEF) concepts and introduces the MPLS Label Forwarding Information Base (LFIB) to enhance
routing efficiency[24].

An MPL&nabled router's unicast IP forwarding control plane uses routing protocols, static routes, and
connected routes to create a Routing Information Base (RIB). Cisco Express Forwarding (CEF) extends this
with a CEF Forwarding Information Base (FiIBjnd destination IP prefixes, nelkbp routers, and

outgoing interfaces. The CEF adjacency table addslid&theader details. In the data plane, CEF routers
efficiently match destination IP addresses with the CEF FIB, optimizing packet throughpatacidg
delay.[24] (Fig. 4).
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Figure4 : 4 Use of the CEF FIB and MPLS LFIB for Forwarding Packets. Adapted from [24]

2.2 Traditional WANo SDWANC¢ A Paradignshift

This Chapter delves into SBAN technology, descendant of SDN. To wrap it up, the chapter explores
various vital elements and features crucial for crafting an effective infrastructure design ftASD
networks Software Defined Networking (SDN) diverges significantly from traditional internet network
structures. It utilizes softwarbased controllers and APIs to manage and direct network traffic through
underlying hardware like switches and rout€Fig. 2) A centralized SDN controller allows automation

and control through softwaregnabling integration of networks and separating control logic from
hardware. SDN includes three planes: management, control (where the SDN controller operates), and
data, revolutionizing network managemejif7].

APP

Control PlaneJ
]
® A \ Data Plane

Network Device

APP APP

Application Layer L APP

Business Applications

Northbound API

Control Layer SDN Controller

A
iral N La

Southbound API

Infrastructure
Layer

Network Device Network Device Network Device

Figure5: 4 Use of the CEF FIB and MPLS LFIB for Forwarding Packets. Adapted from [24]

In the current context, apps have expanded outside private data centers, adopting a variety of hosting
methods. Google Cloud and Microsoft Office 365 are examples of successful Software as a Service (SaaS)
deployments. Major vendors, such as Amazon andg&pmffer Infrastructure as a Service (laaS). The
transition from private to public clouds, whether using SaaS or laaS, has revolutionized application
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accessibility. Users are no longer limited to specific locations and can access applications on a variety of
devices, necessitating increased security. Intelligent network solutions are required to detect and restrict
access effectively, adjusting to thgrtamic environment of modern application usdd8].

With the introduction of Softwardefined Networking (SDN), Wide Area Networks (WANS) are changing,
and SBWAN is becoming an important driver behind this evolution. The ability to effectively monitor and
control network services is provided to SIAN networks by the integration of SDN into WAN
infrastructure. The study documented if1l] discusses how this is accomplished through the
centralization of network administration and the enhanced programmability that SDN provides.
Combining SDN and S®AN shouldesult in more responsive and flexible network operations, giving
companies the adaptability and control they need to meet the constantly shifting demands of the digital
world.

strategy that employs SDN concepts to effectively control network traffic across long distances. It employs
automated methods to discover the best routes for application traffic between branches and data centers
based on predetermined parameters. -8{AN ogrates in a virtualized environment, as opposed to
traditional MPLhased infrastructure. While MPLS provides more bandwidth at a greater cost and lower
packet loss, SBVAN excels in performance, scalability, and availability. MPLS can be integrateB-into S
WAN, but the reverse is problematic due to MPLS's centralized security inspection requirements. This
constraint reduces MPLS efficacy in addressing the traffic needs of current decentralized cloud and SaaS
services, which require greater flexibiliff9]®

The rise of SWVAN introduces a compelling alternative to address the evolving requirements of dispersed
networks. SBAVAN, a virtualized WAN architecture, establishes and extends networks across expansive
geographicabhreas. Thisesults in a network boasting greater capacity and security compared to MPLS,

as emphasized in Gartner's 2020 WAN Market Survey Report, which positidaS2s the default

choice for new WAN edge initiatives. Distinguishing itself from traditional MBtw®rks that hinge on

fixed physical links and a htdnd-spoke layout, SIVAN employs software to centrally regulate and

govern network traffic, executing dynamically at each site. In-tissd, SBWAN optimally directs

application traffic, especially for Cloud services like Sam#ecting directly from branches to Internet

and Clouebound traffic, thus eliminating the need for backhauling and enhancing user experienees. SD

WAN's strength lies in utilizing multiple broadband transport€donect field office locations securely

and costeffectively ensuring a uniform and higierformance experience for users across the network
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2.3 SDWAN Benefits

This section examines the distinctive benefits offered byABEN, regardless of the specific vendsb

WAN facilitates extended access to cloud applications for users situated beyond the confines of the
headquarters, thereby promoting network agility and empowering branch locations with unparalleled
automation. An important advantage is the eradicatidrbackhauling, a process that entails rerouting all
network traffic between the cloud and branch offices via the data center. This facilitates users' ability to
directly access critical cloud services, irrespective of their geograpddediion [22].

Furthermore, SBWAN configurations have the capability to give precedence to busitrégsl traffic

and reaitime services, including Voice over Internet Protocol (VolP), thereby directing them along the
most streamlined pathway. By providing multiplptions for traffic movement, this strategy ultimately
improves user experience and overall performance by mitigating packet loss and latency caused by
overburdened circuits or heavy traffithe implementation of SBVAN results in enhanced operational
flexibility for organizations. SB®AN enables speedier implementation than conventional WANSs, which
necessitate weeks or months of planning in advance to deploy additional Multiprotocol Label Switching
(MPLS) bandwidt[22].

SDWAN facilitates cost reduction through the effective distribution of traffic across multiple channels,
encompassing prexisting MPLS circuits as well as the public Internet through broadband and LTE. This
reduces the total cost of deploying new MPL&daidth while also optimizing the utilization of existing
MPLS bandwidthFurthermore, an important aspect is adopting an inclusive methodology that avoids
extreme "rip and replaceapproachesEnterprisesrioritize longterm investments and futurg@roofing

by choosing flexible hardware for SIAN solutions. The constant evolution of networking technologies
and the decline of MPLS, alongside the coexistence of 5G and 4G, require adaptsideNSippliances.
Legacy copper networks persist despite fiberaat] emphasizing the need for SWAN solutions
supporting multiple access technologies].

In addition,the layered architecture of SB/AN is described as a means of improving traffic security. It
uses APIs to divide data and control levels, making management easier. Controlling network behavior,
maintaining quality of service, and detecting intrusions all depen the application layer. While the
infrastructure layer processes and forwards packets in accordance with control layer instructions, a
centralized SDN controller manages network devices at the control level. While north APIs give
applications acces®tload balancing and security services, south APIs assist with network management.
EastWest interfaces facilitate the flow of information. In order to provide strong traffic security in SD
WAN, the central controller keeps an eye on the health of the nétwpaying particular attention to
performance, processing time, reliability, resource usage, and scaldBiityThe article[34] further
complements this argument by stating tfaBWAN can improve traffic security, especially by centralizing
and abstacting control. Softwarelefined WAN, or SBWAN, allows organizations to streamline WAN
traffic management. It is implemented as a virtual layer on top ofgxisting networks, separating traffic

from MPLS and public and private wide area networks. ditsgraction enables multiple "tunnels" to be
used by central IT teams to enhance information security, resulting in safer data transfer and enhanced
application performance. Secure data transfer is made possible in large part\WASD

The configuration guide [65] further argues that-BIAN provides several benefits over traditional WAN
solutions, including the ability to create higlerformance WANS using affordable, commercially available
Internet access, reducing reliance on expengwivate connections like MPLS. It lowers costs and
mitigates risks by allowing the selection of any type of WAN connectivity without sacrificing security, with
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traffic loadbalanced across tunnels to optimize bandwidth. Performance thresholds for applications can
be set using dynamic path selection, ensuring critical data always takes the best path based on loss,
latency, and jitter. Additionally, a centralizedal enables Gldbased provisioning and monitoring of
network services, ensuring network health and traffic management.

The data plane and control plane of network devices in softvadfined networks are separate from one
another, allowing forcentralizedsoftware control. One physical device used to do both functions. This
idea is expanded upon by SWAN, which connects remote areas via wide area networks (WANS).
Network management is made simpler by consolidating features like firewall, routing, and WAN
optimization onto a single device. Overlay network architecture is used BWAD to separate the
physical network and give users and apps a logical view. The programmability\AISs enhanced by

its compliance with APIs, enabling it to effortlesshtgiface with a variety of systems and applications,
including clouebased services, safety features, and monitoring tools, and to adjust to changing business
requirements[36].

2.4 KeySDWANFeatures

A genuine SBVAN solution involves more than just a single box with an Ethernet port and basic routing
functions for the WAN Edge. The ideal "One Box" should incorporate all possible topologies and
functionalities, enabling the use of various interfaceslsas Ethernet, LTE, xDSL, GPOMNiVdind 5G.
SDWAN ought to be a natural progression from {nesting Customer Premises Equipment (CPE),
eliminating the need for complete box deployments and a historical barrier that has hindered widespread
adoption[23].

It is customary to adopt the hybrid approach, recognizing the value ofexisting infrastructure.
Numerous organizations maintain MPLS connections for critical applications for justifiable reasons. SD
WAN requirements for branch locatiomary, while some place a premium on bandwidth cost reduction,
others require dynamic application steeringhere application performance is of the utmost importance,
while providing more robust devices for caffectivenesg23].

A transition rather than a disturbands a key featureWhy replace routers when their enhancement is
adequate The optimal resolution entails a gradual rollout of services, in accordance with organizational
requirements, while making use of pexisting WAN edge deviceSompanies must prioritize
"comprehensive adaptability" due to the fact that devices must be capable of supportingtematicy

via a solitary SIVAN administration platform for numerowdients[23].

The configurationguide in [65], argues that the four pillars of SWAN are transport independence,
application optimization, intelligent path control, and secure connectivit-WBEN can use various
connection types, including wireless, broadband, and MPLS, with VPN overlays ensusiity aed
privacy while automatically distributing and lohdlancing traffic. This eliminates the need for costly
dedicated links. SBVAN optimizes applications by managing bandwidth and other metrics using detailed
datasds, enabling network adjustments to meet performance needs. Intelligent path control dynamically
selects the best path for each application's traffic, prioritizing low latency and jitter for critical applications
like voice while using cheaper links fohets. Secure connectivity is ensured through encryption of all
data transported over public networks via VPN links
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Chapter3 - Literature Review

3.1Literature Review SDWAN Networksecurity Vulnerabilities

Previougesearchefiavemainly focused on general SDN technology and virtual network function threats,
but there is a lack of specific research on the threat landscape 08B networks. Several research
papers on SDN threat modeling have been published, Hencandster's thesigims to fill that gap by
specifically analyzing the threat landscape ofV8BN networks and identifying the factors and mitigation
methods of security vulnerabilities. Previous research has mainly focused on general SDN technology and
virtual networkfunction threats.

With the introduction of Softwaréefined Networking (SDN), Wide Area Networks (WANSs) are changing,
and SBWAN is becoming an important driver behind this evolution. The ability to effectively monitor and
control network services is provided to SAN networks by the integration of SDN into WAN
infrastructure. The study documented if1l] discusses how this is accomplished through the
centralization of network administration and the enhanced programmability that SDN provides.
Combining SDN and S®AN should result in more responsive and flexible network operations, giving
companies the adatability and control they need to meet the constantly shifting demands of the digital
world.

The study documented if2] discusseghat although SBAVAN networks have benefits, there are new
security issues that need to be considered. They drtiention to the fact that these networks' dynamic
character and the abstraction of their infrastructure might result in vulnerabilities. Because attackers
could use these flaws to obtain unauthorized access or disrupt network connections, implementing SD
WAN requires strong security measures.

The study[43] points out a major research gap regarding the threat landscape V8N networks in

their study. Even though threat modeling in the context of SDN (Soft@afmed Networking) has been

the subject of many research papers, they typically focus on coatrdldata plane vulnerabilities. A
detailed examination of the threat environment in AN networks which includes management,
orchestration planes, and particular security issues is what's missing. With the unique features and
possible hazas connected with this widely used networking technology, this study emphasizes the
significance of a more focused examination inte\BN security flaws.

The security features of contemporary-80AN, such as SHA256 encryption, Type |1l SStifted data
centers, and other security technologies. Tampevof tokens, orchestrator certificates, TLS encryption,
and other measures are some of these precauioho secure network traffic from the point of origin to

the point of destination, SVAN technology uses robust authentication and encryption techniques.
Nevertheless, despite these defenses, bad actors continue to try to subvert security systemstaatcons
watchfulness and countermeasures are essential for network security. Malicious actors attempt to
manipulate these robust security mechanisms. They emphasize the need for constant vigilance and
countermeasures by attempting to penetrate networks bydéhg authentication and encryptiod4].

The study45] highlight important cryptographic provisioning problems with different\8BN providers.
Among these problems are the uniform puklkiey cryptography key pairs and shared certificates, which
restrict customization. Furthermore, maintaining efficient sesuprotocols is made more difficult when
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seltsigned certificates are installed on-80AN nodes because there is no manual certification revocation
available. These challenges must be resolved in order to boost network security, minimize potential
vulnerabilities, and assure a more specialized aacure manner of cryptographic provisioning for SD
WANS.

Their critique highlights the critical importance of reliable and flexible cryptography provisioning-for SD
WAN systems. The problems that have been identified are real challenges that companies must overcome
to strengthen the security of their SBWAN networks and to become more flexible and resilient in the face

of a dynamic threat landscape.

The use of oubf-date GNU/Linux operating systems, such as Ubuntu, Debian, and CentOSVANSD
systems raises another serious security concerns, as highlightgtbpylhesesystems frequently use
opensource components, such as Apache Tomcat, Karaf, WildFly, and Node.js for the control plane and
"strongSwan" for IPsec overlay. This research indicates that thes®/Dsystems tend to have issues

with out-of-date software, usafe update processes, and the usage of weak cryptographic techniques like
MD5and SHA1.These problems need to be fixed in order to reduce potential vulnerabilities and enhance
the security of SBWVAN systems.

The 2021 studj46] emphasizes how Fortinet SHAN is vulnerable to Brute Force attacks. There are no
restrictions on the number of logins attempts in the Flexirouter's web administrator, which leaves it open

to computational attacks. But FortiGate provides protection frorasen kinds of brute force assaults.
However, the study finds flaws in the recommended Ubuntu 18.04 CLI management solution's default
OpenSSH Server, and the CVE database has documentation for these vulnerabilities. This study
emphasizeshe importance of robust security measures i\8AN solutions and the need for carefully
assessing and fixing any potential system vulnerabilities to guard against Brute Force assaults.

The study[46] also shows that Fortinet SWAN is vulnerable to Denial of Service (DoS) attacks. They
discovered that basic Flood SYN attacks on port 443 can affect the CPE web client management in
FortiGate, interfering with services at the main office or branch offi€estiGate has IPv4 and IPv6 DoS
prevention policies, but default configurations might still be weak. Flexiwan, on the other hand, is
resistant to these kinds of attacks since it safely hosts its controller in the cloud as a compongvelof a
Application Firewall (WAF) service. Nevertheless, Flexirouter's CPEs have a web admin interface called
Flexiedge on TCP port 8080, which has been discovered to bprbus

The research from 202847] supports worries if46] about potential Deniabf-Service (DoS) attacks and
other security weaknesses in $IAN. Since SIYAN relies on software and internet connections, it is
vulnerable to several security risks, such as malware exploitation, e&frservice attacks, data baches,
and manin-the-middle attacks. These vulnerabilities provide significant security threats fa¥/ SN users
since they may lead to financial losses, network outages, and unauthorized data dceesghasizes
how vital it is to safeguard SWAN deployments with robust security protocols and continual supervision.

The application of SB/AN architecture for internet connectivity is investigated by the ar{4$g, Their
analysis emphasizes how it might reduce expenses and improve managerial effectiveness Furthermore,
they advise for the use of network infrastructure modeling and simulation to enable multiple security
analysis perspectives, emphasizing the significancecustomized security solutions for SAN
networks. When SWAN routers and management platform are directly connected to the internet.
According tothis report Using the internet for traffic flow means you lose control of the dadth,
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customer data is flowing in zones of zero trust. And the physical security of yeWABDelements
becomes more critical. The same article argues that the primary risks linked-isolated multitenancy

are illegal access to tenant and provider datiegihl access to tenasstored flow data (e.g., NetFlow,

IPFIX), and illegal access to tenant virtual network functions (VNFs). Denial of service assaults are another
possibility. Improving the security of mutgnant SBWAN environments requires addresgithese
vulnerabilities.

The white paper [66] states that a security survey conducted by Heavy Reading\WWANDeveals
insights into the increasing adoption of its security features. The study emphasizes the growing
significance of security in SWAN deployments, with customeysrioritizing security offerings when
choosing vendors. Notably, S®AN demonstrates proficiency in managing complex security routing
algorithms and applying security policies based on applications. Furthermore, the research indicates a
strong inclination emong Communication Service Providers to integrate AN security solutions into

their portfolios. Key findings highlight the high value placed on services like vFirewall, intrusion
prevention, and secure SD branch, as well as the prevalent use of ajppliftatused services such as
application control, web filtering, and packet filtering in enterprise networks.

Thechapter[66] states that theService security is crucial for protecting'®AN operations from internet
attacks and intrusions. The ONUG\WBN 2.0 Working Group developed a reference architecture for
enterprise SBAVAN multicloud integration, which focuses on securing branch offiaesl cloud
environments. This architecture integrates-premises and cloutdased security to tackle challenges in
hybrid multicloud setups. It defines security use cases for various scenarios, includingitataccess,
guest and internal user internet access at branch sites, and SaaS application access. Understanding these
scenarios is vital for determining security requirements:V&BN uses the internet for service traffic,
enabling direct access to the internet and Saapplications from branch sites. Slitesite connections
require IPsec, encryption, and integrity verification. $iténternet connections need branch sites to
implement protections against internet risks, while sitecloud connections need clotthsed security
measures to protect traffic between branches and public cloud applications.

Challenges for identifying and eliminating security threats can result from the dynamic routing of network
traffic in SBWAN depending on redime conditions and application requirements. Inadequate security
controls and encryption are common in misconfigd SBWAN networks, leaving them open to hacker
access and data compromise. Artipl8] have brought attention to the possibility of unauthorized access

to SDWAN controllers and management interfaces, which presents another vulnerability.

Therefore, putting in place efficient security measures requires a thorough awareness of the threat
landscape in SBVAN networks. It is evident from the analyzed sources that\@ networks have a
lot to offer in terms of flexibility, financial savingsideenhanced network administration.

By performing a thorough analysis of the threat landscape related t8/8DN networks, thisnaster's
thesisseeks to add to the body of knowledge already in existence. This includes identifying security
vulnerabilities and proposing mitigation strategies that are specifically suited for this technology.
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3.2 Literature ReviewCisco SEWAN Networks Threat Mitigati®trategies

Troia and the team, argue in (6Qyganizations can secure their-80AN networks by addressing technical
challenges affecting security and performance before implementation. Key recommendations include
resolving these issues to ensure robust security and optimal performance.

wControl plane operations in SWAN can experience delays based on the controller's location, on
premises or cloud, affecting routing efficiency due to varying latencies between the controller and
Customer Premises Equipment (CPEs).

w 4WBN security is a significant hurdle. While popular attacks like DDoS are lessened by VPN tunnels
between CPEs and controllers, a malicious CPE could compromise security. As a result, it is crucial to
prioritize research on strong authentication angeolay tunnel management to prevent potential network
intrusions by malicious actors.

wEffective network monitoring is vital for developing-BIAN management applications, balancing data
collection with network performance. Insufficient monitoring can impair management apps, while
excessive monitoring may degrade network performance. Theigdiading a balance for optimal results.

3.2.1 Cisco SWAN approach to preve@yberSecurity threats

The deployment guide in [62] describes that CISEWVAN secures branch sites with integrated security
features in the WAN edge router firmware, managed via vManage. It includes appliaatare firewall,

IPS, URL filtering, advanced malware protection, and Secure Internet Gateway for thorough threat
protection and compliance.

The articlg60] outlinesevery builtin capability of Cisco SWAN found within vEdge's firmware as listed
in the Tablel,

SD-WAN inbuilt Security Solution  |Description

A stateful firewall with Deep Packet Inspection engine detects over 1400 application
Application-aware Firewall offering comprehensive application visibility for enhanced network security.

The Intrusion Prevention System (IPS) employs Cisco Talos signatures and update
automatically. It's installed via a security virtual image on a container within the WA
Intusion Prevention (IPS) edge router.

It decides whether to permit or deny URLs depending on their web reputation scorej
URL Filtering is set up using a security virtual image within a container on the WAN
URL Filtering (URF) router.

AMP continuously monitors file behavior across the network to identify, isolate, and
eliminate sophisticated malware. This protection is set up via a security virtual imag
Advanced Malware Protection (AMP) |within a container on the WAN edge router.

Secure Internet Gateway (SIG) It offers cloud-hased security as the initial defense against cybersecurity threats.

Tablel: Embedded Security Features of Cisco\&WBN.
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The deployment guide in [638] [69] thoroughlyexplain each threat prevention mechanism.
1 The Enterprise Firewall with Application Awareness security policy in CisciVaI

The deployment guide if63] describes thafThe Cisco SI/AN Enterprise Firewall with Application
Awareness analyses data traffic through six critesaurce prefix destination prefix source port,
destination port, protocol, and application type. It controls the flow of traffic between various zones and
has the ability to do three actions:

U Inspect: Monitors the current condition of traffic flow, establishing sessions and enabling the
return of traffic without the need for a separate policy.

U Pass: Facilitates the transmission of data between zones without maintaining a record of the
connection's state, enabling unidirectional traffic.

U Drop: Eliminates packets that meet particular criteria.

The firewall feature is categorized into Inizane and Inteizone security, offering meticulous regulation
of data traffic within or across zones. This configuration provides a complete security system, allowing for
thorough examination and control of ngork traffic based on predefined criteria.

the configuration guide in [69] explains thdhe Traditional branch firewall design, whether in Layer 3 or
Layer 2 mode, often necessitates an additional device for stateful inspection, adding complexity and
administrative overhead. Effective firewalls protect TCP sessions, enable logging, and esrietogsy
domains between network segments.

Cisco SBVAN simplifies this by integrating a robust, applicateamare enterprise firewall directly into its
SDWAN code, eliminating the need for extra inspection devices. With the integration of the stateful
firewall and NBAR 2 engine, it provides entesh application visibility and granularity. It can detect
applications from the first packet, classify over 1,400 Layer 7 applications, and enforce detailed policy
control.

1 Intrusion Prevention System

The deployment guide if63] describes thatAn Intrusion Prevention System (IPS) employs predefined
signatures to detect and prevent network threats. By being implemented directly on the device, this IPS
feature guarantees compliance to the standards set forth by the Payment Card Industry (PCI).

Snort functions in dual modes:

U Intrusion Prevention Mode (IPS): Performs preventive actions by monitoring network traffic,
classifying attacks based on its analysis against rule sets.
U Intrusion Detection Mode (IDS): Performs network traffic inspections and generates alerts
without implementing preventative measures.
Snort conducts attack detection and block threats in IPS mode, whereas it merely notifies the user of
detected threats without intervening in IDS mode.
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The configuration guide in [69] explaitisat the Intrusion detection and prevention systems (IDS/IPS)
inspect traffic in real time to detect and prevent attacks by comparing application behavior against a
threat signature database. Cisco-BIAN's solution utilizes Snort, the most widely deployed intnusio
prevention system globally, and integrates with Cisco Talos, a leading commercial threat intelligence
group. Cisco vManage connects to the Talos signature database, downloads updates periodically or on
demand, and distributes them to branch WAN Edge eositvithout user intervention. IDS/IPS, enabled
through I0SXE container technology, uses KVM and LxC containers.

The Cisco SI/AN IDS/IPS runs Snort and leverages dynamic signature updates from Cisco Talos. It can
notify network operators of threats through Syslog events and dashboard alerts, with the option to use
an allowlist to reduce false positives. Starting in detect mode is recommended for learning before
blocking

1 URL Filtering

The deployment guide if63] describes thatManage based URL Filtering from Cisc\&IN regulates

vEdge device Internet access in compliance with domain or URL policies. Access is governed by these
policies via reputation scores or web categories; users have the ability to whitelist or blaakistilar

domains or URLs. For granular access controtbastd Filtering grants or denies access to particular
domains or URLs, whereas Categbaged Filtering classifies URLs into more than 82 categones. B
assigning web reputation scores, Reputatlmased Filtering directs access control in accordance with
security risk levels.

the configuration guide in [69] explains that, URL filtering in Cise@&/8R uses the Snort engine to
inspect HTTP and HTTPS payloads, providing branch web security. It enforces acceptable use policies,
blocking or allowing websites based on over 80 catiego and web application scores from
Webroot/Brightcloud.

The URL filtering engine downloads and updates the URL database dynamically, makiimereal
decisions when users access websites. It inspects web traffic, checks custom URL lists, compares URLSs to
the allowed or blocked categories, and consults the llRkifig database to ensure comprehensive web
security and control at the branch level.

1 Advanced Malware Protection (AMP

The deployment guide if63] describes thatAdvanced Malware Protection (AMP) and Threat Grid,
integrated with Snort and Talos, enhance-WBN security by providing retime file download
inspection and malware detection using antivirus engines, signature matching, machine learning, and
fuzzy fingeprinting. The integration of Advanced Malware Protection (AMP) into Cised/AN ensures

the security of routing and SWAN platforms throughout the entire lifecycle of malware.

U Before: implementing firewall protocols to secure network perimeters.

U Implementing file reputation and IPS signatures to prevent malware.

U Subsequently: Notifying breaches, detecting malware retrospectively, and providing
sophisticated file

U analysis to gain a more comprehensive understanding of unknown files.
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1 DNS Web Layer Security

The configuration guide in [69] explains th&NS web layer security addresses content filtering
restrictions in countries where inspecting HTTP or HTTPS packets is prohibited. It works by intercepting
DNS requests before a web page loads. The WAN Edge router, registered with the Umbrella cloud,
redirects DNS requests to Umbrella resolvers.

If a requested site is malicious or blocked, the DNS response direct€iscalUmbrellahosted block

page. This security method supports DNSCrypt, EDNS, and TLS decryption, ensuring encrypted DNS traffic
to prevent eavesdropping and attacks. For internal resources, the WAN Edge router can bypass DNS
interception using a local domabypass list, directing requests to internal DNS resolvers.

3.2.2Cisco SWWANSecurityintegrated with Cisco Secure Access

The Whitepaper in [# discusses how integrating Cisco CatalystABEN with Cisco Secure Access
streamlines IT operations and enhances security. This integration enables organizations to transition to a
Secure Access Service Edge (SASE) framework, mergitgNsvith clouddelivered security services.
Automated solutions ensure robust cloud security and efficient user experiences, empowering IT
administrators to address evolving networking challenges effectively.

The Whitepaperin [64] states that, companies coulttilize the SBAVAN and Cisco Secure Access
integration to boost security with SASE. Simplify deployment by automatically linking Cisco Secure Access
and vManage via Smart Accounts, cutting setup tiManage thousands of sites with ease through a
centralized dashboard, streamlining provisioning to Cisco Secure Access in just minutes.

By implementing automated tunnel failover and potlegsed routing, companies coubghtimize
operational efficiency while assuring a seamless security implementation. Cisco Secure Access Service
Edge (SASE) ensures that roaming users are protected caorisisteereby guaranteeing an impeccable

user experience in any location. A cloud firewall, B8y8r security, and web filtering are a few of the
multilayered security features at your disposal to protect the entire network.
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Chapterd - Cisco SBWWAN Architecture an8ecurityFeatures

4.1 Cisco SBWAN Architecture

¢N} RAGAZY t 2R dbyRa&eA By & NKS (ISOG dNB> NRdziAy3 RF (1
1

RFGF OSYGSNI F2NJ aSOdzNAGe OKSOlad® 5SRAOFGSR at [ {

6N} yOK KI yRINBYAVaISae RSYWA 0S4 FyR K2 & GNR &S BRI NIN S (GBS vz
Ly i SoNg/ddyiR | LILJa O2yySO0G SAF +tb G2 Iy LyGSNysSd 3¢
)\yc“)t dzR S & C)SyﬁNJt)\TSI“? LyGSNySG I-()Oééé YR LINAGFGS F
A0Sy NA 2 ANREAS Ai20dNBI @G YR RIEI AOFGA2Y | RYAYA&GNT

Branch offices in a Tradition®IPLSWide Area Networkommunicate with datacenters using routers
that use TCP/IP IPv.4 & IPadidresses. The setup effectively manages traffic between datacenters and
zonal branches. However, with the introduction of cloud computing, traffic dynamics changed, and the
MPLS moel was unable to adapt to the new pattern created by cloud applica{i@®lFig. 63
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Figure6 : Traditional Network Scenario- All traffic transported through MPLS has the potential to impact user
experience. Adapted from [27]

SDWAN (SoftwareDefined Wide Area Network) works as an overlay architecture to provide secure
unified connection across sevehdtworktransportsconnections It streamlines operations by providing
centralized management, policy control, and application visibility-W8IN uses common routing
principles to partition data and control planes, virtualizing a major portion of routing functions.
Centralized controdirs govern the control plane, forming an overlay on-owgt hardware. The secure
virtual IP fabic includes routing, advertising, and traffic flow segmentation, as well as authentication and
encryption to protect user data. The collaboration of the control plane, data plane, and virtual IP fabric
results in a secure and scalable netw{#K]®
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SDWAN Overlay and underlay have different functions. The underlay is a transport network, such as MPLS
or the Internet, that provides IP addressnnectivity. The SBWAN overlay, on the other hand, is a virtual
network that sits on top of the transport @nseparates network control from actual hardware, as
explained in the significance of the underlay.
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Figure7 : SBWAN Scenario Intelligent traffic routing to help deliver optimal application performance. Adapted
from [27]

4.2 SDWAN Architectural Components

SDWAN has a simplified design that divides the network into two planes, control and forwarding. The
control plane is centralized, usually at an organization's headquarters, allowingetiteal staff to
efficiently manage the network without requiring ongoing-site support for adjusting settings and
installing new features.

The SBAVAN architecture comprises three main components:

1 SDWAN Edge: This is where network endpoiiNetwork devices), like branch offices or remote
data centers Network devices are located.

1 SDWAN Controller: Serving as a virtualized manager, it oversees network traffic and implements
policies and protocols set by operators.

1 SDWAN Orchestrator: This centralized entity allows operators to view the network
comprehensively, set policies, and execute them. Some vendors may assign controller functions
to the edge device or use a single orchestrator for both rq&4g.

3l| Page



The Cisco SIVAN solution applies softwardefined networking (SDN) principles to the Wide Area
Network (WAN) via a cloudelivered overlay architecture. It consists of four planegata, control,
management, and orchestratidifrig. 83

T Management and orchestration plane includes device configuration and monitoring.

T Control plane: route pushes.
T Data plane: the real network traffic that passes via routers.
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Figure8: Cisco Catalyst SW/AN solution planes. Adapted from [51]

4.3 Cisco SBVANSolutionArchitectural KeyComponents

Cisco presents its SDAN solution as consisting of four fundamental components, each aligned with a
specific administrative plane,

1 Cisco vManage (Management Plane): Serving as the solution's user interface, Cisco vManage is
where network administrators and operators conduct configuration, provisioning,
troubleshooting, and monitoring tasks. It offers both sintgaant and multitenantdashboards
to accommodate diverse customer and service provider deployments.

9 Cisco vBond (Orchestration Plane): Positioned in the orchestration plane, vBond plays a crucial
role in ZereTouch Provisioning, initial authentication, control/management information
distribution, and Network Address Translation (NAT) traversal. Duringtar's first boot in an
unconfigured state, vBond manages the onboarding process into th&VA&R fabric,
understanding and disseminating network construction information to other components.
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1 Cisco vSmart (Control Plane): Positioned as the "brain" of the solution within the control plane,
vSmart enforces centrally created policies. As policies are set on vManage, vSmart ensures their
implementation across branches. It manages routing infornrm&change between branches,
influencing traffic flow based on policies. Using the Overlay Management Protocol (OMP), vSmart
controls how traffic traverses the SIWAN fabric.

1 Cisco WAN Edge Routers (Data Plane): These routers establish the network fabric and handle
traffic forwarding. Available in various forms, virtual and physical, Cisco WAN Edge routers are
chosen based on site connectivity, throughput, and functional regouénts. They play a pivotal
role in realizing the SBWAN solution's objective28].

1 Optional: vAnalytics, a SaaS platform hosted by Cisco as part of the SDWAN system. The vAnalytics
platform visualizes the performance of the overlay network over time, allowing for detailed
analysis of individual carriers, tunnels, and applications.

All these components come together to build the Cisce\BEN fabric. In order to create the SBAN
overlay, the WAN Edge routers connect via Internet Protocol Security (IPSec) tunnels. In addition, control
channels are built between the WAN Edge routerd each control device. This control channel transmits
configuration, provisioning, and routing information to each component and no data plane traffic is
routed to the control infrastructurdFig. 9%
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Figure9 : The relationship between each of the Cisco $AN fabric components. Adapted from [28]

Cisco's SIWWAN underlay network consists of the physical infrastructure that connects wide area network
(WAN) services and local site networks. The interfaces of the router that connect WAN transport networks
are set up in VPNO, also known as the Transgéfl, with attachment points to the transports referred

to as TLOCs. TLOCs are crucial in separating the underlying network from the overlay fabric and
applications. Their main purpose is to enable IP reachability between TLOCs within the underlay network
[28].
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Cisco's SWAN Overlay network is formed by establishing IPsec tunnels which link Hweossderlay
network, hence establishing the S®AN Fabric connecting different locations. Every overlay tunnel
connects two TLOCs. The Overlay Management ProtocdP@N\esponsible for managing routing within

the overlay, similar to the Border Gateway Protocol (BGP). OMP functions through secure DTLS/TLS
connections established between WAN edge routers and vSmart controllers. The vSmart controllers serve
as BGP rowatreflectors, overseeing the dissemination of routing information without participating in the
actual forwarding of packe{28].

Cisco SBVAN manages the overlay network using the Overlay Management Protocol (OMP), which
facilitates the flow of control plane data between vSmart controllers and WAN Edge routers. This secure
connection communicates critical information such as routefiges, nexthop routes, crypto keys, and
policies. If no policy is specified, OMP defaults to a complete mesh topology, which allows direct
connections between WAN Edge routers. OMP routes, which include locally learnt prefixes, have
properties includingransport location (TLOC) information. On WAN Edge routers, TLOC routes serve as
logical tunnel termination points and are identified by a thuteple that includes the system IP address,

link color, and encapsulation. Service routes cover related sengaeh as firewalls and application
optimization, transmitting information about available services and VPNs across sites via VPN labels in
updates senf28].

Additionally, Cisco provides cloimbsted controllers for SBWAN users, which are immediately activated
during the purchase process. The Cisce/ABEN Cloud Operations team is in charge of setting up and
maintaining these controllers. The procedure enalthes establishment of a full controller set, including
redundant controllers across a single or multiple AWS VPCs or Azure VNETSs. Orchestration entails the
certificate signing and installation procedure, which uses DigiCert, Cisco, or customer enterprise
certificates. Control channels are automatically formed upon functional controller deployment. The
technology allows you to create an unlimited number of controllers across several VPCs and Availability
Zones, allowing for seamless horizontal scalabilitgrial Cisco tools allow orchestration, ensuring that
cloud controllers are instantiated consistently and predictd@8j, (Fig. 10

e @ @ Management/Orchestration Plane

vBond uManage 3ard Party
/ -\\ Automation

wAnalytics
@ @ @ Control Plane

vSmart Controllers

vEdge Routers
OOV DO e
Cloud Data Center Campus  Branch ColLo

Figure10: The Cloud hosted controllers mentioned above are encompassed in red. Adapted froin [29
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4.4 TheDemand for an SB/AN Security research

The SBWAN solution is being looked over as a replacement for predaptnetwork design, that relies

on MPLS. MPLS has been operating for a long time amdlli&known for its reliability. It has been the
preferred choice for businesses for over the last decades, due to the support of service providers. One of
its benefits is that it maintains client data separate from other data, which has resulted in fesuesi

with security over time. On the other hand, 8ZAN uses the public internet, which is less secure. Despite
the usage of different transport technologies, the public internet exposes company data to additional
risks. This represents a considerable aigpre from the security protections offered by MPLS, which has

a great track record

Examining the SBVAN network threat landscape and determining the elements that lead to security
vulnerabilities are the objectives of thihesis Since SIWANs are a subset of SoftwaDefined
Networking (SDN), they are susceptible to insider threats in addition to DoS and DDoS attacks. In the
meantime, service outages may result from DoS and DDoS attacks that obstruct communication between
SBDWANcomponents. Businesses using\®BN should put strong security measures in place to protect
themselves fromhese attacks.

The study done in (37) reveals DDoS attacks consume the victim's underlying resources, which limits the
victim's resources' availability. Devastating effects of DDoS attacks have increased to 1 TB in the last ten
years, which is more than sufficient to i offline even a large network. Early detection of these attacks
may help lessen their effect on users who are authorized. However, initiating mitigation measures in close
proximity to the affected party may also impact a significant volume of legitim@tenmunications. None

of the network administrators have that as their goal. Mitigating attacks close to the attack source can
lessen the impact of DDoS attacks on networks by reducing the attack path.

In this article[38], SDWAN secures data transmission using IPsec or SSL/TLS encryption, protecting
against unauthorized access and maodification. It forms secure VPNs to connect remote sites or users to
central networks or cloud services, employing encryption and tunnelingdourity. Integrated firewall
functions filter and block undesired traffic, enhancing securityMBAN also detects and stops threats

like DoS, DDoS, malware, and ransomware, and alerts on abnormalities. Additionally, it usaeriigL fil

to manage website access and employs sandboxing and threat intelligence to counter unknown attacks.

This article argues thamplementing an SBWAN network architecture offers significant advantages in

the era of digital transformation. However, it introduces a notable drawback, eadN/ABenabled site

with local Internet access increases the organization's vulnerability ter@ttacks. This compounds
existing security challenges, especially since branch locations typically have lower security levels than
headquarters. This issue isn't unique to-WMBN; most digital transformation initiatives widen the
organization's attack surface, with security often viewed as a primary obstacle. Successful digital
transformation, including SBVAN deployment, necessitates a concurrent focus on security
transformation to mitigate these risks effectively [39].

This documen{40] discussessecurity concerns with SWAN systems. While MPb8sed WANs are
typically considered secure, many-BIAN solutions lack necessamgvancedsecurity features. Most
notably, they frequently fail to address the whole spectrum of modern security requirements, from Layer

3 to Layer 7, leaving out critical capabilities such as intrusion prevention systems (IPS), web filtering, and
SSL/TLS inspeatioTo remedy these problems, network administrators must incorporate dedicated
security appliances into their SDANinfrastructure, which typically includes firewalls at each location.
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However, this strategy increases complexity and total ownership costs, which include both initial
hardware investments and continuing operational charges. This emphasizes the significance of carefully
addressing security requirements when deploying-VBBN systems in branch and remote office
networks.

Fortinet has released a white paper mentioning that Balancing performance and security is crucial in SD
WAN implementation. Some security features withir\'BN solutions may slow down network speed.

For instance, enabling deep inspection of encrypted BS./can significantly reduce throughput.
However, leaving it off would increase vulnerability, especially with most network traffic encrypted.
Inadequate inspection obstructs proper traffic routing, diminishing the quality of experience for users.
Organizéions must carefully weigh these tradgd#fs when configuring SIWAN security settings to
optimize both performance and protection and this is a challenging @3k [

4.5 CiscocSDWAN Securitprchitecture

Implementing SBWAN drastically changes Enterprise networks significantly, introducing new elements
and refining service models. However, this shift brings fresh security concerns. For instance, the SDN
controller becomes crucial, amplifying potential asRdditionally, hybrid WAN links, including less secure
Internet connections, are introduced, adding complexity to security management.

While SBWAN offers clear advantages like improved branch connectivity and cloud access, it introduces
security risks. To maintain a secure and stable environment, we need to address these challenges
systematically. This involves categorizing security egrginto system and service levels. Analyzing risks
and devising mitigation strategies is crucial for safeguarding th&V8N solution's integrity and
reliability.

4.6 Cisco SBVAN SecuritfFeaturesoverview

Cisco SDWAN architecture ensures robust security across control plane, data plane, andmanagement
plane operations.

4.6.1 Cisco S&AN Control Plane Security

A great article on the Cisco $1AN SecuritfFeaturesvas written by Cisco Systen8], which explains

Control plane security in Cisco -BIAN employs aerotrust approach, which ensures that all fabric
elements are authorized before accessing the network. Digital certificates authenticate each element,
resulting in secure TLS/DTLS connections between WAN Edge routers and controllers. These channels run
the OMP andNETCONF protocols, which securely transmit configuration and networking information.
OMP additionally provides encryption keys for the data pldrfee document describes the follavg

security features.

9 Digital Certificates
In Cisco SWVAN, unique device certificates from trusted Certificate Authorities (CAs) are essential, with
options including Avnet, DigiCert/Symantec, and Cisco. Controllers require a Certificate Signing Request
(CSR) for certificates issued by Root CAsstiyn DigiCert and Cisco. WAN Edge routers have unique
certificates issued during manufacturing, ensuring identity. Virtual routers generate CSRs for certificates
validated by vManage. Administrative control relies on a wh#eng model, allowing ceriifate
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revocation and new issuance. APIs streamline certificate management, maintaining an audit trail for all
actions.

1 TLS/DTLS
In Cisco SBWWAN, certificates authenticate components fadirectional communication via TLS or DTLS
connections. Controllers communicate via DTLS or TLS 1.2, while routers use comparable protocols. These
secure tunnels enable routing technologies such as OMP to provide a secure data plane. The security
methodsinclude SHA256 hashing and AFB8-GCM encryption. To improve security, DTLS and TLS are
used in accordance with RFC6347 and RFC5246 standards.

1 OMP and NETCONF
Routers in Cisco SWAN communicate with controllers through OMP to exchange routing, network
policy, and encryption information. NETCONF enables device administration and telemetry within secure
tunnels. OMP communicates via a secure DTLS/TLS tunndiingnstalable and highly available routing
updates. It eliminates the requirement for the IKE protocol for key exchange, makingtaigenetworks
more efficient. This unique protocol allows you to establish large networks with hundreds to thousands
of dtes in a single overlay, improving CisceVBBN capabilities.

1 Keys exchange
WAN edge routers generate encryption and hash keys for each WAN link. They exchange these keys via
the secure OMP channel to form IPSec Security Associations (SAs) for communication. The vSmart
controller functions as a reflector, allowing keys to be excjeal between devices rather than keeping
them. WAN Edge traffic is encrypted with AEEB-GCM using IPSec Security Associatidtig. 11P
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Figurell: The secure communication channel between WAN Edge routers is set up. Adapted from [28]

4.6.2 Cisco SBVANDataPlane Security

The same articl§28], alsoexplainsthat Data plane security in SWAN involves transmitting user traffic
across the network securely. Typically, this includes encryption between routers. However, regulatory
agencies often mandate additional measures like traffic isolation and firewadlingpfmpliance, such as

in Payment Card Industry (PCI) standards. Cisco WAN Edge routers offer features to aid compliance,
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ensuring that intercepted traffic remains unreadable and unauthorized access is restricted within
compliant networks.

1 Encryption
The Cisco SI/AN system employs Advanced Encryption Standard (AES) with-lait 2&6/ length,
operating in Galois/Counter Mode (GCM) or Cipher Block Chaining (CBC) mode, with GCM being preferred.
Instead of using Internet Key Exchange (IKE) for key gémer&lisco distributes keys via the control
plane, saving resources and scaling. For external data plane traffic, WAN Edge routers can create IPSec
tunnels using IKE, supporting both version 1 and 2. Phase 1 of IKE includes default properties like SHA1
HMAC authentication and AEX6 encryption, with configurable options for Phase 2, such as-GINAIC
or SHAZHMAC authentication and ABR8 or AER56 encryption.

1 Segmentation
The same articli28], explains thaSBDWANSs ensure network separation syucturing traffic at the edge
using VLANSs or IP ranges assigned to tunnels, creating an encrypted overlay network with IPsec. This
segmentation allows full visibility and control of each segment. Centrally manage/ABDoptimizes
link and bandwidth usevith specific rules, restricting access based on user, device, and application
categories
Segmentation iwital for compliance and efficiency, parallels encryption in importance. Cis&y//SD
initiates segmentation in the control plane and enforces it in the data plane. Traffic entering the router is
assigned to a VPN with a numerical value. Routers commerticase VPN values via OMP, isolating user
traffic and routing tables. Users in one VPN can't transmit data to another without explicit configuration.
WAN Edge routers label user VPNs for identification at remote destinations over the(FAWgN.2P

vSmart

- = &g

MPLS LTE

WaM Edge router WaAN Edge router

1P o ESP z Origimal Packet

Figurel2: Endto-end segmentation. Adapted from [28]

1 Firewall
Firewall configuration is critical for data plane compliance, asswinforizedtraffic, and conducting
audits during security events. WAN Edge routers include a stateful firewall. Firewall regulations are
implemented via zones, which each represent a VPN with interfaces/networks. Policies are composed of
numbered sequences of matalction pairs, which are evaluated sequentially. Matches cause actions such
as checking, passing, or deleting packets depending on criteria such as the source/destinatibad®, ad
port, protocol, or application.
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4.6.3 Cisco SBVANManagemenPlane Security

The same articlg28], further describes thaCisco SBVAN's management plane security is managed by
the vManage Network Management System (NMS). It allows usemiigure, monitor, and administer
their networks using a dashboard or APIs. Cisco guarantees management compliance by controlling
access to configurations and policies through FBdsed Access (RBAC) and wiistitng source IP
addresses via Access Cantrists (ACL).

1 RoleBased Access Control

RoleBased Access Control (RBAC) manages user permissions within Authentication, Authorization, and
Accounting (AAA) architecture. RBAC settings can be configured locally on vManage or integrated with
existing AAA solutions via SAML SSO, RADIUS, or T#GHCEs. Users are grouped into categories

with varying privileges:

U "Basic" group: view interface and system info.
U "Operator" group: viewonly access.
0 "Netadmin" group: full operational capabilities, including the "admin" user.

Customers can create custom user groups with specific read/write privileges. Initially, vManage is locally
authenticated, but customers may opt for integration with SAML SSO, RADIUS, or TACACS, with Multi
Factor Authentication (MFA) available.

1 Controlling access to vManage

To regulate vManage access, network administrators can use digtitAccess Control Lists (ACLS) to
restrict access to specified IP subnets. This adds an extra degree of protection to RBAC, limiting which
network devices can access vManage

4.7 CisccSDWAN Security: An Innovative Approach

wSOSyite NBfSI agHy WEHISNRIDYKT a{@FSOR MABSENIF2dzN) | S& OKI |
(R B2f dziA2y aK2df Rb2FFSENDPYt RaV884aa{6KSaS NBIjdANBY
SaaSyidAlrt FSFdda2NBa GKIFaG FNB 1 O Ay I54Auytherdlarifies O2 Y LIS
specific SBWAN security features as mentioned on the followiiadple 1.
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Gartner Definition of SD-WAN

Replacing traditional WAN
routers and being neutral
towards WAN modes of
transport

CiscoSD-WAN Security Solution
CiscaSBWAN integrates WAN edge routers with biiltsecurity, streamlining
management, cutting complexity, and lowering expenses. It ensures consistent conne
across branches, headquarters, and remote sites, utilizing the public Internet safely. S
traffic flow is maintained through encryption, segmentation, and device authentication
enhancing network security.

Enable the distribution of
network traffic across
numerous wide area
network (WAN)
connections.

Cisco SBWAN enables flexible protocol and ISP combinations per branch for
improved speed and resilience. Its centralized management system allows for
and automated security policy deployment across global locations, enhancing
control and efficieng from a single interface.

Simplify WAN
management,
configurationand
orchestration

Cisco SBWAN simplifies the process of configuring and managing routers, while a
providing a strong and comprehensive security deployment. It expands these
functionalities to current branch routers, enabling smooth integration. In addition,
provideszerotouch provisioning for new devices and automates the process of
connecting to the cloud for SaaS and laaS applications.

Enable secure VPNs and
integrate extra network
services

CiscaSDWAN improves the security of site-site connection by incorporating
enterpriselevel technologies such as Firewall, IPS, and URL filtering. Addition:
it streamlines the implementation of Cisco Umbrella cloud security, supported
Cisco Talos thet intelligence, guaranteeing thorough safeguarding for
enterprises.

Table2 :Gartner requirements for an SIWAN solution.
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Chapter5 - Research Methodology f@iscocSDWANSecurity Analysis

5.1 Research Methodologwntroduction

This research takes a combined approach to comprehensively examine and test, arfayziet Security
Featuresmechanismsand thethreats within CiscoOSDWAN networks. It integrates qualitative research
methodology with a scientific design methodology to delve into security vulnerabilities and mitigation
strategies. Through qualitative research, it gains a deep understanding of factors influencinty securi
Furthermore, the insights obtained from the qualitative research are practically applied and tested in
different use cases using a simulation based on Cise¥/SNtechnology onEVENG. This gproach
enhances practical knowledge and understanding ofWBAN network security, offering a holistic
perspective on potential threats and how to address theffiectively.

5.2 Qualitative researcMethodology
5.2.1 Qualitative researcfuestions Addressed

1 What are the security benefits of Cisco's\BIBN solution?
1 How do the security features of Cisco's\BIBN enhance its overall security?
1 Do the security attributes of Cisco's-8IAN align with theorinciples of the CIA triad?

5.2.2 Design of th&ualitativeStudy

1 Approach:
The study employs a qualitative approach, focusing on the evaluation of security features within Cisco's
SDWAN solution.For comparative analysis, a mixed approach combining qualitative and quantitative
parameters is adopted.

91 Data Collection:
Data is sourced from a variety of channels to identify security strengths. These include vendor articles,
networking security websites, and research pap&mwsywords such as "SANsecurity" and "security
benefits of SBAVAN" are used to gather relevant information.

White papers authored bZisco Systemengineers, along with discussions with marketing engineers,
offer valuable insights into the Cisco-BIAN productResearch papers and insights from otAeademic
researchers are also examined.

Specific keywords like "Cis&DWAN vulnerabilities," "CiseBDWAN security," and "CiseeDWAN
threat landscape" aid in data collection.

1 Analysis:
Each security feature identified in the first question is thoroughly analyzed by examining various €isco SD

WAN related articles, networking security websites, and white papers.
Keywords derived from the initial question are utilized to procure content for the second question.
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1 Application of CIA Triad:
The study applies the CIA triad concept to assess the security attributes of Cis¥dANSD
Resources such as articles and study materials are consulted to gain a deeper understanding of the CIA
principles. Relevant books such as "The Basics of Information Security" and "Information Security
Handbook" are reference&ecurity attributes of SB/AN are categorized under the appropriate CIA triad
principle, and justifications for their placement are provided.

1 Significance:
By utilizing the Cl&iad, the study aims to provide insights into the security strength ofABIN, as it
encapsulates the three fundamental concepts in Information Security. This comprehensive approach aids
in understanding the robustness of Cisco'sVBBN solution in safeguding against potential threats.

5.3 LiteratureRelated to theQualitative ResearctCisco SBVANVulnerabilities

5.3.1Cisco SBWANOutdatedSoftwareVulnerabilities

As per the Cisco Security Advisories] [€isco revealed 42ulnerabilities spanning multiple products on

May 5, 2021. Attackers may be able to run code on these vulnerabilities, obtain elevated access, or
compromise systems. Exploiting one does not necessitate the other because they are independent. Five
critical vulnerabilities in Cisco's SBAN vManage software were fixed, which might have allowed for
unauthorized data access or remote code execution. Certain vulnerabilities may allow unauthorized
access or elevated privileges for local attackers. CVE ident@idE021-1275, CVR021-1468, CVE
2021-1505, CVR021-1506, and C\\E021-1508 are used to document these problems. While -CVEL-

1275 was found via a support case resolution at Cisco TAC, the other four were discovered internally.

Vulnerability Product Impact
CVE-2021-1275 Cisco SD-WAN vManage Software Critical
CVE-2021-1468 | Cisco SD-WAN vManage Software Critical
CVE-2021-1505 | Cisco SD-WAN vManage Software Critical
CVE-2021-1506 | Cisco SD-WAN vManage Software Critical
CVE-2021-1508 | Cisco SD-WAN vManage Software Critical

Table3: Vulnerabilities The table above summarizes the vulnerabilities in this advisory.

Cisco patched a significant vulnerability, 0B220696, in SEWAN vManage software containers. The
flaw arises from inadequate security standards on messaging server container ports, enabling
unauthorized access by unauthenticated attackers. While nlicioas exploitation evidence exists, users

are advised to update to the latest version to mitigate associated risks.
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5.3.2Cisco SBWANInsecure Web Interfaca&ulnerabilities

A centralized program known as vManage NMS (Network Management System), is used for managing
Viptela devices and links within an overlay network. A graphical user interface (GUI) is provided to
facilitate the monitoring, configuration, and maintenance tfreetwork components. Typically, a server
isutilizedto run the vManage NMS software as part of the network infrastructure

1 CVE202320179- Cisco Catalyst SWVAN Manager Web Ul HTML Injection
Vulnerability.

As per the Cisco Security Advisories [85isco disclosed that an authenticated, Cisco disclosed a
vulnerability in the wekbased management interface of Cisco-\WWBN vManage. An authenticated
remote attacker can inject HTML content by exploiting a flaw in data validation. The attacker must submit
malicious content and persuade a user to view it, potentially modifying interface pages and enabling
further browserbased attacks. Cisco has patched this vulnerability through software updates, but no
alternative remedies exist.

1 CVE2021-1486- Cisco SBWAN vManage HTTP Authentication User Enumeration
Vulnerability

As per the Cisc8ecurity Advisoriefs5], Cisco revealed a vulnerability in -8ZAN vManage Software

where an unauthenticated remote attacker can enumerate user accountsxpioiting HTTP header
handling flaws. By comparing HTTP responses, attackers can identify legitimate accounts. Cisco has issued
software updates to address this vulnerability, with no alternative remedies available.

1 CVE20203536- Cisco SBWAN vManage CrosSite Scripting Vulnerability

As per the Cisc8ecurity Advisorigb5], A flaw in Cisco's SBWAN vManage Software's wddased
interface allows a loggeith remote attacker to execute a crosgte scripting (XSS) attack due to
insufficient inputverification. The attacker can insert malicious data into a specific field, potentially
executing code that impacts the user's experience. Cisco has resolved this issue through software
updates, with no alternative remedies available.

5.3.3Cisco SBVANPrivilege Escalation Vulnerabilities

1 CCVR0191646- CPrivilege Escalation Vulnerabilities in Ciscc\WBN Solution

As per the Cisco Security Advisories [35igco disclosed vulnerabilities in the local Command Line
Interface (CLI) of the Cis&DWAN Solution, allowing unauthorized users to alter device configuration
files and elevate privileges. These issues arise from improper cleanup of user input for specific commands.
Attackers can exploit these by sending manipulated commands to the &@hihgyelevated privileges
during interactive sessions. Cisco has addressed these vulnerabilities with software updates, and no
alternative solutions are available.
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1 CVE20191648- Cisco SBVAN Solution Privilege Escalation Vulnerability

As per the Cisco Security Advisories [85$co disclosed a flaw in the user group setup of the Cisco SD
WAN Solution, allowing a loggéu attacker with local access to gain higher privileges. This vulnerability
stems from inadequate validation of parameters in the group configuration. By placmanipulated file

in the user group configuration directory, an attacker could attain #ewel privileges and control the
device. Cisco has issued software updates to fix this vulnerability, with no altersativtions available.

1 CVE20203265- Cisco SBVAN Solution Privilege Escalation Vulnerability

As per the Cisco Security Advisories [55], Cisco disclosed Yoétexability found in the Cisco SBAN
Solution software could provide local access to a logigedttacker, enabling them to escalate their
privileges to root on the underlying operating system. This susceptibility arises due to insufficient input
validation. This could be exploited by an adversary transmitting a meticulously crafted request to a
vulnerable system. The attacker could potentially acquire 4ewél privileges if successful. As of this
writing, Cisco has issued software updates to addit@issvulnerability; no viable alternatives exist.

5.3.4 Cisco SBVANDenial of Service Vulnerability

1 CVE20203351- Cisco SBVAN Solution Software Denial of Service Vulnerability

As per the Cisco Security Advisories [88$co disclosed\ailnerability in its SBVAN software, allowing
remote service disruption without authentication. This stems from inadequate verification of specific
message components. Hackers could exploit this by sending crafted messages to victims, potentially
rendering services inoperable, leading to denial of service. Cisco has fixed this with software updates, but
no alternative quick fixes exist.

1 CVE2021-:1513- Cisco SBWAN Software vDaemon Denial of Service Vulnerability

As per the Cisco Security Advisories [€5$co revealed a vulnerability in its-BIAN Software, enabling
unauthorized remote triggering of device restarts due to mishandling of unusual data packets. Hackers
could exploit this by sending engineered data, forcing device restarts and causingadesaiadice. Cisco
addressed this with software updates, but no quick alternative solutions exist.

1 CVE20203369- Cisco SBVAN vEdge Routers Denial of Service Vulnerability

As per the Cisco Security Advisories [55], Cisco disclosed@hhafisco SI/AN vEdge Routers have a
flaw in their deep packet data inspection mechanism, which might potentially allow unauthorized
individuals to cause a device to stop functioning. This occurs due to the software's inadequate handling
of FTP traffic. A attacker could exploit this vulnerability by transmitting tailored FTP packets over a
vulnerable device. If they are successful, it could result in the gadget repeatedly rebooting, reridering
inoperable. Cisco has resolved this issue through software updatethere are no alternative expedient
solutions currently available.
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1 CVE20180346- Cisco SBWAN Solution Zero Touch Provisioning Denial of Service
Vulnerability

As per the Cisco Security Advisories [85co disclosed a vulnerability in its-®BN Zero Touch
Provisioning service, allowing unauthorized users to remotely disable devices without logging in. This
stems from inadequate verification of specific packet values. Attackers exploit this by semaliogpus
packets, overwhelming the software and causing device reboots. Though this requires traffic specifically
targeting susceptible devices, Cisco addressed this with software updates, offering no quitktiaker
solutions for the issue.

1 CVE2021-1275- Cisco SBWAN vManage Denial of Service Vulnerability

As per the Cisco Security Advisories [55], Cisco disclosed that a vulnerability in Ci¥¢AN S8Manage
Software's API could let an unauthorized remat&acker cause a system to crash. The issue arises from
how the software handles API requests on a compromised vManage system. An attacker could exploit this
by flooding the compromised system with excessive API requests, potentially causing it to is@sha€
released software updates to fix this vulnerability, but there are currently no other ways to address it
immediately.

1 CVE2021-1241, CVR021-1273, CVR021-1274- Cisco SBWAN Denial of Service
Vulnerabilities

As per the Cisco Security Advisories [55], Cisco disclosed that Multiple vulnerabilities exist in Cisco SD
WAN products that could allow an unauthorized user to remotely influence with operations. These
vulnerabilities were patched by Cisco via softwaralatps. Aside from that, there are no fast fixes
available. A state of vulnerability. No remedies are currently available to mitigate this vulnerability.

5.3.5 Cisco SB/ANSolution Certificate Validation Bypass Vulnerability
1 CVE20180434- Cisco SBWAN Solution Certificatd/alidation Bypass Vulnerability

As per the Cisco Security Advisories [85Eco disclosed a vulnerability in the-8AN Zero Touch
Provisioning feature, allowing remote hackers to access sensitive data using a forged certificate. The flaw
arises fromnadequate certificate verification. Attackers could exploit this by providing a specially crafted
certificate to a vulnerable device, intercepting and decrypting transmitted data if successful. Cisco has
addressed this issue through software updates, twglternative immediate remedies are available

5.4 TheSimulationMethodologyfor Cisco SBWAN security analysis
Design of theSimulationmethod:

In addition to our Qualitative study described abotes section outlines th&imulationmethodology for
conducting security analysis on-80AN solutions, with a focus on vulnerabilities and mitigation strategies
within Cisco SBVAN. It begins by referencing existing literature, particularly a white pggroy the
ONUG SBVAN working group, which outlines tactical and strategic requirements fa/8N solutions,
including security considerations.
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In order to gather insights, a questionnaire was distributed to industry experts managiwgASD both
through LinkedIn and the Cisco community platform. The guestionnaire aimed to address common
security vulnerabilities associated with CisceVBBN, spedic incidents or breaches, factors contributing

to vulnerabilities, the impact of network infrastructure complexity, user behavior's influence on security,
current mitigation measures, secure deployment practices, observed trends 4WAND security,
organiational security posture changes due to\WIBN adoption, and anecdotal successes or challenges
in securing SVAN networks.

This structured approach aims to gather empirical data and expert opinions to comprehensively
understand the security landscape of-BIAN, particularly within Cisco's ecosystem. By leveraging both
existing literature and insights from industry professiaahe analysis seeks to identify vulnerabilities
and recommend effective mitigation strategies to enhance the security posture-gf/AD networks.

Based on responses gathered from both industry experts and the Cisco community fdranmost
commonsecurity requirements are identified. These findings, which came from a questionnaire presented
to industry experts, helprioritize security measuresthe important security requirements,

to be considered are listed below.

1 Analyze the inherent security features of CisceV®BN, which encompass the identification of
the controller, the authorization and authentication of 8AN devices, and the
implementation of the certificate security mechanism.

1 Investigate the fundamental security elements of CiscéABEAN, which include authentication,
encryption techniques, and integrity.

1 Examine the technigues used to mitigate security risks like spoofing, session hijackintarand
in-the-middle attacks.

9 Validate the configuration of the public key infrastructure (PKI) and its associated certification
authority (CA). Review the procedures for generating, distributing, and invalidating keys.

1 Verify the security control measures thie Control and Data Plane Operations of CiscO\@IN
Networks.

Some of theabovementioned SDWAN securityrequirements willbe tested in the EVEG simulated
environmentas defined in the Scope section

5.5 EVENGSimulation Lab Set up demonstrateCisco SBWAN Securitffeatures
Threas

1 What is EVENG Network Simulator

The research pap€i68] explainsthat EVENG (Emulated Virtual EnvironmentNext Generation) is
network emulation software designed for network professionals, IT students, and instructors. It enables
the creation and simulation of virtual networks using various VMs and network devicedl@ters a
userfriendly graphical interface for building virtual topologies and running devices. It includesnbuilt
network service modules, allowing the addition of virtual servers like DHCP, DNS, and web E¥ffzers.

NG supports local and remote servers and various hypervisors like VMware ESXi, VirtualBox, and KVM. It
also provides a robust API for automating network tasks with scripting languages like Python.
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5.6 The EVINGCiscdSDWAN SimulatiohAB Setuprocess

In order tosimulate a Cisco SWAN network with one controller of each type and six VEdges, considerable
processing power is needed. As such, the-H@Evirtual machine has been allocated 8 virtual CPUs and
32 GB of RAM. This setup ensures sufficient resources uonimg the simulation smoothly,
accommodating the complexity of the network topology and the computational demands of thé/D
simulation software.

5.6.1CiscdSDWANInfrastructure Setugommon attributes
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SystemlIP: The SysteniP serves as a distinctive identifier for af\®BN component. It follows a
32-bit dot decimalnotation, SystemP isa nonroutable Device identifier.
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1 IP Addressingchema:

B Sistem (P || Site ID @ VPN 0 MPLS- IP (WAN -|J§ VPN 0 Biz-Internet IP (WAN -l VPN 10 IP (LAN Subneligl

Site1-R1 172.16.011 1 1.1.1.2/124 172.16.1.2/29
Site1-R2 172.16.012 1 10.0.1.2/30 172.16.2.2/29
Site101-BR1 172.16.0.101 101 1.1.101.2/24 172.17.1.2/29
Site101-BR2 172.16.0.102 101 10.0.101.2/30 172.17.2.2/29
Site102-BR3 172.16.0.103 102 10.0.102.2/30 1.1.102.2/24 172.17.3.2/29
Site103-BR4 172.16.0.104 103 10.0.103.2/30 1.1.103.2/24 172.17.4.2/29
vManage-Sam-Thesis-Lab 1.1.255.11 255 1.1.0.11
vBond-Sam-Thesis-Lab 1.1.255.12 255 1.1.0.12
vSmart-Sam-Thesis-Lab ~ 1.1.255.13 255 1.1.0.13

Table4 : Cisco SBWVAN Network Simulation Topology Device Specific IP Addresses
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Device IP Address |Device IP Address
SW1 LAN 1.1.0.0/24 R-MPLS Router Router e 0/210.0.103.1/30
Biz-Internet Router e 0/0 1.1.0.11/24 MPLS-1 Router e 0/2 10.0.1.6/30
Biz-Internet Router e 1/1 1.1.1.1/24 MPLS-1 Router e 0O/0 10.0.1.1/30
Biz-Internet Router e 0/0 1.1.0.1/24 MPLS-1 Router e O/1 172.16.16.2/30
Biz-Internet Router e O/1 1.1.101.1/24 SW2 e 1/0 172.16.32.1/30
Biz-Internet Router e 0/2 1.1.102.1/24 SW2 e 0/3 1.1.1.3/24
Biz-Internet Router e 0/2 1.1.103.1/24 SW2 e 1/0 172.16.32.1/30
R-MPLS Router Router e O/0 [10.0.101.1/30 SwW2 e 0/0 172.16.1.1/29

R-MPLS Router Router e O/1

10.0.102.1/30

SW2 e 0/1

172.16.2.1/29

Site0O1-R1 ge 0/0

1.1.1.2/24

Sitel01-BR2 ge 0/0

10.0.101.2/24

SiteO1-R1 ge O/1

172.16.1.2/29

Sitel02-BR3 ge 0/0

1.1.102.2/24

Site0O1-R2 ge 0/0

10.0.1.2/30

Sitel02-BR3 ge 0/1

10.0.102.2/24

Site0O1-R2 ge 0O/1

172.16.2.2/29

Sitel1l03-BR4 ge 0/0

1.1.103.2/24

Sitel01-BR1 ge 0/0

1.1.101.2/24

Sitel103-BR4 ge 0/1

10.0.103.2/24

Table5: Cisco SBWAN Network Simulation Topology Device Interface IP Addresses

5.6.2CiscdSDWAN Simulation SetugConfiguratiorSummary:

The goal is t&Configureall the virtual SBWVAN devicedn the labtopology withthe appropriate settings
and policies. Ensure that the configurations refldet use case scenarios, including any vulnerabilities i
want to test.

w

The implementation of SBAN brings about significant improvements in network and application
access control, enabling qualitative monitoring of client activities across Main Branch (Site 1),
Controller hosting Cloud (Site 255), Remote office sites (8itesite 102, Site 103 and site 104 ).

SBDWAN controllers like vManage (Host IP:1.1.0.11), vSmart (Host IP:1.1.0.13), and vBond (Host
IP:1.1.0.12) are hosted in Site 255, the controllers are versatile, suitable for deployment in corporate
networks and public/Private cloud environments, Site 265imulating a Private Cloud like Cisco
Cloud.

vBond(Host 1P:1.1.0.12) serves as a connectivity bridge between administration, control, and data
transfer planes, initiating authentication and prioritizing control connections through a "whitelisting"
model, offering high resiliency.

vManage(Host IP:1.1.0.11) stands out as a single management console, facilitating operations across
deployment, configuration, and ongoing management. It plays a pivotal role in policy and template
formation, monitoring, and troubleshooting.

vSmart(Host 1P:1.1.0.13) aids in device discovery, control plane information propagation to vEdge
devices(Host IPs: 172.16.0.11, 172.16.0.12, 172,16.0.101, 172.16.0.102, 172,16.0.103 & 172.16.0.104
), application of control plane policies, and simplifioatdf the control plane's complexity.

Every VEdge Routers in Site 1, 101,1a®&employsedundant WAN transport links, MPLS, and Biz
Internet connections to ensure optimal network performance, Highilability andeliability.
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vManageinitial configuration:

Configure the System wittssential parameters including hasame(vManageSamThesisLaly,
systemip (1.1.255.1), site-id (255), organization SAMTHESIEAB, vBond address, and NTP
server(1.1.0.).

Set up VPN 0 by defining a default route, specifying DNS seffirgy8.8, assigning interfaces,
allocating IP addresses, and ensuring interface activation with the "no shut" command.
Execute the CLI changes by committing them.

Access the GUI and navigateAdministration > Settings to configure the Organization name
andvBond settings

vBond initial configuration:

Configure the System settings including hoamgvBONDSamThesisLal), system
ip(1.1.255.12,site-id(255), organizatioiSAMTHESI&AB, vBond addressith the local keyword
(vbond 1.1.0.120cal), and NTP servét.1.0.]) .

Set up VPN 0 by defining a default route, assigning an IP address to the interface. Note that VPN
0 is preconfigured for WAN. Cisco advises disabling the tuimietface configuration when
integrating the controller as it obstructs NETCONF and SCP aultdedssential for initial
exchanges between vBond and vManage.

Execute the CLI changes by committing them

vSmart initial configuration:

Configure the System settings including hoamegvSnart-SamThesisLal),system
ip(1.1.255.13, site-id(255), organizatiolSAMTHESIKRAB, vBond addregvbond 1.1.0.13, and
NTP serverl(1.0.1).

Set up VPN 0 by defining a default route, specifying DNS seffirgy8.8, assigning interfaces,
allocating IP addresses, aadtivating the interface using the shut' command.

Execute the CLI changes by committing them.

Following the addition of controllers, utiliZzehow control connections'for validation purposes.

vEdge WAN Routsiinitial configuration:

Configure the System parameters including hesines Sitel-R1,Site1R2,Site101BR1,Site101
BR2,Sitel0BR3 & Sitel0BR9, systemips , siteid(1,255,101,102,103)organizatiofSAM
THESIRAB, vBond addresfl.1.0.19, andNTP serverl(1.0.1).

Set up VPN 0 by defining the default route, adjusting DNS settings, linking interfaces, assigning IP
addresses, activating the interface with the "no shut" command, and enabling the tunnel
interface

Confirm the connection to theontrollers by pinging them

Install the root certificate for validation.

Retrieve an unused UUID/OTP from the vManage GUI and manually activate the WAN Edge router
via CLI using the commaréquest vedgecloud activate chassis <UUID> token <OTP>
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The coordination of connectivity across the management (vManage), control (vSmart), and data
plane (VEdge) components is an important aspect of Cisce§ A architecture. vManage acts

as the primary management system, enabling communication and synehtmm between
vSmart controllers and vEdge routers.

the orchestration system holds a permanent connection to the management controllers
(vManage, vSmart) and a temporary one to the WAN Edge devices (VEdge/cEdge) for their initial
setup.

In essence, the orchestration system functions as the primary point of contact and authentication
for both the vSmart controllers and WAN Edge devices

The vBond orchestrator necessitates a public IP address, and all other elements in the network,
such as vManage, vSmart, and WAN Edges, must be set up to acknowledge and interact with the
vBond using its IP address.

the orchestration system authorizes all control connections by maintaining a-igtitef "trusted
devices," whichincludes the serial numbers of WAN Edge devices. This list can be managed and
pushed to vBond/vSmart through vManage.

upon successfully establishing an encrypted tunnel between vBond and a WAN Edge device, the
IP addresses of the vManage and vSmart nodes, along with their serial numbers, will be
disseminated.

vBond will notify all vManage and vSmart nodes when a new WAN Edge device joins the network
fabric. It informs them to anticipate an incoming connection from the public IP address of the new
device.

Cisco recommends configuring two network interface cards (NICs) for vBond, with one assigned
to VPNO and the other to VPN512

Controlplane (vSmart, OMP)

The control plane of the entire SWAN fabric maintains a permanent connection to the vBond
orchestrator, vManage, and WAN Edge devices.

The control plane of the entire SWAN fabric establishes peerings with all WAN Edge devices and
distributes connectivity and security policies to ensure consistent and secure communication
across the network.

The control plane of the entire SWAN fabric distributes routes using a routflector-like
principle, akin to BGP route reflection, to efficiently propagate routing information throughout
the network.

By separating the control plane from the data plane, the network's complexity is reduced
significantly. This architecture allows for centralized control and management of network policies
and configurations without directly impacting the data forwardingdtions.

Cisco recommends configuring two network interface cards (NICs) for the vBond orchestrator,
with one assigned to VPNO and the other to VPN512.
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Dataplane (vEdge/cEdge)

In SBWAN deployments, WAN Edge routers can be deployed in physical or virtual forms,

vEdge: These are Viptdmanded physical hardware appliances, also available as virtual
appliances. In your lab setup, vEdge Routers will be utilizedige devices will be used in this set
upas the Branch Edge Routers.

cEdge: This represents the CiscoVBBN image suitable for a range of supported routers, such

as Catalyst 8000V, ISR1k/4k, amotiters.cEdge devices will not be used in this set up.

For the vBond orchestrator, Cisco recommends configuring three network interface cards (NICs),
with one assigned to VPNO, one to VPN10 (also known as Service Side), and one to VPN512.

In essence, WAN Edge routers implement data plane policies and employ applaaton
routing techniques to ensure efficient and optimized traffic management across the network.

Theconnection between WANEdge and vSmart involves:

Utilization of secure TLS/DTLS tunnels for communication in the control plane connection.

OMP (Overlay Management Protocol) operates within these TLS/DTLS tunnels, enabling
communication between WAN Edge routers and vSmart controllers.

Each available wide area network (WAN) transport establishes a singular control plane connection
to each vSmart controller.

Theconnection between WAN Edge and vManage involves:

Utilization of secure connections exclusively for configuration pushes and other management
purposesConnections between WAN Edge routers themselves involve:

Defaultly, IPsec tunnels are employed for WAN Edge to WAN Edge connections.

An individualpsec tunnel is created for each TLOC.

Ipsec tunnels are established without IKE, as encryption keys are exchanged between WAN Edge
routers and vSmart controllers.

vSmarts do not retairpsec encryption keys but instead transmit key primers.

Encryption keys are automatically negotiated using DHffs@lman between WAN Edge routers.
Local routing remains unaffected in the event of vSmart failure.

Connectivity to at least one vSmart ensurgsnterrupted communication between WAN Edge
routers.Data plane operation continues until the next key rotation.

A full mesh topology is established by default between all WAN Edge routers.

Theimportance of WAN Edge router configuration regarding BFD:
BFD operates within the IPsec tunnel between all WAN Edge routers and cannot be deactivated.
Each TLOC, having its dedicated IPsec tunnel, corresponds to an individual BFD session.

It's recommended to maintain BFD timers in seconds rather than milliseconds for optimal
performance.
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WAN Edge router transport:

In case of a WAN transport link failure, automatic TLOC updates are triggered.
When multiple WAN transports exist (e.g., MPLS, Internet), by default, sttivee loadsharing
isemployed, though it can be adjusted as needed.

SDWAN segmentation:

Native endto-end segmentation support is integrated.

The term "VPN" within SBVAN equates to classic Cisco VRFs.

VPN 0 (Transport VPN) corresponds to the Fdmar VPNNMPLS & Biinternet WAN transport
links).

VPN 10 (Service VRMnnectingthe Site LANSubne} is designated for segmentation purposes.
Routes associated with VPN 10 are disseminated via OMP.

VPN 512 (Management VPN) serves as thea®band managemenVPN.(VPN512 is not used
in this set up)

5.7 Cisco SBWAN Images

We would be usinghe following Cisco SIYAN imageén table 5to set up this practice lab environment

on EVENG
EVENG Image Filename Version
vmanagel9.2.3 viptelavmanagegenericx8664.ova 19.2.3
vsmart19.2.3 viptelasmartgenericx8664.ova 19.2.3
vbond19.3 viptelaedgegenericx8664.ova 19.3
vedgel9.2.3 viptelaredge-genericx8€64.ova 19.2.3

Table6 : Used Cisco SI/ANimages to set up this practice lab environment on EMB
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5.7.1Transfeithe SBWAN images to EM¥EG using WinSG&vl to the respective foldexr

The next step isiploading the images, organize them into folders, assigning each iitsagen folder.

Then we Used WInSCP to transfer the images to their respective folders-M@E&\Next, convert the OVA

files to QCOW?2 format. Additionally, create an extra virtual disk for vManage. This ensures compatibility
and optimal performance withithe EVENG environment, facilitating smooth simulation of the Cisce SD

WAN network.

= Creating Folders

mkdir /opt/unetlab/addons/qgemu/vtbond-19.3
mkdir /opt/unetlab/addons/gemu/vtsmart-19.3.2
mkdir /opt/unetlab/addons/qemu/vtmgmt-16.3.2
mkdir /opt/unetlab/addons/gemu/vtedge-19.3.2

##vManage

cd /Jopt/unetlab/addons/gemu/vtmgmt-19.3.2

tar -xvf viptela-vmanage-genericx86-64.ova

fopt/gemu/bin/qemu-img convert -f vmdk -0 qcow2 viptela-vmanage-genericx86-64-diskl.vmdk virtioa.qcow2
/opt/qemu/bin/qemu-img create - qcow2 virtiob.gcow2 156G

#H#vSmart

cd /Jopt/unetlab/addons/gemu/vtsmart-19.3.2

tar -xvf viptela-smart-genericx86-64.ova

/opt/gemu/bin/qemu-img convert -f vmdk -0 qcow2 viptela-smart-genericx86-64-diskl.vmdk wvirtioa.qgcow2

##vBond

cd /opt/unetlab/addons/qemu/vtbond-19.3

tar -xvf wviptela-edge-genericx86-64.ova

/opt/gemu/sbin/qgemu-img convert -f vmdk -0 gcow2 viptela-ehge-genericx86-64-disk1.dek virtioa.qgcow2

##vEdge

cd /Jopt/unetlab/addons/qemu/vtedge-192.3.2

tar -xvf viptela-edge-genericx86-64.ova

/Jopt/qgemu/bin/qemu-img convert -f vmdk -0 qcow2 viptela-edge-genericx86-64-diskl.vmdk wvirtioa.qcow2

##Fix permissions
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

Figurel3: Transfer the SBVAN images to EVEG using WIinSCP tool to the respective folder

5.7.2TheLogical Diagram of tHéisco SWAN Simulation

Organisation Name : SAM-THESIS-LAB
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vEdge MPLS Network 10.0.1.0/30, 10.1.101.0/30, 10.1.102.0/30 and 10.1.103.0/30

Figurel4: The Logical S®WAN Network Diagram of the EMEG Lab Setip
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5.7.3ThePhysical Diagram of the Cisce\@BN Simulation
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Figurel5: The Physical SBVAN Network Diagram of the EVEG Lab Setip

5.8 Cisco SBWAN Simulation Configuration
5.8.1Virtual private networks (VPNS)

The design guidgs8] describes thatin the SBWVAN overlay, Virtual Private Networks (VPNs) segment
traffic like Virtual Routing and Forwarding instances (VRFs). Each VPN has its own forwarding table,
identified by labels in route attributes and packet encapsulation. VPNs range from 0 t6,66%3 VPN

0 handling transport and secure connections, and VPN 512 managiraj-bahd management traffic.
Serviceside VPNs ¢511) carry user data, supporting features like OSPF, BGP, and QoS. VPN 0 serves as
the transport VPN, while VPN 10 is the Service VPN.

5.8.2 OnboardingCisco SBVAN Controllers and Branch vEdge routsingBootstrap
Configuration

Once all devices have booted up, it is time to set up basic connectivity between the controllers and the
WAN edge devices. Bootstrap Configuration listed below are the minimum setup required to gain basic
connectivitybetween Vmage, vBahVsmart and vEdge devicéllowing mentioned Figures in the
Appendix Sectioshow the respective bootstrap configs.
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1 Figure 16in the Appendix Sectioshows the SBVAN vManag@ootstrap Config
1 Figure 17in the Appendix Sectioshows theSBWAN vBond Bootstrap Config
1 Figure 18in the Appendix Sectioshows theSDWAN Branch vSmart Router Bootstrap Config

l. Certificatesinstallation on Controllers and the Branch Edge Routers

In an SBNVAN overlay network, a root certificate and a signed controller certificate are required for every
controller & the edge routersto operate. Unless an Enterprise CA is utilized, in which case manual
installation is required, root certificates are usually qmstalled. When a controller is added to vManage
or when an administrator initiates the process, Certificate Signing Req({eSies) are used to generate
controller certificates. After each CSR is filed, signed, and put on the controlletifizateris generated.
Proper authenticatiorand secure network communication are guaranteed by this method.

Il. vManage as Enterprise Root CA

in this set up, we would Configure vManage to serve as a root of trust by generating an RSA private key.
Create a ROOTCA.pem certificate and sign it with the newly generated RO @Avate key.
NETCONF, encrypted with SSH using286&CM, and using TCP port 830, is used by the vManage for
generating Certificate Signing Requests before forming DTLS/TLS connections

9 Figure 20in the Appendix Sectioshows theGenerating ROOTCA . key private &aywManage
which isActing as the Enterprise CA
9 Figure 21 in the Appendix Sectioshows theGenerating ROOTCA.pem certificatevManage
which isActing as the Enterprise CA
1 Figure 22in the Appendix Sectioshows thevManage certificat®n vManagewvhich isActing as
the Enterprise CA
Once the root certificate is installed on all devices, This ROOTCA.peiiti &itetas the trusted foundation
for all controller certificates in the networklo establish secure connections, vSmart and vBond
controllers, along with Edge Routers, generate certificate signing requests (CSRs). These CSRs are then
sent to vManager where they are signed using ti@CRCA Private Key, ensuring secure authentication
within the network infrastructure.

Il. Certificates installation on Controllers and the Bran&lilge Routers Process

In order to organize the vEdge certificates, we must install the root CA certificate on the vEdge router,
generate a CSR on the vEdge router, sign the certificate on the vManage controller, and install the vEdge
certificate on the vEdge router. This prosemsirrors the controllers' setugescribed above.

1 Figure 23in the Appendix Sectioshowsthe downloadngthe root CA certificate from the
vManage controller to vEdge router
1 Figure 24 in the Appendix Sectioshowsthe instalingthe root CA certificate on vEdge router
1 Figure 25in the Appendix Sectioshowsthe creatinga Certificate Signing Request (CSR) on your
vEdge router
Following the generation of certificate signing requests (CSRs), certificates are created by signing each
CSR. Notably, the certification name varies for each branch vEdge Router, sSBERE4A8-BRi.crt,
SITE1R-BR3.crt, and so forth, ensuring distinct identification and secure authentication for each router.
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1 Figure 26 in the Appendix Sectioshowsthe generating acertificate (SITEL0BR4.cryon a
vManageController acting athe EnterpriseCA

Once valid certificates for each WAN edge router have been obtained through CSR signing, the installation
process is launched. This entails carrying out an additional command on every Branch vEdge router in CLI
mode, finalizing the deployment procedure, darallowing secure connections inside the network
infrastructure.

1 Figure 27 in the Appendix Sectioshowsthe instalingthe signed certificaten (SITEL0BRA4.crt)
on Branch vEdge Routand controllers

we need to create device licenses on cisco.com and add a WAN edge list to the vManage controller. First,
obtain the licenses from the Cisco -BIAN Plug and Play Connect Device Licenses portal. After
downloading the relevant licenses, upload the "serialFigela" file to the vManage controller by
navigating to Configuration > Devices > WAN Edge List and clicking on Upload WAN Edge List.

1 Figure 28in the Appendix Sectioshowsthe uploadngti KS G a SNAF £ CAf SOFA LII St | «
vManage controllerQonfiguration > Devices > WAN Edge List and click on Upload WAN Edge
List)
1 Figure 29in the Appendix Sectioshowsthe WAN Edge List with 10 vEdge Cloud licenses after
uploadingtheh & SNRA I f CAt SOZA LISt I ¢ FA{S R2gyf2FRSR TN
9 Figure 30in the Appendix Sectioshows Adding the vEdge router to the vManage controller
(needto grab the chassis number and serial number from the vmapaggl)

5.9 Cisco SWAN Simulation Configuration setdprification

The vManage dashboard now provides a detailed view of the Cis@é/ADinfrastructure. Users can see

a comprehensive list that includes six vEdges and three Controllers. This allows for better network
management and monitoring, enabling administrators féicgently oversee and maintain the network's
performance and connectivity.

1 Figure 31in the Appendix SectiosectionshowsAll the controllers and vEdges in the simulation
network have been on boarded, and they are reachable

1 Figure 32in the Appendix SectiosectionshowsAll the controllers and vEdges in the simulation
network have been on boarded, and they are visible in the vManage dashboard

56| Page



Chapter6 ¢ Verification andResults

CLNerification and Wireshark PacketCapturesAnalysis

6.1 Cisco SWAN Security Features Verification usingco IOXECLI

Considering the increasing information and cyber security challenges facing the digital age, the IT industry
is adopting stricter compliance rules. CisceVBBN addresses this requirement by implementing strong
securitymeasures, structuring its control drdata plane architecture based on fundamental principles.
These principles are essential for protecting the entire Cise@/8N network infrastructure.

Using the EVEIG Simulator twerify Cisco SBVAN security features through the Command Line Interface
offers valuable insights. This method allows for a Hayel understanding of various security aspects
within the SBWAN ecosystem, ensuring a thorough examination of Cisco's securitpilitigsm The
security features will be validated using ti@sco IOXECommand Line Interface according to the
following flow diagram.

Cisco SD-WAN Security Features
Verification using CLI

— —

Control Plane Data Plane

l l

1. Authentication Security features
using certificates Verification
1. Encryption Security
2. Encryption Security features using IPSec Tunnels Verification
features using DTLS Tunnels Verification

3.Integrity using Message Digest and Key
pairs

Figurel6: Cisco SBWAN Security Features Verification using Cisco-KESCLI
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6.1.1 Cisco SBWAN Foundational Security Principles

The article[56] describes thatCisco SBVAN ensures security through authentication, encryption, and
integrity, allowing only authenticated devices to communicate securely. This eliminateselinkity
overhead and simplifies infrastructure by avoiding group keys or key server.issues

Authentication is essential for verifying the identity of people or devices. Cised//BD ensures
prioritizing by allowing only authenticated devices to participate in communication. This guarantees the
establishment of secure connections and the interauof traffic inside the network, hence enhancing
the overall security.

Authorization refers to the procedure of determining the access privileges of authenticated users or
devices. In Cisco SBAN, authorization validates the resources and services that authenticated entities
are permitted to access.

Encryption is a process that converts data into a coded and unreadable form, ensuring its secrecy. Cisco
SDWAN utilizes encryption as a standard practice for all communication between pairs of devices. This
guarantees automated security without any furtheetting burden. Cisco SDAN safeguards sent
information by employing encryption techniques, which prevent unauthorized access or interception,
hence preserving the integrity and privacy of the data throughout transmission.

Integrity involves safeguarding data from unauthorized alteration. Within the framework of Cisco SD
WAN, maintaining integrity refers to the act of safeguarding transmitted data from any unauthorized
modifications.

6.1.2Cisco SBWAN Control Plane Security

The control plane in Cisco $TAN oversees the routing and control links, ensuring the security of all
communication between controllers and routers. It places a high importance on maintaining
confidentiality and security, effectively preventing any unauthed access or manipulation. This
approach preserves the network's integrity and guarantees dependable control communication.

The Case study listed [B8] describes thatCisco's SDVAN control plane uses a zemst security
approach, requiring authentication of all elements before network access. Digital certificates verify
identities, establishing secure TLS or DTLS control channels between controllers and WAN Edge rout
AES256 encryption protects control traffic, and AES6-GCM ensures data integrity, preventing
unauthorized access and alterations.

The Case study listed [B8] describes thatyWAN Edge routers and controllers use DTLS {(#3Ed) for
secure sessions, starting at port 12346 and port hopping by 20 up to 12426 if the initial connection fails.
This feature, enabled by default, can be disabled globally or per interface. It's recatathém enable

port hopping at branch sites but disable it in data centers or regional hubs to prevent traffic disruption.
Controllers have port hopping disabled by default, and it should remain so. vManageSamatt with
multiple cores use different base ports for each core.

Control plane security uses DTLS/TLS with-286&%CM for encryption and digital certificates for
authentication, ensuring data integrity. Secure channels transmit OMP, NETCONF, and SNMP data for
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configuration and network information. vSmart controllers use paired keys for Biffilenan public
values, allowing WAN Edge devices to generate their own IPsec encryption keys

6.1.3Cisco SBWAN Data Plane Security

The Case study listed [B8] describes thatThe Cisco SIAN fabric enables efficient dateansmission
between WAN Edge devices throughout the network. Although IPsec encryption is frequently used for
securing the data plane, it is often necessary to implement additional measures such as traffic isolation
and firewalling to meet regulatory ceitia.

Data plane authentication involves exchanging cryptographic keys and using an enhanced ESP protocol
with AESGCM256 encryption. Integrity is ensured by verifying IP and UDP headers and preventing
duplicate packets using sequence numbersliding window mechanism at the destination handles-out
of-order packet arrivals.

Ensuring traffic separation is essential for meeting regulatory requirements and optimizing operational
performance. Segmentation in Cisco-®AN commences in the control plane and extends to the data
plane. VPN or VRF technology is employed to segregaterauting tables, while zones are utilized to
establish different security zones for implementing firewall regulations basesgmentation.

6.2 Cisco SEWAN security Control Plane Security feat@esVerification

In this section, we will be focusing on analyzing the following keywBRNControlplane security features
using our simulation setupve will use the command linmterfaceto verify the application of the CIA
triad security principles within th€ontrolPlane of our Cisco SDAN setup in the EVRG network. We
will examine how Cisco SMAN's inherent security features ensure confidentiality, integrity, and
availability.

6.2.1 Analyze Cisco SIJAN security Control Plane Authentication Security features using the
EVENG Simulator

Digital certificates verify the identification of each-BIAN Controller and the vEdge router, confirming
its authenticity. These certificates facilitate the establishment of secure TLS or DTLS control channels
between controllers and WAN Edge routeffe following outcomes are noticed,

9 Figure 33n the Appendix Sectio®ection show&achvEdge and Controller certificates installed
highlighted in red Square on vManage, acting as the enterprise CA

9 Figures 34 and 3B the Appendix Sectioshow that the vEdge devices have certificates
identical to those on vManage, which functions as the Enterprise Certificate Authority (CA).

In addition to this, Router serial and chassis numbers strengthen authentication in Gig¢aNsySmart,
vBond, and routers establish secure connections utilizing DTLS/TLS during thep lpvotess. Utilizing
public/private keys, signed certificates, amduter serial numbers, they verify identity. Handshakes
authenticate devices, thereby thwarting imposters.
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The vManage shows the WAN Edge List now includes vEdge Cloud licenses and CSR1000v licenses as well
as ISR Router licenses which we obtained from Cisco providing a clear overview of the network's licensing
status.The following outcomes are noticed,

9 Figure 36n the Appendix Sectiodisplays the authorized serial and chassis number associations
(highlighted in the orange color bofdr installed vEdge routers and vSmarts on vManage.

1 Figure 37n the Appendix Sectiodisplays the authorized serial and chassis number associations
(highlighted in the red color box)r installed vSmart routers on the Site38R1 vEdge Router.

Upon uploading the file, vManage synchronizes the WAN edge list with the other controllers. The vBond
orchestrator now has an updated list of licenses available forTse following outcome is noticed,

1 Figure 38n the Appendix Sectiodisplays the authorized serial and chassis number associations
for installed vEdge routers and the vSmart's own authorized serial and chassis number.

The Cisco SI/AN solution uses a whitelisting approach to authenticate and wrksige devices and
vice versa. Before joining the control plane, al\8BN controllers must know which WAN edge routers
exists. Each device is identified by its Chassis ID and certificate serial number.

6.2.2 Analyze Cisco SJAN security Control Plane Encryption Security features using the EVE
NG Simulator

The articlg57] describes thatAfter the establishment of control plane tunnels, protocols such as SNMP
and Netconf can make use of these secure channels together with OMP. By utilizing DTLS/TLS tunnels,
concerns about inconsistent security or protocol vulnerabilities are eliminated.

The default protocol for secure sessions between WAN Edge routers and controllers, as well-as inter
controller communication, is Datagram Transport Layer Security (DTLS) over User Datagram Protocol
(UDP), using port 12346 as the base source (pasthighlighted in the Red BoxXWWAN Edge routers have

port hopping enabled by default, attempting connections on alternate source ports like 12366 and 12386
if initial attempts fail. This feature can be globally disabled or configureduymerel-interface. The
following outcomes are noticed,

1 Figure 39n the Appendix Sectioshows the DTLS connections (Highlighted inside the Blue color
box ) originating from UDP port 12346 (Highlighted inside the orange color box ) to other
controllers and vEdge routers( Highlighted inside the Red color box ) .

9 Figure 40n the Appendix Sectiodisplays DTLS connections (highlighted in loller box)from
the vEdge router to other controllers (highlighted in oragéor box), originating from UDP port
1234.

The Wireshark packet captures will be taken to show the secure Control plane communication between
the controllers and the Branch vEdge Routers. The details of the Wireshark capture will be discussed in
the analysis section.
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6.2.3 Analyze Cisco SFAN security Control Plane Integrity Security features using thBIGVE
Simulator

The articld57] describes thatpnce two SBAVAN devices establish a secure DTLS/TLS control connection,
controlplane integrity relies on AESCM message digests and pulplitvate key pairs. AESCM provides
encryption and verifies control plane message integrity over DTLS/TLS tugngésmérating message
digests for each packet. Upon receipt, the receiving device generates a digest for comparison, validating
unaltered content. Publiprivate keys are used during connection establishment. This ensu®tsa

are from trusted sources and unaltered, maintaining secure communication in thg/ADnetworkThe
following outcome is noticed,

9 Figure 41in the Appendix Sectioshows AE&SCM's dual purpose, it encrypts and confirms the
integrity of control plane messages transmitted through DTLS/TLS tunnels.

6.3 Cisco SBWANsecurityDataPlane Security featur€3l| Verification

In this section, we will be focusing on analyzing ftiilowing key SBWAN Data plane security features
using our simulation setup. we will verify the application of the CIA triad security principles within the
Data Plane of our Cisco STAN setup in the EVIEG network. We will examine how Cisco-\WBN's
inherent security features ensure confidentiality, integrity, and availability, demonstrating compliance
with the CIA triad.

Analyze Cisco SWAN security Data Plane Encryption Security features using theN&VE
Simulator

The design guidefs6] & [58] describe that, Data plane communication is encrypted using a modified
version of Encapsulating Security Payload (ESP) to protect the data packet payle286 A£3M is the
primary encryption technigue, with AR56 CBC as a fallback for muw&t communication. The
authentication mechanism, which verifies data integrity and authenticity, is adjustable and incorporated
in TLOC attributes sent to SBAN Controllers. By default, AFHA1 HMAC and ESP HMBYAL are
enabled. When vidous authentication methods are available, the strongest one, usual$AMNL HMAC,

is selected The following outcomes are noticed,

1 Figure 42in the Appendix Sectionshows packets encrypted and decrypted using IPsec
(highlighted in red), ensuring secure data transmission and reception across the network.
Show tunnel statistics | tablCommand displays the Data plane security features in our Lab set up.

1 Then, wetested secure data communication by successfully sending ICMP packets between two
Edge deviceg:igure 43n the Appendix Sectiodemonstrates successful ICMP packets
communication between vEdge routers over the IPSEC Tunnel, confirmed by successful pinging
between the routers.

9 Figure 44in the Appendix Sectiorllustrates outbound IPsec connections using &E34256
encryption (highlighted in red color box)yarious hashing methods, and AH_SHA HMAC
authentication(highlighted in blue color boxXpr secure data transmission across the network.
Show IPsec outboundonnections Command displays the Data plane encryption security
features in our Lab set up.
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6.4 Simulating &isco SAVAN securityrhreat Scenari8YN Flood (DDoSjackto
VSmaritusing theEVENG

In our lab environment, a Kali Linux machine is used to target the vSmart (1.1.0.13) which is acting as the
brain of the SBAVAN simulation Network via a network switch. vSmart controllers advertise routing, data

plane policies and securitp vEdge Branch RoutergSmart igpositioned as hub devices in the control

LX FyS G2LRf238 gAGK Fff @G9RIASEA LISSNRAYy3I gAGK + @{Y
between each other). The following command will be used to send a DDoS attack targetirgjrtag v

(1.1.0.13)

hping3-c 15000-d 120-S-w 64 --flood --rand-source 1.1.0.13

Though the structure is insecure compared to many enterprise networks, an attacker could likely perform
similar attacks after some sniffing. Recalling the hping3 commiaisdlso used random IP addresses, as
GKIFIGQa GKS YSGiK2R FddGFO1SNA ¢gAGK a2YS RS3INBS 27 1

=,

system-ip=1.1.255.12

o — I
system-ip=1.1.255.13 = Site 255

3th0) » vBond w !
1.1.0.11/24 (ge0/0 T ﬂml- vSmart mZITP L
1104224 5 ? «====3 Kali Linux Machine Acting as a Hacker
(c011%0rz(0/3) €9 m—" 1.1.0.100/24
m /./ p Kali-Linux
i
Places v [ Terminal
1.1.0.1/24 root@kali: ~

File Edit View Search Terminal Help

24 (e11) S :~# hping3 - -S -w 64 --flood --rand-source 1.1.0.13

HPING 1.1.0.13 oo HI 40 headers + 120 data bytes
# hping in flood 0 re es 11 be shown

@

Figurel7: Kali Linux machine is used to simulate a SYN Flood (DDoS) attack Threat scenario targeting the vSmart
(1.1.0.13).

While the vSmart is under attack, it is crucial to assess the impact on data communication between the
vEdge routers. Monitoring this can help understand how the attack affects network performéfee.
observed significant latency in Piresponses between two vEdge devices before and after the SYN flood
attack was executedhe following outcomes are noticed,

1 Figure 46n the Appendix Sectioshows that before the attack, the average ping response time
between Site10BR3 and Site10BR1 (IP: 172.17.1.2) is 41.9 milliseconds.
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1 Figure & in the Appendix Sectioshows that after the attack, the average ping response time
between Site10BR3 and Site10BR1 (IP: 172.17.1.2) is 179.16 milliseconds.

TheSYN FlooddDo$ attack targeting the vSmart did not completely stop the communication between
the vEdge routers, but it significantly increased latency. This heightened latency can disrupt the timely
propagation of routing information and policies from the vEdge routersghe vSmart, potentially
affecting the overall network performance and stability.

Before the attack, the average response time for average ping responses between ®&R30hd
Sitel01BR1 (IP: 172.17.1.2) was 41.9 milli seconds. During the attack, this average response time
increased remarkably to 179.16 milli seconds, reflecting dldditional latency caused by the DDoS
activity.

Monitoring the communication between the vEdge routers and the vSmart during the attack was helpful
to understand the impact on the control plane operations and the network's ability to adapt to changes
in routing information. This helps in evaluating tirgtwork's resilience and the effectiveness of mitigation
strategies in maintaining optimal performance under attack conditions. A Wireshark capture taken in
vSmart(1.1.0.13) controller will be analyzed irstthapter later

6.5 Cisco SBWAN securityrhreat AnalysisSYN Flood (DDoSjack

In our lab, a Kali Linux machindich is acting as a hackergets vManage (1.1.0.11 port 80), vManage

is your daily web GUI interface on port 80, serving as a dashboard that collects telemetry from vEdge
devices, alerts on events and outages in theV&8N environment, and builds device configurations and
traffic engineering policies. The following command will initiate a DDoS attack on vManage (1.1.0.11)
The following command will be used to send a DDoS attack targetingvtheage(1.1.0.11 on port 80

hping3-c 15000-d 120-S-w 64 -p 80--flood --rand-source 1.1.0.11
Though the design is not as secure as many enterprise networks, with enough sniffing, an attacker could

probably carry out attacks along this path. Skilled attackers frequently use the hping3 command with
random IP addresses as part of their strategy.
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:~# hping3 -c 1500 3 4 - B0 --flood --rand-source 1.1.0.11
HPING 1.1.0.1 1.2.9. s + 120 data bytes
# hping in flood

Figurel8: Kall Linux machine is used to simulate a SYN Fi@I0oS) attack Threat scenario targeting the vManage
(1.1.0.11 on port 80)

Monitoring the impact on vManage during the attack was useful to understand how the management
and monitoring of the SIVAN network were affected. This helpsdentifying the protective measures
that need to be implemented.A Wireshark capture taken in vSmart(1.1.0.13).

The impact on the vManage controller will be analyzed using a Wireshark packet capghissOhapter

Later.

6.6 Analysis o€isco SBVAN security Control Plane Security features using théNEVE
Wireshark Packet Captures

6.6.1 Analyze Cisco SDAN security Control Plane Authentication Security features Bairiget
captures taken from the E\NES Simulator using Wireshark.

We conducted a packet capture on the vBond (1.1.0.12) and observed the following outcomes.

1 Figure 50n the Appendix Sectioshows the Wireshark packet capture of a vEdge Router's
authentication process with the vBond controller, encrypted with RSA and AES256 ciphers.

First, it needs to establish a secure tunnel to enable mutual authentication between our vEdge and vBond.
This is done using DTLS (Datagram Transport Layer Security) tunnels, encrypted with RSA and AES256
ciphers. The signatures and hash algorithms usedraticated in the brown box.

1 Figure 51in the Appendix Sectiorshows the Wireshark packet capture of a vEdge Router's
authentication process with the vBond controller, negotiating a cipher suite.
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In the capture,we see the vEdge initiate a DTLS connection to a vBond IP adtire$€s12)obtained

Srom DNS. The vBond node sends its certificate (black boxyBortrespond withthe certificate (blue

box). Both nodes use their root CA certificates to validate the received certificates. Once validated, they
agree on a cipher suite (red box).

6.6.2 Analyze Cisco SJAN security Control PlaB#cryptionSecurityfeaturesusing Packet
captures taken from the EM¥EG Simulator using Wireshark.

9 Figure 52n the Appendix Sectioshows a Wireshark packet capture from a vEdge Router to the
vBond controller, indicating DTER&cryptedtunnels are used to exchange control plane traffic.

The data indicates that vBond (1.1.0.12) and vEdge (1.1.102.2/24) are sexumehunicating with each

other using DTLS encryption on port 12346, hence ensuring secure transmission of data. In order to create
a DTLS control connection over WAN connections, it is necessary for each component to authenticate
itself. Eventually, vBondrgvides a list that includes the IP addresses and ports of otheWSN
controllers, including vSmart and vManage. This procedure guarantees the confidentiality and integrity of
communication.

9 Figure 53n the Appendix Sectioshows a Wireshark packet capture from a vEdge Router to the
vManage controllef1.1.0.11) indicating that control plane traffic is encrypted.

The captured Wireshark data indicates secure communication between vManage (1.1.0.11) which is
acting as the management plane and vEdge (1.1.102.2/24) via DTLS encryption on port 12346. DTLS
(Datagram Transport Layer Security) ensures secure transmisgrtiee network. By utilizing DTLS,

Cisco SBWAN establishes encrypted tunnels for control connections, safeguarding data integrity and
confidentiality. This approach enhances network security by protecting sensitive information is encrypted
and exchangedbetween network components, such as configuration updates and management
commands.

1 Figure 54n the Appendix Sectioshows a Wireshark packet capture from a vEdge Router to the
vSmart controlle1.1.0.13)jndicating that control plane traffic is encrypted.

The capturedViresharkpacketcapture data shows secure communication between vSmart (1.1.0.13)

and vEdge (1.1.102.2/24) using DTLS encryption on port 12346, ensuring safe data transfer. Each vEdge
router maintains a continuous control connection to the vSmart controller through evamgport

interface. While one control connection suffices for control plane information exchange, vEdges

maintain a permanent DTLS tunnel per transport interface to ensure control plane resilience
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6.7 Analysis o€isco SBVAN securitypataPlane Security features using the B\E
Wireshark Packet Captures

9 Figure 55n the Appendix Sectioshows a Wireshark packet capture of ICMP ping packets sent
from the Sitel02BR3 vEdge Router to the SiteR1 vEdge Router

Looking at the Wireshark packet captaigove it can be seen that these icmp pings were ipsec encrypted
and encapsulated in UDP with a destination port of 12346 and a IP header with a destination address of
1.1.1.2 which are the same attribute values associated with our TLOC for the OMP route.2/241.02

1 Figure %in the Appendix SectioshowaWireshark capture of ICMP ping packets sent from the
Site102BR3 vEdge Router to the SiteiBR1 vEdge Router

Looking at the Wireshark packet captagove, it can be seen that these icmp pings wéPse@ncrypted

and encapsulated in UDP with a destination port of 12346 and a IP header with a destination address of
1.1.101.2/24 which are the same attribute values associated with our TLOC for the OMP route
1.1.102.2/24.

6.8 Analysis o€iscdSBWAN securityrhreat Scenario (DDoS Attacking the EVRG
Wireshark Packet Captures

6.8.1 AnalyzeCisco SBVANDDOoS attack to vSmarsingPacket captures taken from the EVE
NG Simulator using Wireshark.

The start of theSYN Flooattack is evident from a huge flood of TCP traffic. To identify SYN packets
without an acknowledgment, use this filtdcp.flags.syn == 1 and tcp.flags.ack ==

1 Figure ¥ in the Appendix Sectiodisplays a Wireshark packet capture of a Kali Lgionulated
SYN Flood (DDoS) attack on the vSmart Controller (1.1.0.13).

It is observel a high volume of SYN packets, with little time variance, highlighted in red box. Each SYN
packet originates from different source IP addresses (orange box), targets IP address 1.1.0.13 (yellow box),
and has an identical length of 120 and window size qbéden box). When filtering wittcp.flags.syn ==

1 and tcp.flags.ack ==, e see very feYN/ACKsdndicating a TCP SYN attack.

9 Figure 58in the Appendix Sectiottist illustrates the Wireshark packet capture's Input/Output
Graph, depicting a clear visual representation of the traffic surge during a DDoS attack on the
vSmart Controller (1.1.0.13).

The impact of theSYN FloodDDo$ attack on the vSmart Controller (1.1.0.13) is also clearly visible in

2 ANBAKIN] Qa 3INI LKAT LINRGARAY3I Usingtheinplz/GutpudgBalpiNg & Sy G |
you can see a massive surge in packet volume, with overall traffic spikifgp@0 packets per second.

This graphical representation highlights the intensity and sudden onset of the attack, making it easier to
analyze and understand the scale of the traffic increase.
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To summarize:
1 Input/Output Graph: Displays a significant spike in packets per second during the attack.
1 Spike Details: Traffic surgesapproximatelynear20500 packets per second.

This visual evidence in Wireshark complements the packet details, providing a comprehensive view of the
552{ 4dFKO01Qa AYLI Olo

In addition to thelnput/Output graph, an unusually increased amount of TCP packets highlighted in the
Brown color box in the Protocol Hierarchy Statistics in Wiresbiek additional insight into the nature

of the DDoS attack targeting the vSmart Controflled.0.13). This confirms the nature of the attack by
presenting an abnormally high volume of TCP packets.

Simultaneously, the ping communication between the SB&I1 vEdge Router and the Site‘ER3 vEdge
Router was monitored. After some time, the communication stopped due to the DDoS attack on the
vSmart. As a result, vSmart was unable to propagate routiiogmation to the vEdge branch routers, as
shown inFig. 59.

9 Figure 59n the Appendix Sectiohist displays protocol hierarchy statistics indicating an
unusually high volume of TCP packets attributed to Flood SYN Attacks.

During the attack, wanonitored the data communication between the SitdeAR1 vEdge Router and
Site102BR3, we observed that communication ceased entirely. This disruption was cautiesl BYN

Flood attack targeting the vSmart controller, which serves asitheNJ A y ¢ 2 FWANARSworkA a O 2
and propagatingrouting information in the Cisco SDANnetwork.

9 Figure 60in the Appendix Section illustratethat ping communication between the Sit&R1
vEdge Router and SitedBR3 halted due to a DDoS attack targeting the vSmart controller.

6.8.2 AnalyzeCisco SBVAN DDoS attack to vManage on @frtusing?acket captures taken
from the EVENG Simulator using Wireshark

The onset of the SYN Flood attack is marked by a massive surge of TCP traffic. To identify SYN packets
without an acknowledgment, use the filtecp.flags.syn == 1 and tcp.flags.ack ==

A high volume of SYN packets, with minimal time variance, is highlighted in the brown box. Each SYN
packet comes from different source IP addresses (black box), targets IP address 1.1.0.11 (orange box), and
has an identical length of 120 and window sizé64{green box), all directed to destination port 80 (orange

box). When filtering withicp.flags.syn == &ndtcp.flags.ack =8, we see very few SYN/ACKSs, indicating

a TCP SYN attack.

9 Figure 61in the Appendix Sectiodisplays a Wireshark capture during a Kali Lgsimulated SYN
Flood (DDoS) attack targeting tia®lanage's port 80 (1.1.0.]11
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The SYN Flood (DDoS) attack against vManage on port 80 (1.1.0.11) shows an evident impact on
Wireshark's I/Qgraph, which demonstrate the sudden increase in network traffic. By analysing the 1/O
graph, it is clear that there is a significant increase earthmber of packets being transmitted, resulting

in a sudden spike in overall traffic to 15,500 packets per second. This graphical representation highlights
the intensity and sudden onset of the attack, making it easier to analyze and understand thefsbale

traffic increasewhichwould result failure of the vManage Controlland resulting the management of

the SBWAN Network.

1 Figure in the Appendix Sectiodepicts a Wireshark packet capture with apuit/Output Graph
illustrating a significant traffic surge during a DDoS attack on vManage's port 80 (1.1.0.11).
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Chapter7 - Conclusion
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Fig. 16SDWAN vManage Bootstrap Config
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1 Fig. 22 in the Appendices shows the vManage certifioateManage which is Acting as the
Enterprise CA

1 Fig. 23 Downloathe root CA certificate from the vManage controller to vEdge router
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1 Fig. 30 Add vEdge router to the vManage contrditeredto grab the chassis number and serial

number from the vmanagportal)
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1 Fig. 31All the controllers and vEdges in the simulation network have been on boarded, and they

are reachable
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Fig. 32All the controllers and vEdgesthme simulation network have been on boarded, and they are

visible in the vManage dashboard
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Fig. 34vEdgedevices possess identical certificates to those on vManage, where vManage operates as
the Enterprise CA.
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Fig. 35vEdgedevices possess identical certificates to those on vManage, where vManage operates as
the Enterprise CA.

Fig. 3@nstalledvEdge routers and vSmarts authorized serial and chassis number associations on
vManage.
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Fig. 37nstalledvSmart routers and vSmarts authorized serial and chassis number associations on
Site101BR1 vEdge Router.

Fig. 38nstalledvEdge routers and vSmarts authorized serial and chassis number associations on vSmart.
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Fig. 42Display packets are encrypted and decrypted using IPsec, ensuring secure transmission and
reception of data across the network.

Fig. 43 Theommunication between vEdge routers over the IPSEC Tunnel is successful, as shown by the
successful ability to ping from one vEdge router to another.
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