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ARTICLE INFO ABSTRACT

Keywords: The counterfeit medication infiltration within global supply chains poses a major public health threat. To ad-
Polymorphic encryption dress this, a collaborative effort among governments, regulators, and pharmaceutical companies is essential to
BIOqu‘am . secure the global/local supply chain. This paper proposes a novel approach that leverages blockchain technology,
géOMu: Integration polymorphic encryption, and cloud storage to tackle security risks and privacy concerns in medication supply
SCR PP chains. The framework integrates a drug supply chain decentralized application (also called SCMapp) within

the Ethereum blockchain, enabling functionalities like secure supplier onboarding, encrypted data management,
cloud storage integration, and efficient data retrieval. This approach aims to revolutionize drug supply chain
management by enhancing security, transparency, and overall efficiency, ensuring adherence to global health
regulations. A safe and effective method for managing drug supply chains is provided by the suggested Drug
Supply Chain Management System. The proposed model outperformed existing solutions in terms of security, ef-
ficiency, and traceability. The combination of encryption, blockchain, and cloud storage provided a comprehen-
sive approach to address the challenges of drug supply chain management. The comparison analysis highlighted
the unique advantages of the proposed model over other methods.

1. Introduction Fig. 1 illustrates the incidents of counterfeit crimes across different

regions, providing insight into the global prevalence of pharmaceutical

The pharmaceutical industry is facing a critical challenge with the
proliferation of counterfeit and substandard drugs in the global market.
This issue poses significant risks to consumer safety, public health, and
the integrity of the pharmaceutical supply chain. In 2022, pharmaceu-
tical crime incidents surged to alarming levels, totaling 6,615 cases—a
ten percent increase from the previous year. These incidents, spanning
commercial and non-commercial seizures, involved a staggering variety
of medicines, highlighting the complexity and impact of the problem
across 141 countries worldwide [1,2]. With arrests related to pharma-
ceutical crime rising by 42 percent, it is evident that this is a pressing
global crisis that demands immediate attention and concerted efforts to
address effectively [3].
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counterfeiting [4]. Existing research in the field of pharmaceutical sup-
ply chain management has identified several limitations that hinder the
effectiveness of current systems. These include scalability issues, inad-
equate traceability measures leading to a high risk of data tampering,
poor system efficiency and responsiveness, and a lack of interoperability
[5]. These drawbacks highlight the urgent need for innovative solutions
to enhance the traceability and security of pharmaceutical supply chains
[6,7].

One promising approach is the integration of Blockchain, Cloud Stor-
age and Polymorphic Encryption which offers transparency, immutabil-
ity, and decentralization. By leveraging these technologies, a robust
framework can be established to prevent the infiltration of counterfeit
drugs and ensure patient safety on a global scale [8,9].
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Fig. 1. A detailed analysis of counterfeit crimes, showing the global distribution and increasing incidences of pharmaceutical counterfeiting over time, as well as
insights into regional patterns and changes in occurrences over time. Source: https://www.psi-inc.org.

This research significantly contributes to the drug supply chain man-
agement sector by introducing a framework aimed at enhancing data
security and privacy. Our key contributions include:

A decentralized consensus mechanism has been proposed to improve
the transparency and integrity of supply chain transactions, estab-
lishing trust amongst stakeholders, and reduce the probability of un-
ethical activities.

We enhanced supply chain security by combining blockchain tech-
nology with cryptographic techniques that include polymorphic en-
cryption.

We developed a comprehensive design for smart contract deploy-
ment, focusing on its pivotal role in securely managing medicine
and supplier details within the supply chain management.

.

.

The rest of the paper is structured as follows. Section 2 discusses the
existing works. Section 3 introduces the proposed system framework,
Section 4 discusses the result analysis of the framework and finally a
conclusion is drawn in Section 5.

2. Related work

This section explores into existing research in three pivotal domains:
Blockchain application in Drug Supply Chain Management, approaches
integrating Cloud Storage, and solutions leveraging Polymorphic En-
cryption.

Abbas et al. [10] introduced a blockchain-based drug supply chain
management and recommendation (DSCMR) system based on machine
learning and blockchain to improve traceability and reduce counter-
feit drugs in the pharmaceutical supply chain (3). While their dual-
module approach—using Hyperledger Fabric for drug tracking and ma-
chine learning models (N-gram, LightGBM) for drug recommendation —
shows promising results, the system has some limitations. The authors
acknowledge that their current implementation is simulated and limited
in network size, which may not reflect real-world performance. Addi-
tionally, the machine learning models rely on public review data, which
may affect the accuracy and generalizability of drug recommendations.
The authors suggest future work should involve deploying the system
in real-time pharmaceutical environments and improving the machine
learning models for better prediction accuracy and reliability. Dana et al.
[11] focused on providing governance within the pharmaceutical sup-
ply chain using blockchain and machine learning. This approach seeks to
ensure transparency and accountability, which are crucial for prevent-
ing fraud and maintaining compliance. However, they did not develop
a decentralized application (dApp), raising concerns about the practical
implementation of their system. The absence of a dApp may limit user
interaction and reduce the system’s overall functionality.

Vincent et al. [12] aimed to enhance supply chain security with a
combination of blockchain and artificial intelligence. The study sug-
gests that integrating these technologies can provide stronger protection
against tampering and fraud. Their study lacks a clear implementation
methodology, which leaves uncertainty about how their proposed solu-
tions can be practically applied. This gap may hinder the adoption of
their approach in real-world scenarios. Ranjana et al. [13] proposed a
public blockchain system to prevent drug counterfeiting using AI, QR
codes, RFID, and NFC. The system aims to improve the verification and
traceability of pharmaceutical products. But, their methodology lacks
experimental validation, which raises concerns about its effectiveness
in real-world applications. Without proper validation, the system’s reli-
ability remains uncertain.

Ahmadi et al. [14] explored an IoT-based blockchain framework to
combat counterfeit drugs by improving traceability, security, and trans-
parency in the pharmaceutical supply chain. They explained technical
components like hashing, encryption, and RFID integration. However,
the paper lacks experimental validation, real-world implementation,
and performance metrics. It also does not address regulatory compli-
ance or interoperability with existing healthcare systems. Pilot studies,
integration with legal frameworks, and an analysis of system scalability
and cost-effectiveness could have provided a better understanding of the
process. Singh et al. [15] sought to control drugs’ authenticity using a
private blockchain and IoT. The study highlights the potential of com-
bining these technologies to enhance security in the supply chain. Yet,
the work has limited fault tolerance, which may affect the system’s ro-
bustness and reliability. This limitation could lead to vulnerabilities in
the supply chain if the system fails under certain conditions. Xiaohong
et al. [16] aimed to enhance supply chain resilience through blockchain
and IoT. Their approach focuses on improving the adaptability and re-
liability of the supply chain in response to disruptions. Although, they
didn’t provide details on the supply chain operations reference (SCOR)
implementation process, leaving room for practical refinement. Without
clear guidance on implementation, the proposed system may be difficult
to apply in real-world scenarios. The life cycle of a blockchain system is
shown in Fig. 2. This covered the creation of a blockchain, transaction
processing, validation, and finalization.

Altigani et al. [17] suggested the use of polymorphic encryption to
protect different types of data. This method is designed to provide strong
protection against unauthorized access. However, they highlight a sig-
nificant drawback in its high implementation cost, which could limit its
adoption. The cost factor may be a barrier for organizations with lim-
ited resources. Booher et al. [18] suggest polymorphic encryption as a
shield against frequency analysis vulnerabilities in block ciphers. Their
approach aims to enhance the security of encrypted data. Nevertheless,
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Fig. 2. Lifecycle of a Blockchain System, encompassing creation, transaction
processing, validation, and finalization stages with detailed processes [33].

its widespread use is impeded by hardware limitations, which could re-
strict its applicability. These limitations may prevent the system from
being implemented on a larger scale.

Meng et al. [19] tackle security among sensors with identity-based
cryptography. This approach is intended to secure communication be-
tween sensors in the supply chain. They highlighted computational over-
head as a concern, which could impact the system’s efficiency. The
added processing requirements may slow down operations and increase
costs. Shim et al. [20] went for anonymity through lattice-based meth-
ods, favoring homomorphic encryption for its efficacy. These methods
aim to protect user privacy while maintaining data security. However,
the complexity of these techniques may pose challenges for implementa-
tion. The need for specialized knowledge could limit the system’s adop-
tion. Simion et al. [21] explore lockable obfuscation and RMERS-based
public key encryption. They suggest various other public key encryp-
tion schemes for consideration, each with its own strengths and weak-
nesses. These methods offer different levels of security, but their practi-
cal application may require further testing. The diversity of options may
complicate the decision-making process for choosing the best encryption
method. Xie et al. [22] inquire post-quantum cryptography for compre-
hensive instrument security. Their study focuses on preparing for future
threats posed by quantum computing. Yet, real-world implementation
remains unfulfilled, which means the proposed solutions have not yet
been tested in practice. This gap may delay the adoption of these ad-
vanced security measures.

KIM et al. [23] and Merrad et al. [24] look into isogeny-based dig-
ital signatures and game theory with random selection, respectively.
Both studies highlight the complexity of their implementation processes,
which could pose challenges for practical application. The advanced na-
ture of these methods may require specialized knowledge and resources.
The complexity may also increase the cost and time needed for de-
ployment. Dashtizadeh et al. [25] suggested a way ti detect counterfeit
drugs but didn’t develop the proposed solution. Their study identifies
the need for secure verification methods in the pharmaceutical supply
chain. However, the lack of a dApp limits the system’s functionality and
user interaction. This omission may reduce the effectiveness of their
proposed solution.

Ahmed et al. [26] provided vaccines authentically but lacked privacy
measures. Their approach focuses on ensuring the authenticity of vac-
cines in the supply chain. But, the absence of privacy protection raises
concerns about the security of sensitive data. This gap could lead to data
breaches and undermine trust in the system. Musamih et al. [27] con-
trolled drug authenticity but had immutability limitations. Their sys-
tem aims to prevent tampering and fraud in the pharmaceutical supply
chain. However, the limitations in immutability could allow unautho-
rized changes to the data, compromising the system’s integrity. This is-
sue may reduce confidence in the accuracy and reliability of the infor-
mation.
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Mohit et al. [28] traced drugs but had transaction rate issues. Their
approach is designed to enhance the traceability of pharmaceutical
products throughout the supply chain. The system’s transaction rate is-
sues could slow down operations, leading to delays and inefficiencies.
These problems may hinder the system’s ability to handle high volumes
of transactions. Saindane et al. [29] traced drugs without smart con-
tracts. Their study emphasizes the importance of tracking pharmaceu-
tical products to ensure safety and compliance. However, the lack of
smart contracts may reduce automation and increase the risk of human
error. This limitation could affect the accuracy and reliability of the
supply chain. Marbouh et al. [30] traced medicine but lacked a dApp.
Their system aims to improve the traceability of medical products in
the supply chain. The absence of a decentralise application limits the
system’s usability and interaction with users. This gap may reduce the
effectiveness of their proposed solution.

Debe et al. [31] identified counterfeit drugs but didn’t develop a
dApp. Their study highlights the need for secure verification methods
to combat counterfeiting in the pharmaceutical supply chain. However,
the lack of a dApp reduces the system’s functionality and ease of use.
This limitation may hinder the adoption of their solution. Chang et al.
[32] explored blockchain in the supply chain without addressing in-
teroperability. Their study suggests that blockchain can enhance trans-
parency and security in supply chain management. However, the lack of
interoperability between different systems could limit the effectiveness
of the solution. This gap may prevent seamless integration with other
supply chain technologies.

Sahoo et al. [34] tackled tampering without smart contracts. Their
approach aims to prevent unauthorized changes to data in the supply
chain. However, the absence of smart contracts reduces automation and
may increase the risk of errors. This limitation could affect the accuracy
and reliability of the system. Jamil et al. [35] controlled authenticity
but didn’t deploy in a real setting. Their study emphasizes the impor-
tance of verifying the authenticity of pharmaceutical products in the
supply chain. However, the lack of real-world deployment raises ques-
tions about the system’s practicality and effectiveness. This gap may
delay the adoption of their solution.

Pham et al. [36] traced drugs without optimized smart contracts.
Their approach is designed to improve the traceability of pharmaceuti-
cal products in the supply chain. But, the lack of optimization in smart
contracts may reduce the system’s efficiency and performance. This issue
could lead to delays and increased costs. Jayaraman et al. [37] tracked
products but didn’t mention dApp construction. Their study focuses on
monitoring the movement of pharmaceutical products in the supply
chain. Yet, the absence of a real life pplication raises concerns about
the system’s usability and interaction with users. This gap may limit the
effectiveness of their proposed solution.

He et al. [38] pioneered a method combining encryption and data
mining to strengthen cloud security. Their study aims to protect sen-
sitive data in cloud-based supply chains. They address potential over-
head costs, which could impact the system’s performance and efficiency.
However, the study highlights the importance of innovative strategies
for practical implementation to overcome these challenges. Mani et al.
[39] addressed counterfeit drugs with a private blockchain and cloud
computing. Their approach focuses on securing the pharmaceutical sup-
ply chain to prevent the distribution of counterfeit products. But, their
approach lacks comprehensive resource optimization, which may im-
pact supply chain efficiency. This limitation could lead to increased costs
and reduced performance in large-scale operations.

Xu et al. [40] propose a sanitizable signature scheme aimed at en-
suring privacy protection in electronic medical data sharing. Their ap-
proach focuses on building a cryptographic solution that allows for
privacy-preserving data sharing, specifically through a key-exposure-
free chameleon hash technique. This method ensures that medical data
remains confidential and can be shared securely across different entities.
While the approach is promising in enhancing privacy, its application is
primarily focused on cryptographic techniques without addressing the
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broader challenges in drug supply chain management, such as scala-
bility and integration with existing systems. Rahaman et al. [41] in-
troduce a framework based on Hyperledger Fabric technology to cre-
ate a secure and sustainable food processing supply chain, emphasizing
blockchain’s role in ensuring data integrity, traceability, and security.
While the framework is primarily focused on the food industry, its ap-
proach to secure data management is highly relevant to the pharmaceu-
tical supply chain as well. However, the study faces limitations due to its
private blockchain structure, which may hinder scalability when applied
to more complex supply chains, such as those found in the pharmaceuti-
cal industry. Despite demonstrating improvements in transparency and
accountability within food supply chains, the framework’s scalability
challenges and high implementation costs remain significant barriers.
Including future research directions such as addressing scalability chal-
lenges, integrating emerging technologies like Al and IoT, and adapting
the framework for larger, more complex supply chains would further
strengthen the study and enhance its broader applicability.

Alqudhaibi et al. [42] examine the cybersecurity challenges in Indus-
try 4.0, particularly within the manufacturing management sector. Their
research assesses the various cybersecurity threats and proposes strate-
gies to mitigate these risks. Although this study does not directly address
drug supply chains, the emphasis on cybersecurity is highly relevant, as
drug supply chains face similar vulnerabilities. A key limitation of this
work is the lack of real-life application, which limits the practical impact
of the proposed strategies in actual supply chain environments. Javaid
et al. [43] provide a comprehensive review of cybersecurity practices
and trends within the healthcare domain. The focus of their study is on
ensuring cybersecurity within healthcare, which shares common chal-
lenges with the pharmaceutical supply chain. Their review highlights
the critical need for robust cybersecurity measures to protect sensitive
data. This study does not include real-life application, which limits its
direct applicability to drug supply chains that require tested and deploy-
able solutions.

Agrawal et al. [44] explore the adoption of blockchain technology
to develop a secure healthcare solution. Their research is centered on
creating a deployable, secure solution that leverages the benefits of
public blockchain. While this approach has the potential to enhance
security and transparency in healthcare data management, it also in-
troduces privacy issues. These privacy concerns are particularly critical
when considering the sensitive nature of drug supply chains, where pa-
tient and proprietary information must be carefully protected. Crossland
et al. [45] propose a multi-quorum blockchain solution called Janus to
prevent counterfeits in supply chains. The study emphasizes the impor-
tance of blockchain in maintaining the integrity of supply chains by
preventing counterfeit products. The blockchain model used is private
and lacks cloud storage, which limits its scalability and flexibility in
larger, more complex supply chains, such as those in the pharmaceutical
industry.

Javaid et al. [46] conduct a literature-based review on the applica-
tions of blockchain technology in Industry 4.0. The review highlights the
potential benefits of blockchain in enhancing transparency and security
in various industries. The study does not include real-life applications,
which weakens the relevance of the findings to practical drug supply
chain management. Cao et al. [47] introduce a blockchain-based mul-
tisignature approach for governance within the Australian beef supply
chain. The study focuses on achieving transparent supply chain man-
agement, demonstrating the value of blockchain in food supply chains.
However, the solution is limited to private blockchains and is specific to
the Australian context, making it less applicable to global drug supply
chains that require broader applicability and scalability.

Bottoni et al. [48] explore Blockchain-as-a-Service and Blockchain-
as-a-Partner as options for optimizing supply chain management. The
study discusses how blockchain can secure supply chains and improve
efficiency. While the study offers insights into the potential applications
of blockchain in supply chain management, it lacks detailed exploration
of real-life applications. Which is a significant gap when considering the
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implementation of these technologies in drug supply chains. Vaghani
et al. [49] provide a solution on the security and Quality of Service (QoS)
issues in blockchain-enabled next-generation smart logistic networks.
Their study emphasizes the importance of intelligent blockchain-based
systems in managing supply chains. Similar to other studies, this work
lacks real-life application examples, which limits its direct applicability
to drug supply chains that require tested and deployable solutions.

Adam et al. [50] explore the benefits of adopting blockchain technol-
ogy. The focus is on creating a sustainable and transparent system using
public blockchain. However, the study does not dig into the details of
real-life application, which is crucial for implementing such solutions in
drug supply chains where legal and regulatory considerations are sig-
nificant. Regueiro et al. [51] propose a blockchain-based refurbishment
certification system aimed at enhancing the circular economy. The study
emphasizes the role of blockchain in promoting sustainability. But, the
application is focused on general circular economy principles and lacks
depth concerning its applicability to the pharmaceutical industry, which
has specific requirements related to drug lifecycle management and reg-
ulatory compliance.

Akshatha et al. [52] discuss a method for user-controlled data access
using MQTT and blockchain sharding. The study aims to improve secu-
rity and efficiency in data access. The approach introduces challenges
related to data storage, which is a critical consideration in drug sup-
ply chains where secure and efficient data management is paramount.
Chen et al. [53] explore security challenges and defense approaches
for blockchain-based services from a full-stack architecture perspec-
tive. Their study provides insights into securing blockchain services but
lacks real-life application examples, limiting its relevance to drug sup-
ply chains that require proven, practical solutions for managing security
risks.

Allenbrand et al. [54] propose the use of smart contract-enabled
consortium blockchains to control information distortion within supply
chains. The study highlights the potential of blockchain to improve in-
formation accuracy. The absence of cryptographic mechanisms in their
approach poses a significant limitation, as drug supply chains require
robust cryptography to ensure the integrity and confidentiality of sen-
sitive information. Sarfaraz et al. [55] conduct a simulation study on
the implications of blockchain-coordinated information sharing within
a supply chain. The study shows the potential of blockchain to enhance
coordination and information sharing. As with several other studies, the
lack of real-life application examples diminishes its direct applicability
to drug supply chains, which require solutions that have been tested in
real-world scenarios.

Cui et al. [56] focus on securing the vaccine circulation process using
a consortium blockchain. Their study emphasizes the role of blockchain
in ensuring the integrity and security of vaccine distribution. This ap-
proach is significant for maintaining the safety of vaccine supply chains,
though the consortium nature of the blockchain might limit its scalabil-
ity across different stakeholders in global drug supply chains. Omar et al.
[57] explore the tracing of personal protective equipment (PPE) using
a public blockchain. The study aims to enhance the transparency and
accountability of PPE distribution. The use of public blockchain ensures
broad accessibility and transparency. This is crucial for supply chains
requiring public trust, such as those handling medical supplies during
pandemics.

Mahdiraji et al. [58] aim to ensure proper drug traceability using
the Pythagorean Fuzzy-Delphi method. Their approach provides a struc-
tured way to handle uncertainty in drug traceability. The study does not
utilize blockchain or other modern digital technologies. This may limit
its effectiveness in highly complex drug supply chains. Kumar et al.
[59] focus on the proper supply chain management (SCM) of medi-
cal equipment using artificial intelligence. The study highlights how
Al can optimize the management and distribution of medical equip-
ment. Although the use of Al is promising, the study does not integrate
blockchain or other technologies that could enhance traceability and
security in the supply chain, which are critical for drug supply chains.
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Table 1
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Classification of Blockchain: This table categorizes different types of blockchain including public, private, hybrid, etc., based on their characteristics.

Public Private

Hybrid Consortium

Open to the public. Anyone can join,
read, and write transactions.
Bitcoin, Ethereum

Restricted access, typically for a
specific organization or group.
Multichain, Hyperledger Fabric
(single org)

Combination of public and private
features, offering flexibility.
Binance Chain, IBM Blockchain

Shared by multiple organizations,
each with certain control.

Corda, Hyperledger Sawtooth,
Quorum

Table 2

Overview of recent technological adoptions in supply chain management and their associated limitations. The table high-
lights challenges like scalability, implementation complexity, and lack of validation across various emerging technologies.

Reference Based On Limitations

[10] Private Blockchain, ML Scalability issues due to network size constraints.

[11] Blockchain, ML Lack of decentralized application (dApp) development.

[13] Blockchain, Al, QR codes, RFID, NFC Lack of experimental validation.

[14,64,65] Blockchain, Holochain IoT Issues with scalability and privacy in controlling drug authenticity.

[18] Polymorphic encryption High implementation cost and hardware limitations hindering widespread
use of polymorphic encryption algorithms.

[21] RMERS-based public key encryption Various public key encryption schemes suggested for consideration, but
concrete implementation models lacking.

[23,24] Isogeny-based digital signatures Complexity in the implementation processes of isogeny-based digital
signatures and game theory with random selection.

[38] Blockchain, Cloud Storage Concerns about computational overhead in security among sensors.

Liu et al. [60] propose a sustainable supply chain management sys-
tem by integrating Al, Big Data, Blockchain, and the Internet of Things
(IoT). This comprehensive approach aims to enhance the sustainability
and efficiency of supply chains. The study is highly relevant for mod-
ern drug supply chains that require a multifaceted approach to manage
complex logistics, though the integration of these technologies poses
challenges in implementation and coordination. Li et al. [61] address
the proper traceability of medical equipment using blockchain technol-
ogy. The study underscores the importance of blockchain in ensuring
the accurate tracking of medical equipment. However, the lack of detail
regarding the specific type of blockchain used and its scalability limits
the study’s applicability to large-scale drug supply chains.

Chithaluru et al. [62] focus on the traceability of drug supply using
a combination of blockchain and IoT. The use of both technologies aims
to enhance the precision and reliability of drug traceability. The public
nature of the blockchain ensures transparency, which is vital for drug
supply chains where trust and accountability are critical. Bistarelli et al.
[63] propose an automated blockchain-based drug traceability system
using a hybrid blockchain approach. This study aims to combine the
strengths of both public and private blockchains to create a more ro-
bust and flexible system. The hybrid approach offers a balance between
transparency and control, making it suitable for drug supply chains that
require both public accountability and private management of sensitive
data.

Koshiry et al. [66] explore the application of blockchain technology
in the education system. Although the study is not directly related to
drug supply chains, it highlights the versatility of blockchain to ensure
transparency and accountability in various sectors. The insights gained
from this study could be adapted to improve the traceability and man-
agement of information in drug supply chains. Kumar et al. [67] pro-
posed a lightweight RFID authentication protocol for I[IoT-enabled sup-
ply chains, combining edge computing and blockchain to enhance mu-
tual authentication and data security. However, their approach may face
challenges such as vulnerability to side-channel attacks on constrained
devices and reliance on simulation-based evaluations, which may not
fully reflect real-world deployment complexities such as synchroniza-
tion delays or physical tampering of RFID tags.

Rupa et al. [68] developed a blockchain-based decentralized appli-
cation (DApp) for drug supply chain management integrated with an
Al-driven drug recommender system to improve transparency, trace-
ability, and user interaction. Their system leverages Ethereum and the

Sepolia testnet to optimize gas costs and scalability while ensuring se-
cure, authorized data exchange across entities. The integration of a
ResNet-based deep learning model achieved 92 percent accuracy in drug
recognition. However, reliance on public blockchain raises concerns
about scalability and privacy, and the recommended system may suf-
fer from biases in training data and high computational requirements.
Table 1 presents the classifications of blockchain, highlighting the key
distinctions among them.

Table 2 provides an overview of technology adoption within supply
chain management, including architectures and associated limitations.

3. Proposed methodology

Existing research on blockchain-based pharmaceutical supply chain
management highlights several critical gaps that our proposed solu-
tion addresses. These include the need for real-world implementation
to validate theoretical feasibility, discussions on scalability and consen-
sus mechanisms, the absence of key components like dApps and smart
contracts, and the importance of practical experiments and resource op-
timization. By addressing these gaps, our solution aims to enhance the
safety, reliability, and efficiency of drug traceability and supply chain
management in the pharmaceutical industry through blockchain inte-
gration.

3.1. Framework description

The framework involved integrating blockchain technology, poly-
morphic encryption and cloud storage into the supply chain manage-
ment (SCM) model, developing smart contracts for traceability and secu-
rity, establishing data sharing protocols, and creating a controlled test-
ing environment.

3.1.1. Drug supply chain management system decentralized application
(SCMapp)

The proposed Supply Chain Management Decentralized Application
(SCMapp) architecture presents a robust, secure, and scalable frame-
work for managing pharmaceutical supply chains by leveraging a syn-
ergy of blockchain technology, cloud storage, group signature-based
identity verification, and polymorphic encryption. Fig. 3 illustrates the
decentralized process of storing, accessing, and verifying data in supply
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Fig. 3. A Blockchain-enabled Architecture for Drug Supply Chain Management Traceability: A Step-by-Step Process Flow Including User Registration, Data Encryp-
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chain management. A supplier, distributor, or manufacturer who is in-
volved in the supply chain submits a registration request through the
SCMapp to start the process.

A trusted authority identified as the Group Manager authenticates
this request and, after successful validation, provides the registrant with
a Group Public Key (GPK) and a distinct Group Secret Key (GSK[i]). Af-
ter registering, the user creates relevant drug supply information, such
as the source, batch numbers, shipping records, and regulatory certifi-
cations. Then, in order to improve data security and prevent potential
cryptographic attacks, this data is encrypted using a polymorphic en-
cryption process that dynamically changes encryption patterns. A third-
party cloud server receives the encrypted data for off-chain storage,
greatly lowering the blockchain’s load and improving system scalabil-
ity. By creating a lightweight blockchain node linked to the user, only
the metadata or the location of the encrypted cloud data is kept on the
blockchain to preserve data integrity and traceability. The user initiates
a secure request through SCMapp when data retrieval is necessary. This
request undergoes validation through the blockchain using group sig-
nature verification, ensuring that only legitimate and authorized par-
ticipants can access the stored information. The corresponding cloud
storage location of the encrypted data is given by the blockchain af-
ter a successful verification. In order to guarantee end-to-end security
and data integrity, the user can then access the encrypted file from the
cloud and use their GSK[i] to decrypt it. This secure and decentralized
process improves the safety, transparency, and reliability of the drug
supply chain by solving problems like fake medicines, unauthorized ac-
cess, and poor tracking.

3.1.2. Supplier registration and authentication

Medicine suppliers must register with the SCM network to take part
safely and securely in the decentralized supply chain system. This reg-
istration process is described in a systematic way in Algorithm 1.

Algorithm 1 Registration Process
1: procedure REG(S)

2: Let Reg(.S) denote the registration function for sup-
plier S.
3: Supplier .S initiates the registration process by pro-

viding necessary information.

4: The SCM system generates cryptographic keys and
identifiers for the supplier.

5: Unique Identifier I D is assigned to supplier .S

Group Public Key: GPK is generated for secure

communication within the supplier group.

7 Group Secret Key: GSK][i] is assigned to supplier
S for cryptographic operations.

8: Mathematically: I D¢, GPK, GSK|[i] = Reg(S).

9: end procedure

The process starts when a supplier .S sends a registration request to
the SCM system with their identification and business information. Such
identification may include contact details, license documents, company
information, and digital signatures. Upon receiving the registration re-
quest, the SCM system invokes the registration function Reg(.5), which
is responsible for generating a unique set of cryptographic credentials
for the supplier. These include a Unique Identifier (I Dg), a Group Pub-
lic Key (GPK), and a Group Secret Key (GSK[i]). The unique identifier
IDg serves as a permanent reference for the supplier within the SCM
network, enabling traceability and accountability of all actions taken by
the supplier. The Group Public Key (GPK) is a shared key accessible to
all members within the supplier group and is used to establish secure
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and authenticated communication across the network. In contrast, the
Group Secret Key (GSK][i]) is uniquely assigned to each registered sup-
plier and is known only to that specific entity. This secret key enables
the supplier to perform operations such as secure message exchange,
while preserving their anonymity within the group through the use of
group signature techniques. The system securely provides the generated
keys to the supplier .S after the registration process is finished. The Drug
Supplier Management Blockchain is a tamper-proof ledger that securely
stores these keys and IDs. This guarantees that the login credentials from
registration may be used to validate all subsequent operations, such as
data uploads and transaction tracking. By ensuring that only approved
suppliers are allowed to join the supply chain, the registration procedure
raises the decentralized SCM network’s reliability and trustworthiness.

Algorithm 2 Data Encryption and Decryption
1. procedure GENKEY
2: Dynamically generate a new encryption and decryp-
tion key pair (KeyEn, KeyDec) using GenKey ().
3: end procedure
4: procedure CHOOSEENCALG
5: Randomly select an encryption algorithm EncAlg
from a predefined set {XOR, AES, SHA-based masking,
etc.}.
end procedure
procedure ENCRYPT (Data)
Call GENKEY () to generate fresh KeyEn and KeyDec.
Call CHOOSEENCALG() to randomly select an encryp-
tion algorithm EncAlg.
10: if EncAlg == XOR then

o o

11: Generate a random number 7.

12: Encrypted_Data < Data ® n

13: else if EncAlg == AES then

14: Encrypted_Data «

AES_Encrypt(Data, KeyEn)
15: else if EncAlg == sHa-based masking then

16: Encrypted_Data “«— Data &
S HA256(KeyEn)
17: end if

18: return (Encrypted_Data, KeyDec, EncAlg,n)
19: end procedure
20: procedure DECRYPT(Encrypted_Data, KeyDec, En-

cAlg, n)
21: if EncAlg == xor then
22: Data « Encrypted_Data ® n
23: else if EncAlg == AES then
24: Data <« AES_Decrypt(Encrypted_Data, KeyDec)
25: else if EncAlg == sHa-based masking then
26: Data « Encrypted_Data &
S HA256(KeyDec)
27: end if
28: return Data

29: end procedure

3.1.3. Blockchain network

The blockchain network serves as a decentralized ledger for the phar-
maceutical supply chain, guaranteeing the accuracy and transparency of
all information. The credentials and transaction history created through-
out the supplier registration procedure are safely stored there. Only
authorised parties are permitted to interact with certain data. In or-
der to provide a reliable environment where every transaction is trans-
parent, traceable, and incomparable, our system makes sure that all
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actions—including data uploads and verification requests—are safely
recorded and verified.

3.1.4. Data addition and cncryption

Suppliers upload drug information to the SCM system, which then
begins securely adding and encrypting the data for safe transmission.
Algorithm 2 explains polymorphic encryption methods, which dynami-
cally modify encryption schemes to improve data secrecy and integrity.
The encryption phase begins when the SCM system initiates data upload-
ing. For every data entry, a new pair of encryption and decryption keys
(KeyEn, KeyDec) is generated. Simultaneously, a cryptographic proce-
dure such as SHA-based masking, AES, or XOR is randomly selected
from a predefined set. This random selection introduces unpredictability
and enhances the system’s resilience against pattern-based attacks. This
encryption mechanism ensures that even if multiple suppliers transmit
data simultaneously, the encryption pattern remains unique and adap-
tive to each session. For instance, if the XOR scheme is selected, a ran-
dom number is generated and applied as a key to perform a bitwise
transformation of the data.

In the case of AES, the data is encrypted using a symmetric block
cipher with strong key-based encryption, whereas SHA-based masking
applies the hash of the encryption key as a masking layer over the orig-
inal data. The encrypted output, along with the relevant cryptographic
metadata (such as the selected algorithm, decryption key, and any ran-
dom values used), is then prepared for secure cloud storage. This poly-
morphic encryption method helps keep sensitive pharmaceutical data
safe during both transmission and storage. Even if part of the encryp-
tion is compromised, the data stays protected. The use of random and
changing encryption techniques makes it harder for attackers to break
the system and improves the overall security of the decentralized SCM
network.

3.1.5. Cloud storage integration

Cloud Storage Integration in the SCM system works together with the
earlier steps of supplier registration and data encryption. After a sup-
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Fig. 4. Seamless smart contract deployment via MetaMask in Remix IDE, en-
abling authentication and transaction transfer to the Blockchain network.
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Fig. 6. The smart contract is successfully deployed, comprehensive transaction information is displayed on the test network, including transaction fees, hash values,

and other specific information.

plier securely registers with cryptographic credentials, their drug data
is encrypted using polymorphic techniques that dynamically change the
encryption scheme for enhanced security. Each encrypted file is linked
to its unique encryption key and algorithm details. This encrypted data
is then safely stored in the cloud, ensuring it cannot be changed or
accessed by unauthorized users. This process helps keep pharmaceu-
tical data secure, organized, and tamper-proof throughout the supply
chain.

3.1.6. Data retrieval and requests

When a retailer seeks to access product information, they first submit
a request through the blockchain network. Upon receipt of the request,
the blockchain network performs a validation process to authenticate
the retailer’s credentials, ensuring they possess the necessary authoriza-
tion to retrieve the requested data. Once the blockchain network vali-
dates the retailer’s access request, it returns the cloud storage address
along with the required decryption metadata—namely, the decryption
key, the algorithm identifier, and any random parameters. The SCM sys-
tem then decrypts the data using the appropriate cryptographic method.
If XOR encryption was used, the system applies the same random value
to restore the original data. For AES encryption, the system performs
AES decryption with the provided key. In the case of SHA-based mask-
ing, the system XORs the encrypted data with the SHA-256 hash of the
decryption key. This process ensures that only authorized users can suc-
cessfully decrypt and access the original product information.

4. Result and discussion

This section explores the efficiency of blockchain integration and
cryptographic techniques in enhancing supply chain security and com-
pares drug safety with the existing methodologies.

4.1. Environment configuration

The Remix IDE provides a comprehensive virtual environment for
generating and executing smart contracts on the Ethereum network.

Smart contract integration is seamlessly managed within the Remix
IDE platform. To deploy the contract in a public blockchain, authenti-
cation via MetaMask is necessary. The entire implementation process
of the smart contract is facilitated within the Remix IDE environment.
Figure 4 illustrates the transaction transfer to the blockchain network
through the metamask extension tool, where Sepolia testnet network is
used for the integration with a test ethereum blockchain network.

Fig. 5 illustrates that once the smart contract is successfully added on
the Ethereum testnet by using MetaMask, the SCM contract is ready to
be included to the blockchain. Mining algorithm is applied successfully
resulting in a successful mining status and a valid hash number.

After confirmation of the Smart Contract transaction, its data will
be added to the Ethereum platform, including details such as the trans-
action hash, transaction fee, gas price, and other relevant information
shown in Fig. 6. In addition to these key components, several other de-
tails are recorded, including the timestamp, which indicates the exact
date and time the transaction was processed. Additionally, the block
number specifies the block in which the transaction was included and
the gas price shows the total gas consumed by all transactions in the
block, providing insight into network activity.

4.2. Deployed contract

The smart contract, “Supply Chain,” facilitates the management of
medicine and supplier details within a supply chain. It defines two
main structs, "Medicine” and ”Supplier,” to encapsulate information
such as medicine name, ID, description, manufacturer, quantity, expira-
tion date, supplier name, ID, location, and contact information shown
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in Fig. 7. The contract includes functions to set and retrieve these de-
tails, enabling users to store and access information about medicines and
suppliers securely on the Ethereum blockchain. This contract serves as a
foundation for building decentralized supply chain applications, ensur-
ing transparency and traceability of products throughout their lifecycle.

4.3. Performance analysis

The research has found significant improvements in security, effi-
ciency, and traceability with the following advancements,

» This model achieves a balance between security and computational
efficiency, as evidenced by the moderate execution time for sup-
plier registration, enabling practical scalability in real-world supply
chains.

By offloading decryption to an off-chain mechanism, the model sig-
nificantly reduces on-chain gas costs and latency for data retrieval,
improving system responsiveness without compromising data in-
tegrity.

It has found unique security advantages over existing models to en-
sure efficient drug supply chain management.

.
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Fig. 8. This figure shows the gas costs of SCMapp’s core opera-
tions: Key Generation, Algorithm Selection, Encryption, and De-

100,000 cryption. Encryption has the highest cost due to dynamic algo-
82,000 rithm switching, while Algorithm Selection is the most efficient.
The comparison illustrates the trade-off between security and ef-
ficiency in supply chain processes.
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tational overhead, while Decryption is fastest (0.5s) due to off-
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The performance of SCMapp is evaluated by measuring the gas costs
of its core operations. These cost comparisons highlight the trade-offs
between security and efficiency across the system’s key processes.

The Fig. 8 provides a comparative overview of the computa-
tional cost, measured in gas units, for each major operation within
the proposed blockchain-based Supply Chain Management application
(SCMapp). The X-axis categorizes the key processes—namely, Key Gen-
eration, Algorithm Selection, Encryption, and Decryption—while the Y-
axis represents the estimated gas consumption required for each oper-
ation. Among these, the Encryption phase incurs the highest gas cost,
reaching approximately 82,000 units, due to the use of polymorphic
techniques such as dynamic algorithm switching and secure key han-
dling. Decryption consumes around 30,000 gas units, as it involves con-
ditional logic for reversing encryption but without additional storage
costs. Key Generation, at approximately 15,000 units, includes the cre-
ation of secure key pairs and identity-linked credentials. Algorithm Se-
lection, being the simplest operation, has the lowest gas consumption at
5,000 units, reflecting lightweight randomness and control logic. This
analysis shows that while encryption has a higher gas cost, the over-
all system achieves a strong balance between security and efficiency,
making it well-suited for secure supply chain management.

Besides, it analyzes the execution time of its key operations to assess
system responsiveness and real-time usability. Understanding how long
each process takes helps validate the system’s suitability for secure and
efficient supply chain management.
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The Fig. 9 clearly illustrates the execution time, measured in sec-
onds, required for each key operation within the proposed Supply Chain
Management Decentralized Application (SCMapp). Here X-axis repre-
sents the distinct blockchain-based processes performed—namely, Sup-
plier Registration, Drug Data Encryption, and Drug Data Decryption
(Read)—while the Y-axis indicates the execution time in seconds, re-
flecting the latency of each transaction from initiation to confirmation
on the blockchain network.

The Supplier Registration operation demonstrates a moderate execu-
tion time of 2 s, representing the time needed to complete the process
of adding a new participant to the supply chain. The Drug Data Encryp-
tion operation exhibits the highest execution time of 3 s, primarily due
to the computational complexity of polymorphic encryption, which in-
creases processing overhead to ensure stronger data protection against
cryptanalysis.

In contrast, Drug Data Decryption (Read) achieves the fastest ex-
ecution time of 0.5 s, owing to its off-chain design. While encrypted
drug data are retrieved and decrypted off-chain (e.g., from a cloud
server), only a reference pointer is accessed from the blockchain, re-
sulting in minimal on-chain interaction and thus faster response time.
The latency seen in the use cases shows better performance. Registra-
tion and encryption take a moderate amount of time because they in-
volve secure blockchain and encryption steps. In contrast, reading data
is much faster, which shows that the system works well for real-time
supply chain management.
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Table 3
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Comparative analysis of the proposed model against existing solutions based on key features like smart contracts, cloud integration, encryption, traceability, and

security. The proposed model ensures comprehensive coverage across all criteria.

Reference Type Year Smart Contract Cloud Integration Encryption Traceability Security
Sharma et al. [69] Blockchain 2024 \/ X x \/ \/
Sumalatha et al. [70] Blockchain 2024 Vv x x v v
Shruti et al. [71] Encryption 2024 v x v x v
Talwandi et al. [72] Blockchain, Cloud 2023 v v X X v
Deebak et al. [73] Cloud 2023 X \/ x x v
Proposed Model Encryption, Blockchain, Cloud - Vv v YV YV v

Table 4

Vulnerability assessment comparing encryption diversity, tamper detection, and defenses against man-in-the-middle, Sybil, data poisoning, smart contract injection,
and replay attacks across different system models, highlighting the security performance of the proposed architecture.

Aspect Traditional System

Blockchain Based

Proposed System

Encryption Diversity
Tamper Detection
Man-in-the-Middle Defense
Sybil Attack

Data Poisoning

Storage Overhead

None or single algorithm
Weak

Low

High risk (no node validation)
High (easy record injection)
Low (but unstructured)

Gas Efficiency Not applicable
Smart Contract Injection Not applicable
Replay Attack Resistance Low Moderate

Single (e.g., AES)
Strong (immutable logs)

Medium (predictable patterns)

Moderate (requires consensus)

Moderate (block validation only)

High (all data on-chain)

Low (grows with operations)

Medium (vulnerable to miswritten contracts)

Polymorphic (XOR, AES, SHA-masking randomized)
Very Strong (hash + encrypted references)

High (randomized encryption + secure metadata)

Low (registered actors, group keys, verified roles)

Low (encrypted + verified inputs per supplier node)
Efficient (off-chain storage, on-chain pointers only)
High (optimized algorithm calls and metadata handling)
Low (modular and validated encryption logic)

High (non-reusable polymorphic encryption per txn)

Comparison of Feature Availability in Recent Solutions

—e— Progress
Hm Availability
EEm Unavailability

Count of Features

References

Fig. 10. The proposed model shows improved progress (blue line) with the highest number of available features (green bars) compared to other models. Red lines
denote the lack of availability of essential feature. The Y-axis defines the sum of available features in a solution, and the X-axis shows the model.

4.4. Comparison

The Table 3 shows a comparison of different methods and solutions
for managing drug supply chains. Our proposed model combines poly-
morphic encryption, blockchain, and cloud storage, and it stands out
for its comprehensive security features. Unlike the other solutions, our
model includes all the key features: smart contracts, cloud integration,
encryption, traceability, and security. In contrast, other models fall short
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in several areas. For example the model developed by Sharma et al.
[69] and Sumalatha et al. [70], lack cloud integration and encryption.
These are essential for ensuring data security. Similarly, Shruti et al.
[71] and Talwandi et al. [72] miss out on some crucial features like
traceability. Which is important for monitoring the movement of drugs
throughout the supply chain. This lack of tracking can make it challeng-
ing to ensure accountability of the supply management system. Deebak
et al. [73] also falls short in terms of smart contracts and traceability.
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Therefore, our proposed model offers a more secure and efficient solu-
tion for drug supply chain management. The progress has been demon-
strated in Fig. 10.

4.5. Vulnerability risk analysis of SCMapp

Table 4 presents the results of our comparative assessment based on
simulated transaction environments and vulnerability analysis. The pro-
posed system, which integrates polymorphic encryption, blockchain im-
mutability, and cloud-based storage, demonstrates significantly higher
resilience to Sybil attacks, data poisoning, replay threats, and man-
in-the-middle interception compared to both traditional and baseline
blockchain models. The use of dynamic key generation and randomized
algorithm selection reduces predictability in encryption, while offload-
ing encrypted data to secure cloud storage improves gas efficiency and
minimizes on-chain bloat. Overall, the proposed design achieves a better
security-performance tradeoff and offers stronger operational scalability
under real-world supply chain conditions.

5. Conclusion

A safe and effective method for managing drug supply chains is
provided by the suggested Drug Supply Chain Management System.
The proposed SCM model has been successfully tested on a blockchain
network while enhancing security and improving accountability and
traceability. It solves key problems in current systems by combining
blockchain, cloud storage, and polymorphic encryption to protect data,
keep it private, and make it transparent. Performance analysis confirms
that key operations—such as supplier registration, encryption, and de-
cryption—are carried out efficiently, supporting real-time responsive-
ness. In future, we will test this system in a real-world environment
with a high volume of transactions. This will help validate the system’s
scalability and robustness under practical operational conditions. Al-
though encryption is more computationally intensive due to advanced
security features, it greatly strengthens data protection. Thus the sys-
tem provides a strong balance between security and performance, ensur-
ing operational reliability. Ongoing monitoring and proactive security
measures further enhance its effectiveness. Overall, SCMapp not only
protects the integrity of the drug supply chain but also improves trans-
parency, efficiency, and stakeholder trust - making it a practical solution
for real-world pharmaceutical supply chain operations.
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